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Wow, that’s a lot of data.

Must be strong cryptography!

$ tcpdump -n -e \

host 199.19.54.1 &

shows packet sizes:

dig sends 89-byte IP packet

to the .org DNS server,

receives 654-byte IP packet.

See more DNSSEC data:

$ dig +dnssec any \

org @199.19.54.1

Sends 74-byte IP packet,

receives two IP fragments

totalling 2653 bytes.
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18

Interlude: the attacker’s view

What happens if we aim

this data at someone else?
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Interlude: the attacker’s view

What happens if we aim
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Let’s see what DNSSEC can do

as an amplification tool for
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Download DNSSEC zone list:

wget -m -k -I / \

secspider.cs.ucla.edu

cd secspider.cs.ucla.edu

awk ’

/GREEN.*GREEN.*GREEN.*Yes/ {

split($0,x,/<TD>/)

sub(/<\/TD>/,"",x[5])

print x[5]

}

’ ./*--zone.html \

| sort -u | wc -l
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DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.



42

DNS cache learns location of

.ru.nl DNS server from

.nl DNS server:

at tue.nl DNS cache
'& %$ ! "#

.nl
DNS server

OO

.nl
database

WV UT
PQ RSOO

at ru.nl Administrator
'& %$ ! "#OO

“The DNS server

for .ru.nl

is ns3

with IP address

131.174.78.16.”

5=

43

GodWV UT

PQ RS

&&NN
NNN

NNN
NNN Browser

Root
DNS
server

// DNS
cache

WV UT
PQ RS

OO

.nl
DNS
server

::uuuuuuuuuuu
.ru.nl

DNS
server

OO

.nl
data

at Internet
Central HQ

base

OO

.ru.nl
database

OO

at ru.nl

Administrator

WV UT
PQ RSOOhhPPPPPPPPPP

\d

6>

44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.



42

DNS cache learns location of

.ru.nl DNS server from

.nl DNS server:

at tue.nl DNS cache
'& %$ ! "#

.nl
DNS server

OO

.nl
database

WV UT
PQ RSOO

at ru.nl Administrator
'& %$ ! "#OO

“The DNS server

for .ru.nl

is ns3

with IP address

131.174.78.16.”

5=

43

GodWV UT

PQ RS

&&NN
NNN

NNN
NNN Browser

Root
DNS
server

// DNS
cache

WV UT
PQ RS

OO

.nl
DNS
server

::uuuuuuuuuuu
.ru.nl

DNS
server

OO

.nl
data

at Internet
Central HQ

base

OO

.ru.nl
database

OO

at ru.nl

Administrator

WV UT
PQ RSOOhhPPPPPPPPPP

\d

6>

44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.



43

GodWV UT

PQ RS

&&NN
NNN

NNN
NNN Browser

Root
DNS
server

// DNS
cache

WV UT
PQ RS

OO

.nl
DNS
server

::uuuuuuuuuuu
.ru.nl

DNS
server

OO

.nl
data

at Internet
Central HQ

base

OO

.ru.nl
database

OO

at ru.nl

Administrator

WV UT
PQ RSOOhhPPPPPPPPPP

\d

6>

44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.



43

GodWV UT

PQ RS

&&NN
NNN

NNN
NNN Browser

Root
DNS
server

// DNS
cache

WV UT
PQ RS

OO

.nl
DNS
server

::uuuuuuuuuuu
.ru.nl

DNS
server

OO

.nl
data

at Internet
Central HQ

base

OO

.ru.nl
database

OO

at ru.nl

Administrator

WV UT
PQ RSOOhhPPPPPPPPPP

\d

6>

44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.



43

GodWV UT

PQ RS

&&NN
NNN

NNN
NNN Browser

Root
DNS
server

// DNS
cache

WV UT
PQ RS

OO

.nl
DNS
server

::uuuuuuuuuuu
.ru.nl

DNS
server

OO

.nl
data

at Internet
Central HQ

base

OO

.ru.nl
database

OO

at ru.nl

Administrator

WV UT
PQ RSOOhhPPPPPPPPPP

\d

6>

44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.



43

GodWV UT

PQ RS

&&NN
NNN

NNN
NNN Browser

Root
DNS
server

// DNS
cache

WV UT
PQ RS

OO

.nl
DNS
server

::uuuuuuuuuuu
.ru.nl

DNS
server

OO

.nl
data

at Internet
Central HQ

base

OO

.ru.nl
database

OO

at ru.nl

Administrator

WV UT
PQ RSOOhhPPPPPPPPPP

\d

6>

44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.



44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.



44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.



44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.



44

DNS server software listed in

Wikipedia: BIND, Microsoft

DNS, djbdns, Dnsmasq, Simple

DNS Plus, NSD, Knot DNS,

PowerDNS, MaraDNS, pdnsd,

Nominum ANS, Nominum Vantio,

Posadis, Unbound, Cisco Network

Registrar, dnrd, gdnsd, YADIFA,

yaku-ns, DNS Blast.

Much wider variety of DNS

database-management tools, plus

hundreds of homegrown tools

written by DNS registrars etc.

45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.



45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.



45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.



45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.



45

DNSSEC changes everything

DNSSEC demands new code in

every DNS-management tool.

Whenever a tool adds or changes

a DNS record, also has to

precompute and store a DNSSEC

signature for the new record.

Often considerable effort

for the tool programmers.

Example: Signing 6GB database

can produce 40GB database.

Tool reading database into RAM

probably has to be reengineered.

46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.



46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.



46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.



46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.



46

Nijmegen administrator also has

to send public key to .nl.

The .nl server

and database software

and web interface

need to be updated

to accept these public keys

and to sign everything.

DNS cache needs new software

to fetch keys, fetch signatures,

and verify signatures.

Tons of pain for implementors.

47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.



47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.



47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.



47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.



47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.



47

Original DNSSEC protocols

would have required .org

to sign its whole database:

millions of records.

Conceptually simple but

much too slow, much too big.

So the DNSSEC protocol

added complicated options

allowing .org to sign

a small number of records,

and to sign “might have data

but has not signed any of it”

covering the other records.

48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.



48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.



48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.



48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.



48

What about dynamic DNS data?

e.g. Most big sites

return random IP addresses

to spread load across servers.

Often they automatically

adjust list of addresses

in light of dead servers,

client location, etc.

DNSSEC purists say “Answers

should always be static”.

49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.



49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.



49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.



49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.



49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.



49

Even in “static” DNS,

each response packet is

dynamically assembled

from several answers:

MX answer, NS answer, etc.

DNSSEC precomputes

a signature for each answer,

not for each packet.

⇒ One DNSSEC packet

includes several signatures.

Massive bloat on the wire.

That’s why DNSSEC allows

so much amplification.

50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?



50

What about old DNS data?

Are the signatures still valid?

Can an attacker replay

obsolete signed data?

e.g. You move IP addresses.

Attacker grabs old address,

replays old signature.

If clocks are synchronized

then signatures can

include expiration times.

But frequent re-signing

is an administrative disaster.

51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.



51

A few DNSSEC suicide examples:

2010.09.02: .us killed itself.

2012.02.28, ISC’s Evan Hunt:

“dnssec-accept-expired yes”

2012.10.28: .nl killed itself.

2015.01.25: opendnssec.org

killed itself.

2015.12.11: af.mil killed itself.

2016.10.24: dnssec-tools.org

killed itself.

Many more: see ianix.com

/pub/dnssec-outages.html.

52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.



52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.



52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.



52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.



52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.



52

What about nonexistent data?

Does Nijmegen administrator

precompute signatures on

“aaaaa.ru.nl does not exist”,

“aaaab.ru.nl does not exist”,

etc.?

Crazy! Obvious approach:

“We sign each record that exists,

and don’t sign anything else.”

User asks for nonexistent name.

Receives unsigned answer

saying the name doesn’t exist.

Has no choice but to trust it.

53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.



53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.



53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)



53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.



53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.



53

User asks for www.google.com.

Receives unsigned answer,

a packet forged by attacker,

saying the name doesn’t exist.

Has no choice but to trust it.

Clearly a violation of availability.

Sometimes a violation of integrity.

This is not a good approach.

Alternative: DNSSEC’s “NSEC”.

e.g. nonex.clegg.com query

returns “There are no names

between nick.clegg.com and

start.clegg.com” + signature.

54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.



54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.



54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.



54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.



54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”



54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”



54

Try foo.clegg.com etc.

After several queries have

complete clegg.com list:

_jabber._tcp, _xmpp-

server._tcp, alan, alvis,

andrew, brian, calendar, dlv,

googleffffffffe91126e7,

home, imogene, jennifer,

localhost, mail, wiki, www.

The clegg.com administrator

disabled DNS “zone transfers”

— but then leaked the same data

by installing DNSSEC.

(This was a real example.)

56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”



56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”



56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”



56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).



56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).



56

Summary: Attacker learns

all n names in an NSEC zone

(with signatures guaranteeing

that there are no more)

using n DNS queries.

This is not a good approach.

DNSSEC purists disagree:

“It is part of the design

philosophy of the DNS

that the data in it is public.”

But this notion is so extreme

that it became a

public-relations problem.

57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).



57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).



57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”



57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.



57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.



57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.



57

New DNSSEC approach:

1. “NSEC3” technology:

Use a “one-way hash function”

such as (iterated salted) SHA-1.

Reveal hashes of names

instead of revealing names.

“There are no names with

hashes between : : : and : : : ”

2. Marketing:

Pretend that NSEC3 is

less damaging than NSEC.

ISC: “NSEC3 does not allow

enumeration of the zone.”

58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.



58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.



58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.



58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.



58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?



58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?



58

Reality: Attacker grabs the hashes

by abusing DNSSEC’s NSEC3;

computes the same hash function

for many different name guesses;

quickly discovers almost all names

(and knows # missing names).

DNSSEC purists: “You could

have sent all the same guesses

as queries to the server.”

4Mbps flood of queries is under

500 million noisy guesses/day.

NSEC3 allows typical attackers

1000000 million to 1000000000

million silent guesses/day.

59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?



59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?



59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :



59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.



59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?



59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?



59

This is crazy!

Imagine an “HTTPSEC”

that works like DNSSEC.

Store a signature next to

every web page.

Recompute and store signature

for every minor wiki edit,

and again every 30 days.

Any failure: HTTPSEC suicide.

Dynamic content? Give up.

Replay attacks work for 30 days.

Filename guessing is much faster.

Nothing is encrypted.

Denial of service is trivial.

60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?



60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?



60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.



60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!



60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.



60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.



60

Does DNS security matter?

There are some IP addresses

signed with DNSSEC, and some

caches checking signatures.

Never mind all the problems.

Do these signatures

accomplish anything?

Occasionally these caches

are on client machines,

so attacker can’t simply

forge packets from cache : : :

so attacker intercepts and forges

all the subsequent packets:

web pages, email, etc.

61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.



61

Administrator can use HTTPS

to protect web pages

: : : but then what attack

is stopped by DNSSEC?

DNSSEC purists criticize HTTPS:

“You can’t trust your servers.”

DNSSEC signers are offline

(preferably in guarded rooms).

DNSSEC precomputes signatures.

DNSSEC doesn’t trust servers.

But DNSSEC is not signing

any of the user’s data!

62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.



62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.



62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.



62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.



62

PGP signs the user’s data.

PGP-signed web pages and email

are protected against

misbehaving servers,

and against network attackers.

With PGP, what attack

is stopped by DNSSEC?

With HTTPS but not PGP, what

attack is stopped by DNSSEC?

With neither HTTPS nor PGP,

what attack is stopped by

DNSSEC?

63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.



63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.



63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.



63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.



63

Getting out of the mess

State-of-the-art ECC

is fast enough to

authenticate and encrypt

every packet.

Deployed: DNSCurve protects

DNS packets, server→cache.

Deployed: DNSCrypt protects

DNS packets, cache→client.

Work in progress: HTTPCurve

protects HTTP packets.

64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.

No problems with

nonexistent data,

database leaks, etc.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.

No problems with

nonexistent data,

database leaks, etc.

Packets are small.

Smaller amplification

than existing protocols.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.

No problems with

nonexistent data,

database leaks, etc.

Packets are small.

Smaller amplification

than existing protocols.

66

DNSCurve and DNSCrypt

and HTTPCurve and SMTPCurve

add real security even to

PGP-signed web pages, email.

Improved confidentiality:

e.g., is the user accessing

firstaid.webmd.com or

diabetes.webmd.com?

Improved integrity:

e.g., freshness.

Improved availability:

attacker forging a packet

doesn’t break connections.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.

No problems with

nonexistent data,

database leaks, etc.

Packets are small.

Smaller amplification

than existing protocols.

66

DNSCurve and DNSCrypt

and HTTPCurve and SMTPCurve

add real security even to

PGP-signed web pages, email.

Improved confidentiality:

e.g., is the user accessing

firstaid.webmd.com or

diabetes.webmd.com?

Improved integrity:

e.g., freshness.

Improved availability:

attacker forging a packet

doesn’t break connections.



64

Crypto is at edge of network,

handled by simple proxy.

Administrator puts public key

into name of server.

Need new DNS cache software

but no need to change

server software,

database-management software,

web interfaces, etc.

Easy to implement,

easy to deploy.

65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.

No problems with

nonexistent data,

database leaks, etc.

Packets are small.

Smaller amplification

than existing protocols.

66

DNSCurve and DNSCrypt

and HTTPCurve and SMTPCurve

add real security even to

PGP-signed web pages, email.

Improved confidentiality:

e.g., is the user accessing

firstaid.webmd.com or

diabetes.webmd.com?

Improved integrity:

e.g., freshness.

Improved availability:

attacker forging a packet

doesn’t break connections.



65

No precomputation.

No problems with

dynamic data.

No problems with

old data: all results

are guaranteed to be fresh.

No problems with

nonexistent data,

database leaks, etc.

Packets are small.

Smaller amplification

than existing protocols.

66

DNSCurve and DNSCrypt

and HTTPCurve and SMTPCurve

add real security even to

PGP-signed web pages, email.

Improved confidentiality:

e.g., is the user accessing

firstaid.webmd.com or

diabetes.webmd.com?

Improved integrity:

e.g., freshness.

Improved availability:

attacker forging a packet

doesn’t break connections.


