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would be somewhat slower.

12

L crypto library has
lines of code, and there
y other crypto libraries.

his is in the TCB.
evastating security bugs.
crypto so big?

mportant answer:
uit of performance.

ssue elsewhere in TCB,
t blatant for crypto.
t of this talk
us on crypto.)

13

e.g. Variable-length-big-integer
arithmetic library inside OpenSSL
consumes 50000 lines of code.
Includes 38 asm implementations
optimized for various CPUs.
e.g. ECDSA signature verification:
(H(M)=S)B + (x(R)=S)A = R,
with S checked to be nonzero.
OpenSSL has complicated code
for fast computation of 1=S.
Checking H(M)B + x(R)A = SR
would be somewhat slower.

e.g. NIST
2256 − 2

ECDSA
reduction
an intege

Write A
(A15 ; A14
A8 ; A7 ;
meaning

Define
T ; S1 ; S2
as

ibrary has
de, and there
ypto libraries.

e TCB.
security bugs.

o big?

nswer:
formance.

here in TCB,
for crypto.
alk
to.)

12

13

e.g. Variable-length-big-integer
arithmetic library inside OpenSSL
consumes 50000 lines of code.
Includes 38 asm implementations
optimized for various CPUs.
e.g. ECDSA signature verification:
(H(M)=S)B + (x(R)=S)A = R,
with S checked to be nonzero.
OpenSSL has complicated code
for fast computation of 1=S.
Checking H(M)B + x(R)A = SR
would be somewhat slower.

e.g. NIST P-256 p
2256 − 2224 + 2192

ECDSA standard s
reduction procedur
an integer “A less

Write A as
(A15 ; A14 ; A13 ; A12
A8 ; A7 ; A6 ; A5 ; A4
P
32
meaning i Ai 2

Define
T ; S1 ; S2 ; S3 ; S4 ; D
as

here
ies.

bugs.

CB,
.

12

13

e.g. Variable-length-big-integer
arithmetic library inside OpenSSL
consumes 50000 lines of code.
Includes 38 asm implementations
optimized for various CPUs.
e.g. ECDSA signature verification:
(H(M)=S)B + (x(R)=S)A = R,
with S checked to be nonzero.
OpenSSL has complicated code
for fast computation of 1=S.
Checking H(M)B + x(R)A = SR
would be somewhat slower.

e.g. NIST P-256 prime p is
2256 − 2224 + 2192 + 296 − 1

ECDSA standard specifies
reduction procedure given
2
an integer “A less than p ”:

Write A as
(A15 ; A14 ; A13 ; A12 ; A11 ; A10 ;
A8 ; A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A
P
32i
meaning i Ai 2 .

Define
T ; S1 ; S2 ; S3 ; S4 ; D1 ; D2 ; D3 ;
as

13

e.g. Variable-length-big-integer
arithmetic library inside OpenSSL
consumes 50000 lines of code.
Includes 38 asm implementations
optimized for various CPUs.
e.g. ECDSA signature verification:
(H(M)=S)B + (x(R)=S)A = R,
with S checked to be nonzero.
OpenSSL has complicated code
for fast computation of 1=S.
Checking H(M)B + x(R)A = SR
would be somewhat slower.

14

e.g. NIST P-256 prime p is
2256 − 2224 + 2192 + 296 − 1.
ECDSA standard specifies
reduction procedure given
2
an integer “A less than p ”:
Write A as
(A15 ; A14 ; A13 ; A12 ; A11 ; A10 ; A9 ;
A8 ; A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 ),
P
32i
meaning i Ai 2 .
Define
T ; S1 ; S2 ; S3 ; S4 ; D1 ; D2 ; D3 ; D4
as

iable-length-big-integer
tic library inside OpenSSL
es 50000 lines of code.
38 asm implementations
ed for various CPUs.

DSA signature verification:
S)B + (x(R)=S)A = R,
checked to be nonzero.

L has complicated code
computation of 1=S.

g H(M)B + x(R)A = SR
e somewhat slower.

13

14

e.g. NIST P-256 prime p is
2256 − 2224 + 2192 + 296 − 1.
ECDSA standard specifies
reduction procedure given
2
an integer “A less than p ”:
Write A as
(A15 ; A14 ; A13 ; A12 ; A11 ; A10 ; A9 ;
A8 ; A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 ),
P
32i
meaning i Ai 2 .
Define
T ; S1 ; S2 ; S3 ; S4 ; D1 ; D2 ; D3 ; D4
as

(A7 ; A6 ;
(A15 ; A14
(0; A15 ; A
(A15 ; A14
(A8 ; A13
(A10 ; A8
(A11 ; A9
(A12 ; 0; A
(A13 ; 0; A

Compute
S4 − D1

Reduce m
subtracti

th-big-integer
inside OpenSSL
ines of code.
mplementations
ous CPUs.

ture verification:
(R)=S)A = R,
o be nonzero.

mplicated code
on of 1=S.

+ x(R)A = SR
at slower.

13

14

e.g. NIST P-256 prime p is
2256 − 2224 + 2192 + 296 − 1.
ECDSA standard specifies
reduction procedure given
2
an integer “A less than p ”:
Write A as
(A15 ; A14 ; A13 ; A12 ; A11 ; A10 ; A9 ;
A8 ; A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 ),
P
32i
meaning i Ai 2 .
Define
T ; S1 ; S2 ; S3 ; S4 ; D1 ; D2 ; D3 ; D4
as

(A7 ; A6 ; A5 ; A4 ; A3
(A15 ; A14 ; A13 ; A12
(0; A15 ; A14 ; A13 ; A
(A15 ; A14 ; 0; 0; 0; A
(A8 ; A13 ; A15 ; A14 ;
(A10 ; A8 ; 0; 0; 0; A1
(A11 ; A9 ; 0; 0; A15 ;
(A12 ; 0; A10 ; A9 ; A8
(A13 ; 0; A11 ; A10 ; A

Compute T + 2S1
S4 − D1 − D2 − D

Reduce modulo p
subtracting a few c

ger
enSSL
de.
ations

cation:
= R,
ro.

ode
.

= SR

13

14

e.g. NIST P-256 prime p is
2256 − 2224 + 2192 + 296 − 1.
ECDSA standard specifies
reduction procedure given
2
an integer “A less than p ”:
Write A as
(A15 ; A14 ; A13 ; A12 ; A11 ; A10 ; A9 ;
A8 ; A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 ),
P
32i
meaning i Ai 2 .
Define
T ; S1 ; S2 ; S3 ; S4 ; D1 ; D2 ; D3 ; D4
as

(A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A
(A15 ; A14 ; A13 ; A12 ; A11 ; 0; 0;
(0; A15 ; A14 ; A13 ; A12 ; 0; 0; 0)
(A15 ; A14 ; 0; 0; 0; A10 ; A9 ; A8
(A8 ; A13 ; A15 ; A14 ; A13 ; A11 ;
(A10 ; A8 ; 0; 0; 0; A13 ; A12 ; A1
(A11 ; A9 ; 0; 0; A15 ; A14 ; A13 ; A
(A12 ; 0; A10 ; A9 ; A8 ; A15 ; A14
(A13 ; 0; A11 ; A10 ; A9 ; 0; A15 ; A
Compute T + 2S1 + 2S2 +
S4 − D1 − D2 − D3 − D4 .

Reduce modulo p “by adding
subtracting a few copies” of

14

e.g. NIST P-256 prime p is
2256 − 2224 + 2192 + 296 − 1.
ECDSA standard specifies
reduction procedure given
2
an integer “A less than p ”:
Write A as
(A15 ; A14 ; A13 ; A12 ; A11 ; A10 ; A9 ;
A8 ; A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 ),
P
32i
meaning i Ai 2 .
Define
T ; S1 ; S2 ; S3 ; S4 ; D1 ; D2 ; D3 ; D4
as

15

(A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 );
(A15 ; A14 ; A13 ; A12 ; A11 ; 0; 0; 0);
(0; A15 ; A14 ; A13 ; A12 ; 0; 0; 0);
(A15 ; A14 ; 0; 0; 0; A10 ; A9 ; A8 );
(A8 ; A13 ; A15 ; A14 ; A13 ; A11 ; A10 ; A9 );
(A10 ; A8 ; 0; 0; 0; A13 ; A12 ; A11 );
(A11 ; A9 ; 0; 0; A15 ; A14 ; A13 ; A12 );
(A12 ; 0; A10 ; A9 ; A8 ; A15 ; A14 ; A13 );
(A13 ; 0; A11 ; A10 ; A9 ; 0; A15 ; A14 ).
Compute T + 2S1 + 2S2 + S3 +
S4 − D1 − D2 − D3 − D4 .
Reduce modulo p “by adding or
subtracting a few copies” of p.

T P-256 prime p is
2224 + 2192 + 296 − 1.

standard specifies
n procedure given
2
er “A less than p ”:

as
4 ; A13 ; A12 ; A11 ; A10 ; A9 ;
; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 ),
P
32i
g i Ai 2 .

2 ; S3 ; S4 ; D1 ; D2 ; D3 ; D4

14

15

(A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 );
(A15 ; A14 ; A13 ; A12 ; A11 ; 0; 0; 0);
(0; A15 ; A14 ; A13 ; A12 ; 0; 0; 0);
(A15 ; A14 ; 0; 0; 0; A10 ; A9 ; A8 );
(A8 ; A13 ; A15 ; A14 ; A13 ; A11 ; A10 ; A9 );
(A10 ; A8 ; 0; 0; 0; A13 ; A12 ; A11 );
(A11 ; A9 ; 0; 0; A15 ; A14 ; A13 ; A12 );
(A12 ; 0; A10 ; A9 ; A8 ; A15 ; A14 ; A13 );
(A13 ; 0; A11 ; A10 ; A9 ; 0; A15 ; A14 ).
Compute T + 2S1 + 2S2 + S3 +
S4 − D1 − D2 − D3 − D4 .
Reduce modulo p “by adding or
subtracting a few copies” of p.

Next-gen

One of m
removing
security,

In partic
simple h
setting n

e.g. 2006
is twice
and muc

>100000
today: iO
Tor, QU

prime p is
2 + 296 − 1.

specifies
re given
2
than p ”:

2 ; A11 ; A10 ; A9 ;

4 ; A3 ; A2 ; A1 ; A0 ),
2i .

D1 ; D2 ; D3 ; D4

14

15

(A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 );
(A15 ; A14 ; A13 ; A12 ; A11 ; 0; 0; 0);
(0; A15 ; A14 ; A13 ; A12 ; 0; 0; 0);
(A15 ; A14 ; 0; 0; 0; A10 ; A9 ; A8 );
(A8 ; A13 ; A15 ; A14 ; A13 ; A11 ; A10 ; A9 );
(A10 ; A8 ; 0; 0; 0; A13 ; A12 ; A11 );
(A11 ; A9 ; 0; 0; A15 ; A14 ; A13 ; A12 );
(A12 ; 0; A10 ; A9 ; A8 ; A15 ; A14 ; A13 );
(A13 ; 0; A11 ; A10 ; A9 ; 0; A15 ; A14 ).
Compute T + 2S1 + 2S2 + S3 +
S4 − D1 − D2 − D3 − D4 .
Reduce modulo p “by adding or
subtracting a few copies” of p.

Next-generation cr

One of my favorite
removing tensions
security, simplicity,

In particular, desig
simple high-securit
setting new speed

e.g. 2006 Bernstein
is twice as fast as
and much simpler

>1000000000 Cur
today: iOS, Signal
Tor, QUIC, Whats

1.

:

; A9 ;
A1 ; A0 ),

; D4

14

15

(A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 );
(A15 ; A14 ; A13 ; A12 ; A11 ; 0; 0; 0);
(0; A15 ; A14 ; A13 ; A12 ; 0; 0; 0);
(A15 ; A14 ; 0; 0; 0; A10 ; A9 ; A8 );
(A8 ; A13 ; A15 ; A14 ; A13 ; A11 ; A10 ; A9 );
(A10 ; A8 ; 0; 0; 0; A13 ; A12 ; A11 );
(A11 ; A9 ; 0; 0; A15 ; A14 ; A13 ; A12 );
(A12 ; 0; A10 ; A9 ; A8 ; A15 ; A14 ; A13 );
(A13 ; 0; A11 ; A10 ; A9 ; 0; A15 ; A14 ).
Compute T + 2S1 + 2S2 + S3 +
S4 − D1 − D2 − D3 − D4 .
Reduce modulo p “by adding or
subtracting a few copies” of p.

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.

e.g. 2006 Bernstein “Curve2
is twice as fast as standard E
and much simpler to implem

>1000000000 Curve25519 u
today: iOS, Signal, OpenSS
Tor, QUIC, WhatsApp, more

15

(A7 ; A6 ; A5 ; A4 ; A3 ; A2 ; A1 ; A0 );
(A15 ; A14 ; A13 ; A12 ; A11 ; 0; 0; 0);
(0; A15 ; A14 ; A13 ; A12 ; 0; 0; 0);
(A15 ; A14 ; 0; 0; 0; A10 ; A9 ; A8 );
(A8 ; A13 ; A15 ; A14 ; A13 ; A11 ; A10 ; A9 );
(A10 ; A8 ; 0; 0; 0; A13 ; A12 ; A11 );
(A11 ; A9 ; 0; 0; A15 ; A14 ; A13 ; A12 );
(A12 ; 0; A10 ; A9 ; A8 ; A15 ; A14 ; A13 );
(A13 ; 0; A11 ; A10 ; A9 ; 0; A15 ; A14 ).
Compute T + 2S1 + 2S2 + S3 +
S4 − D1 − D2 − D3 − D4 .
Reduce modulo p “by adding or
subtracting a few copies” of p.

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

15

A5 ; A4 ; A3 ; A2 ; A1 ; A0 );
4 ; A13 ; A12 ; A11 ; 0; 0; 0);
A14 ; A13 ; A12 ; 0; 0; 0);
4 ; 0; 0; 0; A10 ; A9 ; A8 );
; A15 ; A14 ; A13 ; A11 ; A10 ; A9 );
; 0; 0; 0; A13 ; A12 ; A11 );
; 0; 0; A15 ; A14 ; A13 ; A12 );
A10 ; A9 ; A8 ; A15 ; A14 ; A13 );
A11 ; A10 ; A9 ; 0; A15 ; A14 ).

e T + 2S1 + 2S2 + S3 +
1 − D2 − D3 − D4 .

modulo p “by adding or
ing a few copies” of p.

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

NaCl: fa
high-secu
work wit
nacl.cr

15

3 ; A2 ; A1 ; A0 );

2 ; A11 ; 0; 0; 0);

A12 ; 0; 0; 0);
A10 ; A9 ; A8 );
; A13 ; A11 ; A10 ; A9 );
13 ; A12 ; A11 );
; A14 ; A13 ; A12 );
8 ; A15 ; A14 ; A13 );
A9 ; 0; A15 ; A14 ).

+ 2S2 + S3 +
D3 − D4 .

1

“by adding or
copies” of p.

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

NaCl: fast easy-to
high-security crypt
work with Lange a
nacl.cr.yp.to

15

A0 );
; 0);
);
8 );
A10 ; A9 );
11 );
A12 );
4 ; A13 );
A14 ).
S3 +

g or
f p.

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

NaCl: fast easy-to-use
high-security crypto library.
work with Lange and Schwa
nacl.cr.yp.to

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to
TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl

16

Next-generation crypto
One of my favorite topics:
removing tensions between
security, simplicity, speed.
In particular, designing
simple high-security crypto
setting new speed records.
e.g. 2006 Bernstein “Curve25519”
is twice as fast as standard ECC
and much simpler to implement.
>1000000000 Curve25519 users
today: iOS, Signal, OpenSSH,
Tor, QUIC, WhatsApp, more.

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to
TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl
Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

neration crypto

my favorite topics:
g tensions between
simplicity, speed.

cular, designing
high-security crypto
new speed records.

6 Bernstein “Curve25519”
as fast as standard ECC
ch simpler to implement.

00000 Curve25519 users
OS, Signal, OpenSSH,
UIC, WhatsApp, more.

16

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to
TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl
Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

Biggest
between
such as a
and (e.g

rypto

e topics:
between
y, speed.

gning
ty crypto
records.

n “Curve25519”
standard ECC
to implement.

rve25519 users
l, OpenSSH,
sApp, more.

16

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to
TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl
Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

Biggest challenge:
between big-intege
such as a; b 7→ ab
and (e.g.) 32-bit o

25519”
ECC
ment.

users
SH,
e.

16

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to
TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl
Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

Biggest challenge: the gap
between big-integer operatio
such as a; b 7→ ab mod 2255
and (e.g.) 32-bit operations.

17

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to
TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl
Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

18

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.

17

18

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.

TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl

Some big-integer software
has been formally verified.
Could NaCl switch to this?

Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

17

18

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.

TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl

Some big-integer software
has been formally verified.
Could NaCl switch to this?

Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.

17

18

NaCl: fast easy-to-use
high-security crypto library. Joint
work with Lange and Schwabe.
nacl.cr.yp.to

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.

TweetNaCl: self-contained
100-tweet C library providing
the same easy-to-use
high-security functions. Joint
work with van Gastel, Janssen,
Lange, Schwabe, Smetsers.
twitter.com/tweetnacl

Some big-integer software
has been formally verified.
Could NaCl switch to this?

Can we guarantee zero bugs in
TweetNaCl? And in NaCl?

1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

17

18

ast easy-to-use
urity crypto library. Joint
th Lange and Schwabe.
r.yp.to

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.

aCl: self-contained
et C library providing
e easy-to-use
urity functions. Joint
th van Gastel, Janssen,
Schwabe, Smetsers.
r.com/tweetnacl

Some big-integer software
has been formally verified.
Could NaCl switch to this?

guarantee zero bugs in
NaCl? And in NaCl?

1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

ACM CC
Schwabe
“Verifyin
compute
correctne
in two h
Curve255

17

18

o-use
to library. Joint
and Schwabe.

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.

contained
y providing
use
tions. Joint
stel, Janssen,
Smetsers.
eetnacl

Some big-integer software
has been formally verified.
Could NaCl switch to this?

ee zero bugs in
d in NaCl?

1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

ACM CCS 2014 C
Schwabe–Tsai–Wa
“Verifying Curve25
computer-aided pr
correctness of main
in two high-speed
Curve25519 implem

Joint
abe.

g

nt
en,

ugs in
l?

17

18

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.
Some big-integer software
has been formally verified.
Could NaCl switch to this?
1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

ACM CCS 2014 Chen–Hsu–L
Schwabe–Tsai–Wang–Yang–
“Verifying Curve25519 softw
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations

18

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.
Some big-integer software
has been formally verified.
Could NaCl switch to this?
1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.

18

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.
Some big-integer software
has been formally verified.
Could NaCl switch to this?
1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.
Proof required extensive human
effort for each implementation:
many detailed annotations, plus
higher-level composition work.

18

Biggest challenge: the gap
between big-integer operations
such as a; b 7→ ab mod 2255 − 19
and (e.g.) 32-bit operations.
Some big-integer software
has been formally verified.
Could NaCl switch to this?
1. Not state-of-the-art speed.
Okay for TweetNaCl; not NaCl.
2. Input-dependent timing.
Timing can leak secret keys.
Not okay even for TweetNaCl.

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.
Proof required extensive human
effort for each implementation:
many detailed annotations, plus
higher-level composition work.
Each proof also required
many hours of computer time.

challenge: the gap
big-integer operations
a; b 7→ ab mod 2255 − 19
g.) 32-bit operations.

g-integer software
n formally verified.
NaCl switch to this?

state-of-the-art speed.
r TweetNaCl; not NaCl.

t-dependent timing.
can leak secret keys.
y even for TweetNaCl.

18

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.
Proof required extensive human
effort for each implementation:
many detailed annotations, plus
higher-level composition work.
Each proof also required
many hours of computer time.

Joint wo
new veri
focusing
gfverif

Automat
graph fro

Automat
convert o
New pee

Ask hum
annotati
computa

the gap
er operations
mod 2255 − 19
operations.

software
verified.
h to this?

e-art speed.
aCl; not NaCl.

nt timing.
ecret keys.
TweetNaCl.

18

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.
Proof required extensive human
effort for each implementation:
many detailed annotations, plus
higher-level composition work.
Each proof also required
many hours of computer time.

Joint work with Sc
new verifier gfver
focusing on arithm
gfverif.cryptoj

Automatically buil
graph from origina

Automatically ana
convert ops into p
New peephole rang

Ask human for occ
annotations expres
computations on in

ons
− 19
.

d.
aCl.

.
Cl.

18

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.
Proof required extensive human
effort for each implementation:
many detailed annotations, plus
higher-level composition work.
Each proof also required
many hours of computer time.

Joint work with Schwabe:
new verifier gfverif
focusing on arithmetic mod
gfverif.cryptojedi.org

Automatically build computa
graph from original code.

Automatically analyze range
convert ops into polynomials
New peephole range optimiz

Ask human for occasional
annotations expressing highcomputations on integers mo

19

ACM CCS 2014 Chen–Hsu–Lin–
Schwabe–Tsai–Wang–Yang–Yang
“Verifying Curve25519 software”:
computer-aided proof of
correctness of main loops
in two high-speed asm
Curve25519 implementations.
Proof required extensive human
effort for each implementation:
many detailed annotations, plus
higher-level composition work.
Each proof also required
many hours of computer time.

20

Joint work with Schwabe:
new verifier gfverif
focusing on arithmetic mod p.
gfverif.cryptojedi.org
Automatically build computation
graph from original code.
Automatically analyze ranges,
convert ops into polynomials.
New peephole range optimizer.
Ask human for occasional
annotations expressing high-level
computations on integers mod p.

CS 2014 Chen–Hsu–Lin–
e–Tsai–Wang–Yang–Yang
ng Curve25519 software”:
er-aided proof of
ess of main loops
high-speed asm
519 implementations.

equired extensive human
r each implementation:
etailed annotations, plus
evel composition work.

oof also required
ours of computer time.

19

20

Joint work with Schwabe:
new verifier gfverif
focusing on arithmetic mod p.
gfverif.cryptojedi.org
Automatically build computation
graph from original code.
Automatically analyze ranges,
convert ops into polynomials.
New peephole range optimizer.
Ask human for occasional
annotations expressing high-level
computations on integers mod p.

Have ver
computa
for anoth

Only 1 m

Under 30
annotati

Usable b

Continui
annotati
be able t
annotati

Chen–Hsu–Lin–
ang–Yang–Yang
5519 software”:
roof of
n loops
asm
mentations.

tensive human
plementation:
notations, plus
osition work.

equired
mputer time.

19

20

Joint work with Schwabe:
new verifier gfverif
focusing on arithmetic mod p.
gfverif.cryptojedi.org
Automatically build computation
graph from original code.
Automatically analyze ranges,
convert ops into polynomials.
New peephole range optimizer.
Ask human for occasional
annotations expressing high-level
computations on integers mod p.

Have verified entir
computation, not j
for another implem

Only 1 minute of c

Under 300 lines of
annotations per im

Usable by crypto

Continuing to imp
annotation languag
be able to reduce b
annotations per im

Lin–
–Yang
ware”:

s.

man
on:
plus
rk.

me.

19

20

Joint work with Schwabe:
new verifier gfverif
focusing on arithmetic mod p.
gfverif.cryptojedi.org
Automatically build computation
graph from original code.
Automatically analyze ranges,
convert ops into polynomials.
New peephole range optimizer.
Ask human for occasional
annotations expressing high-level
computations on integers mod p.

Have verified entire Curve25
computation, not just main
for another implementation.

Only 1 minute of computer t

Under 300 lines of easy
annotations per implementat

Usable by crypto develope

Continuing to improve gfve
annotation language. Should
be able to reduce below 100
annotations per implementat

20

Joint work with Schwabe:
new verifier gfverif
focusing on arithmetic mod p.
gfverif.cryptojedi.org
Automatically build computation
graph from original code.
Automatically analyze ranges,
convert ops into polynomials.
New peephole range optimizer.
Ask human for occasional
annotations expressing high-level
computations on integers mod p.

21

Have verified entire Curve25519
computation, not just main loop,
for another implementation.
Only 1 minute of computer time.
Under 300 lines of easy
annotations per implementation.
Usable by crypto developers.
Continuing to improve gfverif
annotation language. Should
be able to reduce below 100
annotations per implementation.

