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1991 “provably secure” example,
Chaum–van Heijst–Pfitzmann:
Choose p sensibly.
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y
Define C(x; y ) = 4 9 mod p
for suitable ranges of x and y .
Simple, beautiful, structured.
Very easy security reduction:
finding C collision implies
computing a discrete logarithm.
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2014 Eisenträger–Hallgren–
Kitaev–Song: different algorithm
that takes quantum poly time.

21

ameter:
= Z[x]=Φ2k .
q and c ∈ Z=q.

element g ∈ R
(x − c)R;
or
(x − c)R.

known how to
tor of an ideal?
ohen textbook
putational
theory”.

22

Smart–Vercauteren dismiss this
as taking exponential time.

Smart–Vercauteren
this generator as n

It actually takes subexponential
time. Same basic idea as NFS.

Have ideal I of R.
Want short g with
0
0
Have g with g R
Know g 0 = ug for
But how do we fin

Campbell–Groves–Shepherd
claim quantum poly time.
Claim disputed by Biasse,
not defended by CGS.
2016 Biasse–Song, building on
2014 Eisenträger–Hallgren–
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