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Diginotar CA compromise.
BEAST CBC attack.
Trustwave HTTPS interception.
CRIME compression attack.
Lucky 13 padding/timing attack.
RC4 keystream bias.
TLS truncation.
gotofail signature-verification bug.
Triple Handshake.
Heartbleed buffer overread.
POODLE padding-oracle attack.
Winshock buffer overflow.
FREAK factorization attack.
Logjam discrete-log attack.
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Vuagnoux.

2015 Mantin “Bar
2015 Garman–Pate
van der Merw
“RC4 must d
2015 Vanhoef–Pie
“RC4 no mor

8w
ad
S
o
or
RC4-

mately
ns

AST.”

RC4 cryptanalysis continues:

Maybe the final straws:

2013 Lv–Zhang–Lin,
2013 Lv–Lin,
2013 Sen Gupta–Maitra–Meier–
Paul–Sarkar,
2013 Sarkar–Sen Gupta–Paul–
Maitra,
2013 Isobe–Ohigashi–Watanabe–
Morii,
2013 AlFardan–Bernstein–
Paterson–Poettering–
Schuldt,
2014 Paterson–Strefler,
2015 Sepehrdad–Sušil–Vaudenay–
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