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LICENSE: You understand and hereby agree
that the audio, video, and text of this
presentation are provided “as is”, without
warranty of any kind, whether expressed
or implied, including, without limitation,
the implied warranties of merchantability,
fitness for a particular purpose or otherwise.
Since you are not a blithering idiot, you also
understand that Verizon Communications Inc.
and the entire Verizon family of companies
are not actually associated in any way with
the speaker, have not reviewed the contents of
this presentation, and are not responsible for
the contents of this presentation. Continuing
to read, listen to, or otherwise absorb this
information constitutes acceptance of this
license. Any court dispute regarding this
presentation shall be resolved in the state
of Illinois in the United States of America.
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Mendel–Schläffer “Malicious
hashing” (2014): “constants
in hash functions are normally
expected to be identifiable as
nothing-up-your-sleeve numbers”.

n some countries
lic is more demanding.

ol standard:
hoice of the seeds
hich the [NIST] curve
ers have been derived is
ivated leaving an essential
the security analysis
:
bly pseudo-random.
ainpool] curves shall be
ed in a pseudo-random
using seeds that are
ed in a systematic and
hensive way.”

Wikipedia: “In cryptography,
nothing up my sleeve numbers
are any numbers which, by their
construction, are above suspicion
of hidden properties.”
Microsoft “NUMS” curves (2014):
“generated deterministically
from the security level”.
Albertini–Aumasson–Eichlseder–
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Mendel–Schläffer “Malicious
hashing” (2014): “constants
in hash functions are normally
expected to be identifiable as
nothing-up-your-sleeve numbers”.

New: We generated a BADA55
curve “BADA55-VPR-224”
with a Brainpool-like explanation.

Wikipedia: “In cryptography,
nothing up my sleeve numbers
are any numbers which, by their
construction, are above suspicion
of hidden properties.”
Microsoft “NUMS” curves (2014):
“generated deterministically
from the security level”.
Albertini–Aumasson–Eichlseder–
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