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10

How do we know that AES and

ChaCha20 are PRFs? We don’t.

We conjecture security

after enough failed attack efforts.

“All of these attacks fail and we

don’t have better attack ideas.”

Remaining slides today:

• Simple example of block cipher.

Seems to be a good cipher,

except block size is too small.

• Variants of this block cipher

that look similar but

can be quickly broken.

11

1994 Wheeler–Needham “TEA,

a tiny encryption algorithm”:

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).



10

How do we know that AES and

ChaCha20 are PRFs? We don’t.

We conjecture security

after enough failed attack efforts.

“All of these attacks fail and we

don’t have better attack ideas.”

Remaining slides today:

• Simple example of block cipher.

Seems to be a good cipher,

except block size is too small.

• Variants of this block cipher

that look similar but

can be quickly broken.

11

1994 Wheeler–Needham “TEA,

a tiny encryption algorithm”:

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).



11

1994 Wheeler–Needham “TEA,

a tiny encryption algorithm”:

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).



11

1994 Wheeler–Needham “TEA,

a tiny encryption algorithm”:

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.



11

1994 Wheeler–Needham “TEA,

a tiny encryption algorithm”:

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.



11

1994 Wheeler–Needham “TEA,

a tiny encryption algorithm”:

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.



12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.



12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).



12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.



12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



12

uint32: 32 bits (b0; b1; : : : ; b31)

representing the “unsigned”

integer b0 + 2b1 + · · ·+ 231b31.

+: addition mod 232.

c += d: same as c = c + d.

^: xor; ⊕; addition of

each bit separately mod 2.

Lower precedence than + in C,

so spacing is not misleading.

<<4: multiplication by 16, i.e.,

(0; 0; 0; 0; b0; b1; : : : ; b27).

>>5: division by 32, i.e.,

(b5; b6; : : : ; b31; 0; 0; 0; 0; 0).

13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}



13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}



13

Functionality

TEA is a 64-bit block cipher

with a 128-bit key.

Input: 128-bit key (namely

k[0],k[1],k[2],k[3]);

64-bit plaintext (b[0],b[1]).

Output: 64-bit ciphertext

(final b[0],b[1]).

Can efficiently encrypt:

(key; plaintext) 7→ ciphertext.

Can efficiently decrypt:

(key; ciphertext) 7→ plaintext.

14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}



14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}



14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);



14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);



14

Wait, how can we decrypt?

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);



15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);



15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



15

Answer: Each step is invertible.

void decrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 32 * 0x9e3779b9;

for (r = 0;r < 32;r += 1) {

y -= x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

x -= y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

c -= 0x9e3779b9;

}

b[0] = x; b[1] = y;

}

16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}



16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

18

XORTEA: a bad cipher

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x ^= y^c ^ (y<<4)^k[0]

^ (y>>5)^k[1];

y ^= x^c ^ (x<<4)^k[2]

^ (x>>5)^k[3];

}

b[0] = x; b[1] = y;

}



16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

18

XORTEA: a bad cipher

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x ^= y^c ^ (y<<4)^k[0]

^ (y>>5)^k[1];

y ^= x^c ^ (x<<4)^k[2]

^ (x>>5)^k[3];

}

b[0] = x; b[1] = y;

}



16

Generalization, Feistel network

(used in, e.g., “Lucifer” from

1973 Feistel–Coppersmith):

x += function1(y,k);

y += function2(x,k);

x += function3(y,k);

y += function4(x,k);

...

Decryption, inverting each step:

...

y -= function4(x,k);

x -= function3(y,k);

y -= function2(x,k);

x -= function1(y,k);

17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

18

XORTEA: a bad cipher

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x ^= y^c ^ (y<<4)^k[0]

^ (y>>5)^k[1];

y ^= x^c ^ (x<<4)^k[2]

^ (x>>5)^k[3];

}

b[0] = x; b[1] = y;

}



17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

18

XORTEA: a bad cipher

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x ^= y^c ^ (y<<4)^k[0]

^ (y>>5)^k[1];

y ^= x^c ^ (x<<4)^k[2]

^ (x>>5)^k[3];

}

b[0] = x; b[1] = y;

}



17

TEA again for comparison

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x += y+c ^ (y<<4)+k[0]

^ (y>>5)+k[1];

y += x+c ^ (x<<4)+k[2]

^ (x>>5)+k[3];

}

b[0] = x; b[1] = y;

}

18

XORTEA: a bad cipher

void encrypt(uint32 *b,uint32 *k)

{

uint32 x = b[0], y = b[1];

uint32 r, c = 0;

for (r = 0;r < 32;r += 1) {

c += 0x9e3779b9;

x ^= y^c ^ (y<<4)^k[0]

^ (y>>5)^k[1];

y ^= x^c ^ (x<<4)^k[2]

^ (x>>5)^k[3];

}

b[0] = x; b[1] = y;

}

19

“Hardware-friendlier” cipher, since

xor circuit is cheaper than add.
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1⊕ k0 ⊕ k32 ⊕ k64 ⊕ k96 ⊕ b32.
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trace probabilities of differences;
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non-randomness in probabilities.
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