Cryptographic
software engineering,
part 1

Daniel J. Bernstein

This is easy, right?

1. Take general principles
of software engineering.

2. Apply principles to crypto.

Let's try some examples . ..

1972 Parnas “On the criteria
to be used in decomposing
systems into modules”:

“We propose instead that
one begins with a list of
difficult design decisions or

design decisions which are

likely to change. Each module

Is then designed to hide such

a decision from the others.”

e.g. If number of cipher rounds
Is properly modularized as
#define ROUNDS 20

then 1t Is easy to change.
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How typical software checks
16-byte authenticator:
for (i = 0;1 < 16;++1i)
if (x[i] '= yl[i]) return O;

return 1;

Fix, eliminating information flow
from secrets to timings:
diff = 0O;
for (1 = 0;1 < 16;++1i)
diff |= x[i] =~ yl[i];
return 1 & ((diff-1) >> 8);
Notice that the language

makes the wrong thing simple
and the right thing complex.
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