
How to

manipulate curve standards:

a white paper for the black hat

Daniel J. Bernstein

Tung Chou

Chitchanok Chuengsatiansup

Andreas Hülsing

Eran Lambooij

Tanja Lange

Ruben Niederhagen

Christine van Vredendaal

bada55.cr.yp.to

Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP



How to

manipulate curve standards:

a white paper for the black hat

Daniel J. Bernstein

Tung Chou

Chitchanok Chuengsatiansup

Andreas Hülsing

Eran Lambooij

Tanja Lange

Ruben Niederhagen

Christine van Vredendaal

bada55.cr.yp.to

Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.



How to

manipulate curve standards:

a white paper for the black hat

Daniel J. Bernstein

Tung Chou

Chitchanok Chuengsatiansup

Andreas Hülsing

Eran Lambooij

Tanja Lange

Ruben Niederhagen

Christine van Vredendaal

bada55.cr.yp.to

Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP



How to

manipulate curve standards:

a white paper for the black hat

Daniel J. Bernstein

Tung Chou

Chitchanok Chuengsatiansup

Andreas Hülsing

Eran Lambooij

Tanja Lange

Ruben Niederhagen

Christine van Vredendaal

bada55.cr.yp.to

Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP



How to

manipulate curve standards:

a white paper for the black hat

Daniel J. Bernstein

Tung Chou

Chitchanok Chuengsatiansup

Andreas Hülsing

Eran Lambooij

Tanja Lange

Ruben Niederhagen

Christine van Vredendaal

bada55.cr.yp.to

Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP



Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP



Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?



Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .



Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .



Textbook key exchange

using standard point P

on a standard elliptic curve E:

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Security depends on choice of E.

Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?



Our partner Jerry’s
choice of E; P

�� ��

Alice’s
secret key a

��

��

Bob’s
secret key b

��

��

Alice’s
public key

aP

%%LL
LLL

LL

Bob’s
public key

bP

yyrrr
rrr

r

{Alice;Bob}’s
shared secret

abP

=
{Bob;Alice}’s
shared secret

baP

Can we exploit this picture?

Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?



Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?



Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.



Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.



Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).



Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).



Exploitability depends on

public criteria for accepting E; P .

Extensive ECC literature:

Pollard rho breaks small E,

Pohlig–Hellman breaks most E,

MOV/FR breaks some E,

SmartASS breaks some E, etc.

Assume that public will accept

any E not publicly broken.

Assume that we’ve figured out

how to break another curve E.

Jerry standardizes this curve.

Alice and Bob use it.

Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).



Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).



Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).



Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).

NIST defines curve E as

y2 = x3 − 3x + b where

b2c = −27; c is a hash of s;

hash is SHA-1 concatenation.



Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).

NIST defines curve E as

y2 = x3 − 3x + b where

b2c = −27; c is a hash of s;

hash is SHA-1 concatenation.



Is first assumption plausible?

Would the public really accept

any curve chosen by Jerry

that survives these criteria?

Example showing plausibility:

Chinese OSCCA SM2 (2010)

includes algorithms and a curve.

The curve looks random;

survives these criteria;

has no other justification.

More recent example:

French ANSSI FRP256V1 (2011).

Again no justification.

Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).

NIST defines curve E as

y2 = x3 − 3x + b where

b2c = −27; c is a hash of s;

hash is SHA-1 concatenation.



Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).

NIST defines curve E as

y2 = x3 − 3x + b where

b2c = −27; c is a hash of s;

hash is SHA-1 concatenation.



Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).

NIST defines curve E as

y2 = x3 − 3x + b where

b2c = −27; c is a hash of s;

hash is SHA-1 concatenation.

1999 Scott: “Consider now the

possibility that one in a million

of all curves have an exploitable

structure that ‘they’ know about,

but we don’t. Then ‘they’ simply

generate a million random seeds

until they find one that generates

one of ‘their’ curves. Then they

get us to use them.”



Maybe public is more demanding

outside China and France:

E must not be publicly broken,

and Jerry must provide a

“seed” s such that E = H(s).

Examples: ANSI X9.62 (1999)

“selecting an elliptic curve

verifiably at random”; Certicom

SEC 2 1.0 (2000) “verifiably

random parameters offer

some additional conservative

features”—“parameters cannot

be predetermined”; NIST FIPS

186-2 (2000); ANSI X9.63 (2001);

Certicom SEC 2 2.0 (2010).

NIST defines curve E as

y2 = x3 − 3x + b where

b2c = −27; c is a hash of s;

hash is SHA-1 concatenation.

1999 Scott: “Consider now the

possibility that one in a million

of all curves have an exploitable
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: : : Verifiably pseudo-random.

The [Brainpool] curves shall be

generated in a pseudo-random

manner using seeds that are

generated in a systematic and

comprehensive way.”
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We actually generated >1000000

curves for this prime, each having

a Brainpool-like explanation,

even without complicating

hashing, seed search, etc.; e.g.,

BADA55-VPR2-224 uses exp(1).
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See bada55.cr.yp.to for

much more: full paper; scripts;

detailed Brainpool analysis;

manipulating “minimal” primes
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