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Is breakable in a year by an attack
machine costing <10 dollars.



Batch NFS

D. J. Bernstein
University of lllinois at Chicago &
Technische Universiteit Eindhoven

Tanja Lange
Technische Universiteit Eindhoven

In this talk log L means

(1 + o(1))(log N)1/3(log log N)?/3.

[ is often written
“Lny(1/3)" or “LN(1/3)1+0(1)”.

Exponents of L in this talk
are limited to 107°Z.

Rigorously proven? Ha ha ha.

2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelzl-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?



Batch NFS

D. J. Bernstein
University of lllinois at Chicago &
Technische Universiteit Eindhoven

Tanja Lange
Technische Universiteit Eindhoven

In this talk log L means

(1 + o(1))(log N)1/3(log log N)?/3.

[ is often written
“Lny(1/3)" or “LN(1/3)1+0(1)”.

Exponents of L in this talk
are limited to 107°Z.

Rigorously proven? Ha ha ha.

2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelzl-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!



FS

rnstein
ty of lllinois at Chicago &
he Universiteit Eindhoven

inge
he Universiteit Eindhoven

alk log L means

N (log N)1/3(log log N)2/3.

n written

)" or “L(1/3) o)

ts of L in this talk
ed to 107 °Z.

ly proven? Ha ha ha.

2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelzl-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example
dnssec-

IS signed



is at Chicago &
siteit Eindhoven

siteit Eindhoven

N€ANS

'/3(Ioglog N)2/3.

/(1/3)1+o(1)n |

this talk
4

’ Ha ha ha.

2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelzl-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <107 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |P

dnssec—-deployme
is signed by an RS



g0 &
hoven

hoven

2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
s signed by an RSA-1024 ke



2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key



2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signed by an RSA-2048 key



2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of
dnssec—-deployment.org

is signed by an RSA-1024 key
signed by an RSA-2048 key

signed by org’'s RSA-1024 key




2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signed by an RSA-2048 key
signed by org’'s RSA-1024 key
signed by an RSA-2048 key




2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signec
signec
signec

signec

oy an RSA-2048 key
oy org's RSA-1024 key
oy an RSA-2048 key

oy a root RSA-1024 key



2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signec
signec
signec
signec

oy an RSA-2048 key
oy org's RSA-1024 key
oy an RSA-2048 key
oy a root RSA-1024 key

signec

oy an RSA-2048 key.



2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signec
signec
signec
signec

signec

Most “

oy an RSA-2048 key
oy org's RSA-1024 key
oy an RSA-2048 key
oy a root RSA-1024 key

oy an RSA-2048 key.
DNSSEC" signatures

follow a similar pattern.



2003 Shamir—Tromer, 2003
Lenstra—Tromer—Shamir—
Kortsmit—Dodson—Hughes—
Leyland, 2005 Geiselmann—
Shamir—Steinwandt—Tromer, 2005
Franke—Kleinjung—Paar—Pelz|-
Priplata—Stahlke, etc.: RSA-1024
Is breakable in a year by an attack
machine costing <10 dollars.

So the Internet switched to
RSA-2048, and we no longer care
about RSA-1024 security, right?

Wrong]!

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signec
signec
signec
signec

signec

Most “

oy an RSA-2048 key
oy org's RSA-1024 key
oy an RSA-2048 key
oy a root RSA-1024 key

oy an RSA-2048 key.
DNSSEC" signatures

follow a similar pattern.

Another example: SSL has used
many millions of RSA-1024 keys.
Imagine that an attacker has
recorded tons of SSL traffic.



amir—Tromer, 2003
-Tromer—Shamir—
'—Dodson—Hughes—

2005 Geiselmann—
Steinwandt—Tromer, 2005
Kleinjung—Paar—Pelzl-
-Stahlke, etc.: RSA-1024
\ble In a year by an attack
costing <10? dollars.

nternet switched to

18, and we no longer care
SA-1024 security, right?

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signec
signec
signec
signec

signec

Most “

oy an RSA-2048 key
oy org's RSA-1024 key
oy an RSA-2048 key
oy a root RSA-1024 key

oy an RSA-2048 key.
DNSSEC" signatures

follow a similar pattern.

Another example: SSL has used

many millions of RSA-1024 keys.

Imagine that an attacker has
recorded tons of SSL traffic.

Users se

1. “The
more th:

2. “The
off-the-s
attacker

3. For s
switch k
the atta



ner, 2003
hamir—
-Hughes—
selmann—
t—Tromer, 2005
-Paar—Pelzl-
otc.: RSA-1024

ear by an attack
'10” dollars.

itched to
> no longer care
ecurity, right?

Example: The |IP address of

dnssec—-deployment.org
is signed by an RSA-1024 key

signec
signec
signec
signec

signec

Most “

oy an RSA-2048 key
oy org's RSA-1024 key
oy an RSA-2048 key
oy a root RSA-1024 key

oy an RSA-2048 key.
DNSSEC" signatures

follow a similar pattern.

Another example: SSL has used

many millions of RSA-1024 keys.

Imagine that an attacker has
recorded tons of SSL traffic.

Users seem uncon

1. “The attack m.
more than this RS

2. "“The attack m
off-the-shelf: it's c
attackers building

3. For signatures:
switch keys every
the attack machin



- 2005
|—
-1024
attack
S,

r care
yht?

Example: The |IP address of

dnssec—-deployment.org

is signed by an RSA-1024 key
signed by an RSA-2048 key
signed by org’'s RSA-1024 key
signed by an RSA-2048 key
signed by a root RSA-1024 key
signed by an RSA-2048 key.

Most “DNSSEC" signatures
follow a similar pattern.

Another example: SSL has used

many millions of RSA-1024 keys.

Imagine that an attacker has
recorded tons of SSL traffic.

Users seem unconcerned:

1. “The attack machine cos
more than this RSA key is v

2. "The attack machine isn
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: “We
switch keys every month, an
the attack machine takes a-



Example: The |IP address of

dnssec—-deployment.org

is signed by an RSA-1024 key
signed by an RSA-2048 key
signed by org’'s RSA-1024 key
signed by an RSA-2048 key
signed by a root RSA-1024 key
signed by an RSA-2048 key.

Most “DNSSEC" signatures
follow a similar pattern.

Another example: SSL has used

many millions of RSA-1024 keys.

Imagine that an attacker has
recorded tons of SSL traffic.

Users seem unconcerned:

1. “The attack machine costs
more than this RSA key is worth."

2. "The attack machine isn't
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: "We
switch keys every month, and
the attack machine takes a year.”



Example: The |IP address of

dnssec—-deployment.org

is signed by an RSA-1024 key
signed by an RSA-2048 key
signed by org’'s RSA-1024 key
signed by an RSA-2048 key
signed by a root RSA-1024 key
signed by an RSA-2048 key.

Most “DNSSEC" signatures
follow a similar pattern.

Another example: SSL has used

many millions of RSA-1024 keys.

Imagine that an attacker has
recorded tons of SSL traffic.

Users seem unconcerned:

1. “The attack machine costs
more than this RSA key is worth."

2. "The attack machine isn't
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: "We
switch keys every month, and
the attack machine takes a year.”

Real quote: “DNSSEC signing
keys should be large enough to
avoid all known cryptographic
attacks during the effectivity
period of the key."



: The IP address of
-deployment.org

| by an RSA-1024 key
y an RSA-2048 key

y org's RSA-1024 key
y an RSA-2048 key

y a root RSA-1024 key
y an RSA-2048 key.

INSSEC" signatures
similar pattern.

example: SSL has used

illions of RSA-1024 keys.

that an attacker has
tons of SSL traffic.

Users seem unconcerned:

1. “The attack machine costs

more than this RSA key is worth."

2. "The attack machine isn't
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: “We
switch keys every month, and

the attack machine takes a year.”

Real quote: “DNSSEC signing
keys should be large enough to
avoid all known cryptographic
attacks during the effectivity
period of the key."

Continu:
despite |
broken ¢
fact, the
estimate
of a 700
breaking
would n
amounts
power In
be detec

single ke
estimate
safely us
least the



address of

nt.org
A-1024 key

2048 key
SA-1024 key
2048 key
SA-1024 key
2048 key.

signatures
ttern.

SSL has used

SA-1024 keys.

ttacker has
SL traffic.

Users seem unconcerned:

1. “The attack machine costs

more than this RSA key is worth."

2. "The attack machine isn't
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: "We
switch keys every month, and

the attack machine takes a year.”

Real quote: “DNSSEC signing
keys should be large enough to
avoid all known cryptographic
attacks during the effectivity
period of the key."

Continuation of q
despite huge effor
broken a regular 1
fact, the best com
estimated to be tt

of a 700-bit key. /
breaking a 1024-b

would need to exp

amounts of netwo
power in a way th.
be detected in ord

single key. Becaus
estimated that mc

safely use 1024-b
least the next ten



Y

key

1sed

keys.

Users seem unconcerned:

1. “The attack machine costs

more than this RSA key is worth."

2. "The attack machine isn't
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: “We
switch keys every month, and

the attack machine takes a year.”

Real quote: “DNSSEC signing
keys should be large enough to
avoid all known cryptographic
attacks during the effectivity
period of the key."

Continuation of quote: “To
despite huge efforts, no one
broken a regular 1024-bit ke
fact, the best completed att
estimated to be the equivale
of a 700-bit key. An attacke
breaking a 1024-bit signing

would need to expend phenc
amounts of networked comp
power in a way that would r
be detected in order to brea

single key. Because of this,
estimated that most zones ¢
safely use 1024-bit keys for .
least the next ten years.”



Users seem unconcerned:

1. “The attack machine costs

more than this RSA key is worth."

2. "The attack machine isn't
off-the-shelf; it's only for
attackers building ASICs.”

3. For signatures: "We
switch keys every month, and

the attack machine takes a year.”

Real quote: “DNSSEC signing
keys should be large enough to
avoid all known cryptographic
attacks during the effectivity
period of the key."

Continuation of quote: “To date,
despite huge efforts, no one has
broken a regular 1024-bit key; in
fact, the best completed attack is
estimated to be the equivalent

of a 700-bit key. An attacker
breaking a 1024-bit signing key

would need to expend phenomenal

amounts of networked computing
power in a way that would not
be detected in order to break a

single key. Because of this, it is
estimated that most zones can
safely use 1024-bit keys for at
least the next ten years.”



em unconcerned:

attack machine costs

an this RSA key is worth.”

attack machine isn't
helf; it's only for
s building ASICs.”

ignatures: “We
eys every month, and

ck machine takes a year.”

te: “DNSSEC signing

uld be large enough to
known cryptographic

during the effectivity

f the key."

Continuation of quote: “To date,
despite huge efforts, no one has
broken a regular 1024-bit key; in
fact, the best completed attack is
estimated to be the equivalent

of a 700-bit key. An attacker
breaking a 1024-bit signing key

would need to expend phenomenal
amounts of networked computing
power in a way that would not

be detected In order to break a

single key. Because of this, it is
estimated that most zones can
safely use 1024-bit keys for at
least the next ten years.”

Goal of
analyze
specifica
ratio, of

HMany”

"Price-p
area-tin

"RAM”

bit integ
accessin
realistic;

"Asymp’
SUPPress
speedup



cerned:

achine costs

A key 1s worth.”

achine isn't
»nly fOF
ASICs.”

“We
month, and

e takes a year.”

SEC signing
ve enough to
yptographic
“effectivity

Continuation of quote: “To date,

despite huge efforts, no one has

broken a regular 1024-bit key; in

fact,
estimatec

of a

would need to expenc
amounts of networkeo

the best completed attack is

to be the equivalent

700-bit key. An attacker
breaking a 1024-bit signing key

phenomenal
computing

power in a way that would not

be C

sing

etected In order to
e key. Because of t

break a

nis, 1t 1s

estimated that most zones can
safely use 1024-bit keys for at
least the next ten years.”

Goal of our “Batc
analyze the asymg

specifically price-p
ratio, of breaking

"Many": e.g. milli

“Price-performanc
area-time produc

"RAM" metric (ac
bit integers has sa
accessing array of
realistic: “"AT" me

“"Asymptotic”: W
suppress polynomi
speedups are supe



TS
jorth.”

year."

Continuation of quote: “To date,

despite huge efforts, no one has

broken a regular 1024-bit key; in

fact,
estimatec

of a

the best completed attack is

to be the equivalent

700-bit key. An attacker
breaking a 1024-bit signing key

would need to expend phenomenal

amounts of networked computing

power in a way that would not

be ¢

sing

etected In order to
e key. Because of t

reak a

nis, 1t Is

estimated that most zones can
safely use 1024-bit keys for at
least the next ten years.”

Goal of our “Batch NFS" p:
analyze the asymptotic cost

specifically price-performanc
ratio, of breaking many RS/

"Many": e.g. millions.

“Price-performance ratio":
area-time product for chip:

"RAM"” metric (adding two
bit integers has same cost a
accessing array of size 204)
realistic: “AT" metric is rea

"Asymptotic’: We systemat
suppress polynomial factors.
speedups are superpolynomi



Continuation of quote: “To date,

despite huge efforts, no one has

broken a regular 1024-bit key; in

fact, the best completed attack is

estimated to be the equivalent
of a 700-bit key. An attacker
breaking a 1024-bit signing key

would need to expenc

amounts of networkeo

phenomenal
computing

power in a way that would not

be detected in order to break a

single key. Because of this, it is

estimated that most zones can
safely use 1024-bit keys for at
least the next ten years.”

Goal of our “Batch NFS" paper:
analyze the asymptotic cost,

specifically price-performance
ratio, of breaking many RSA keys.

“"Many": e.g. millions.

“Price-performance ratio" :
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°%) is not
realistic; “AT" metric is realistic.

“"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.



ytion of quote: “To date,
1uge efforts, no one has
 regular 1024-bit key; in
 best completed attack iIs
d to be the equivalent

-bit key. An attacker

a 1024-bit signing key
2ed to expend phenomenal
, of networked computing
' a way that would not
ted In order to break a

y. Because of this, it is
d that most zones can

e 1024-bit keys for at
' next ten years.”

Goal of our “Batch NFS" paper:
analyze the asymptotic cost,

specifically price-performance

ratio, of breaking many RSA keys.

"Many": e.g. millions.

“Price-performance ratio":
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°4) is not
realistic; “AT" metric is realistic.

"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.

Best res
time L1
using ch
AT is L



1ote: “To date,
S, no one has
024-bit key; In
pleted attack is
e equivalent

\n attacker

it signing key
end phenomenal

‘ked computing
at would not
er to break a

e of this, It is
st zones can
- keys for at
years."

Goal of our “Batch NFS" paper:
analyze the asymptotic cost,

specifically price-performance

ratio, of breaking many RSA keys.

"Many": e.g. millions.

“Price-performance ratio":
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°%) is not
realistic; “AT" metric is realistic.

“"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.

Best result known

time L1.185632
using chip area LY

AT is L1'976O52.



date,
has
y; In
ack is
Nt

r

key
ymenal
uting
101

k a

It 1S
an

at

Goal of our “Batch NFS" paper:
analyze the asymptotic cost,

specifically price-performance

ratio, of breaking many RSA keys.

"Many": e.g. millions.

“Price-performance ratio":
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°%) is not
realistic; “AT" metric is realistic.

"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.

Best result known for one ki

time | 1.185632

using chip area
AT is L1'976O52.

| 0.790420.



Goal of our “Batch NFS" paper: Best result known for one key:

analyze the asymptotic cost, time [ 1185032

specifically price-performance using chip area 0720420,

ratio, of breaking many RSA keys. AT s [ 1970052
"Many": e.g. millions.

“Price-performance ratio" :
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°%) is not
realistic; “AT" metric is realistic.

“"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.




Goal of our “Batch NFS" paper:
analyze the asymptotic cost,

specifically price-performance

ratio, of breaking many RSA keys.

"Many": e.g. millions.

“Price-performance ratio" :
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°%) is not
realistic; “AT" metric is realistic.

“"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.

Best result known for one key:

time | 1.185632

using chip area L9-790420.

AT is L1'976O52.

Our main result for

a batch of L9 keys:
time L1.0224OO

using chip area L1.1816OO;



Goal of our “Batch NFS" paper:
analyze the asymptotic cost,

specifically price-performance

ratio, of breaking many RSA keys.

"Many": e.g. millions.

“Price-performance ratio" :
area-time product for chips.

"RAM" metric (adding two 64-
bit integers has same cost as
accessing array of size 2°%) is not
realistic; “AT" metric is realistic.

“"Asymptotic’: We systematically
suppress polynomial factors. Our
speedups are superpolynomial.

Best result known for one key:
time L1.185632

using chip area L9-790420.
AT is L1'976O52.

Our main result for

a batch of L9 keys:

time | 1.022400

using chip area L1.1816OO;

AT per key is L1-704000

This paper also looks more closely
at L°(1), analyzing asymptotic
speedup from early-abort ECM.

Results are not what one would
guess from 1982 Pomerance.



our “Batch NFS" paper:
the asymptotic cost,

lly price-performance

breaking many RSA keys.

- e.g. millions.

erformance ratio’ :
1e product for chips.

metric (adding two 64-

ers has same cost as

s array of size 2°%) is not
“AT" metric is realistic.

totic” : We systematically
polynomial factors. Our
s are superpolynomial.

Best result known for one key:

time | 1.185632

using chip area L9-790420.

AT is L1'976O52.

Our main result for
a batch of L9 keys:

time | 1.022400

using chip area

j 1.181600.

AT per key is L1-704000

This paper also looks more closely

at Lo(1), analyzing asymptotic

speedup from ear
Results are not w

y-abort ECM.

nat one would

guess from 1982 Pomerance.

Asymptc

1. Attac
IS reduce
can targ

2. Prim.

memory
for off-tl

3. Attac
(and car
breaking



h NFS” paper:
totic cost,
erformance

many RSA keys.

ons.

e ratio”:

t for chips.
lding two 64-
me cost as

size 2°4) is not

tric Is realistic.

> systematically
al factors. Our
rpolynomial.

Best result known for one key:
time L1.185632
using chip area L9-790420.

AT is L1'976O52.

Our main result for

a batch of LY keys:
time L1.0224OO

using chip area L1'1816OO;

This paper also looks more closely
at L°(1), analyzing asymptotic
speedup from early-abort ECM.

Results are not what one would
guess from 1982 Pomerance.

Asymptotic consec

1. Attack cost pel
Is reduced, so atta
can target lower-v

2. Primary bottler
memory factorizat
for off-the-shelf gr

3. Attack time is
(and can be reduc
breaking key rotat



per:

S.

64-

S

S not
listic.

Ically
Our

al.

\ keys.

Best result known for one key:

time | 1.185632

using chip area L9-790420.

AT is L1'976O52.

Our main result for

a batch of L9 keys:
time L1.0224OO

using chip area L1'1816OO;
AT per key is L1-704000

This paper also looks more closely
at Lo(1), analyzing asymptotic
speedup from early-abort ECM.

Results are not what one would
guess from 1982 Pomerance.

Asymptotic consequences:

1. Attack cost per key
Is reduced, so attacker
can target lower-value keys.

2. Primary bottleneck is low
memory factorization—well
for off-the-shelf graphics car

3. Attack time is reduced
(and can be reduced more),
breaking key rotation.



Best result known for one key:
time L1.185632
using chip area L9-790420.

AT is L1'976O52.

Our main result for

a batch of L9 keys:
time L1.0224OO

using chip area L1.1816OO;

This paper also looks more closely
at L°(1), analyzing asymptotic
speedup from early-abort ECM.

Results are not what one would
guess from 1982 Pomerance.

Asymptotic consequences:

1. Attack cost per key
Is reduced, so attacker
can target lower-value keys.

2. Primary bottleneck is low-
memory factorization—well suited
for off-the-shelf graphics cards.

3. Attack time is reduced
(and can be reduced more),
breaking key rotation.



Best result known for one key:

time L1.185632
using chip area L9-790420.

AT is L1'976O52.

Our main result for

a batch of L9 keys:

time | 1.022400

using chip area L1.1816OO;

AT per key is L1-704000

This paper also looks more closely
at L°(1), analyzing asymptotic
speedup from early-abort ECM.

Results are not what one would
guess from 1982 Pomerance.

Asymptotic consequences:

1. Attack cost per key
Is reduced, so attacker
can target lower-value keys.

2. Primary bottleneck is low-
memory factorization—well suited
for off-the-shelf graphics cards.

3. Attack time is reduced
(and can be reduced more),
breaking key rotation.

"Do the asymptotics really kick In
before 1024 bits?” — Maybe not,
but no basis for confidence.



ult known for one key:

185632

ip area LO'790420;

1976052

n result for

of L9 keys:
022400

ip area L1.1816OO;

key ic | 1.704000 |

ver also looks more closely

~analyzing asymptotic

from early-abort ECM.

are not what one would

m 1982 Pomerance.

Asymptotic consequences:

1. Attack cost per key
Is reduced, so attacker
can target lower-value keys.

2. Primary bottleneck is low-
memory factorization—well suited
for off-the-shelf graphics cards.

3. Attack time is reduced
(and can be reduced more),
breaking key rotation.

"Do the asymptotics really kick in
before 1024 bits?” — Maybe not,
but no basis for confidence.

Eratosth
Sieving :
using pr
1
2(2
3 3
4(22
5
6]2 3
)
8222
9 3
10(2
11
12[22 3
13
14[2
15 3
16[2222
17
18]2 3
19
20[22

etc.



for one key: Asymptotic consequences: Eratosthenes for s
200420 1. Attack cost per key Sieving small integ
’ Is reduced, so attacker using primes 2, 3,
can target lower-value keys. 1
2|2
r . . 3 3
2. Primary bottleneck is low- 2|00
YS: L . 5 5
memory factorization—well suited 6o 3
- 7 7
181600, for off-the-shelf graphics cards. g 599 N
04000 3. Attack time is reduced 102 >
(and can be reduced more), -
oks more closely . . e 7
| breaking key rotation. T -
. asymptotic 16(222°2
/-abort ECM. “Do the asymptotics really kick in aly aa
1at one would before 1024 bits?” — Maybe not, 20loo ;
omerance. but no basis for confidence. ote




Y Asymptotic consequences: Eratosthenes for smoothnes:

1. Attack cost per key Sieving small integers / > 0
Is reduced, so attacker using primes 2, 3,5, 7:
can target lower-value keys. 1
2|2
2. Primary bottleneck is low- 222 >
memory factorization—well suited 2, 7
for off-the-shelf graphics cards. ; 559 !
9 33
3. Attack time is reduced ° >
(and can be reduced more), =
closely . . 1209 .
| breaking key rotation. T -
LIC 16[2222
"M “Do the asymptotics really kick in g 5 aa
uld before 1024 bits?” — Maybe not, ;g - ;

but no basis for confidence.
etc.




Asymptotic consequences: Eratosthenes for smoothness

1. Attack cost per key Sieving small integers i > 0
Is reduced, so attacker using primes 2, 3,5, 7:
can target lower-value keys. 1
2|2
2. Primary bottleneck is low- 222 3
memory factorization—well suited 2 > 3 ’
for off-the-shelf graphics cards. ; 299 !
9 33
3. Attack time is reduced %(1) 3 °
(and can be reduced more), -
breaking key rotation. }‘5‘ . 3 57
162222
“Do the asymptotics really kick in aly aa
before 1024 bits?” — Maybe not, 022 s

but no basis for confidence.
etc.




tIC consequences:

'k cost per key
d, so attacker
et lower-value keys.

ary bottleneck is low-
factorization—well suited
1e-shelf graphics cards.

'k time Is reduced
1 be reduced more),
key rotation.

asymptotics really kick In
024 bits?” — Maybe not,
asis for confidence.

Eratosthenes for smoothness

Sieving small integers i > 0
using primes 2, 3,5, 7:

1

22

3 3
4122

5 5
6|2 3

I I
8222

9 33
10|12 5
11

12122 3
13

14|2 I
15 3 5
1612222

17

18|2 33
19

20({22 5
etc.

The Q s
Sieving .
using pr
1

2(2

3 3
422

5

62 3
>

8222

0 3
102

11

12]22 3
13

142

15 3
16(2222
17

18]2 3
19

2022

etc.



JUences:

- key
cker
alue keys.

1eck 1s low-
lon—well suited
aphics cards.

reduced
ed more),
on.

ics really kick In
— Maybe not,
ynfidence.

Eratosthenes for smoothness

Sieving small integers i > 0
using primes 2, 3,5, 7:

The Q sieve

22

222

2222

NRRRRFRRRPRRFRRFRRRF
QUOWAONOOITPA,PWLWDNRPFRPOOOOONOOTA~WDN

Sieving / and 611

using primes 2, 3, !

22

222

2222

NRRRRFRRRRRRFRRRF
QUOWAONOOITPA,PWLWDNRPFRPOOOOONOOTPA~WN

etc.

etc.

612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631

>
2
2




Eratosthenes for smoothness The Q sieve

Sieving small integers i > 0 Sieving 1 and 611 + / for sm

using primes 2, 3,5, 7: using primes 2, 3,5, 7:

1 1 61222 33
22 72 613
3 3 3 3 6142
/- 4(22 4(22 615 3
- 5 5 6162 2 2
suited 62 3 62 3 617
4 7 7 6182 3
S. 8|222 8|222 619
9 33 9 33 620(2 2
102 10(2 621 333
11 11 6222
1222 3 1222 3 623
13 13 624(2 22723
142 142 625
15 3 15 3 626/2
16/2222 16/2222 627 3
AP 17 17 628(2 2
ick in 18l 33 18l 33 629
19 19 630/2 33
€ hot, 20(22 20(22 631

etc.

etc.



Eratosthenes for smoothness The Q sieve

Sieving small integers i > 0 Sieving i and 611 4 / for small i
using primes 2, 3,5, 7: using primes 2, 3,5, 7:
1 1 612[22 33
2(2 2|2 613
3 3 3 3 6142
4|22 4|22 615 3 5
5 5 5 5 | [616]22 2
62 3 62 3 617
7 7 7 7| 6182 3
8222 8222 619
9 33 9 33 6202 2 5
1012 5 1012 5 | |621 333
11 11 6222
12(22 3 12122 3 623
13 13 62422223
142 7 142 7| 1625 5555
15 3 5 15 3 5 | |6262
16(2222 16(2222 627 3
17 17 6282 2
18/2 33 18/2 33 629
19 19 6302 33 5
2022 5 2022 5 | [631

etc. etc.




enes for smoothness

small integers 1 > 0
mes 2,3,5,7:

The Q sieve

Sieving / and 611 4 / for small J
using primes 2, 3,5, 7:

1

22

3 3
4122

5 5
6|2 3

I I
8222

9 33
10|12 5
11

12122 3

13

14|2 I
15 3 5
1612222

17

18|2 33
19

20({22 5

612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
623
629
630
631

2 2 33
2

3
222
2 3
2 2

333
2
22223
2

3
2 2
2 33

etc.

Have co
the cong
for some

14 - 625
64 - 675
/5 - 636

14 - 64 -
— 28345

gcd{611
= 47.

611 =4



moothness

rers 1 > (
), [

The Q sieve

Sieving / and 611 + / for small /

using primes 2, 3,5, 7:

1

22

3 3
4122

5 5
62 3

I I
3222

9 33
10|2 5
11

12122 3

13

14|2 I
15 3 5
1612222

17

18|2 33
19

20(22 5

612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631

2 2 33
2

3
222
2 3
2 2

333
2
22223
2

3
2 2
2 33

etc.

Have complete fac
the congruences |
for some /'s.

14 - 625 = 213054
64 - 675 = 203352
75 - 686 = 213152

14 - 64 - 75 - 625 - ¢
— 28345374 — (2°

gcd{611,14 - 64 -
= 47.

611 =47 -13.



The Q sieve

Sieving / and 611 + / for small J

using primes 2, 3,5, 7:

1

22

3 3
4122

5 5
6|2 3

I I
8222

9 33
10|12 5
11

12122 3

13

14|2 I
15 3 5
1612222

17

18|2 33
19

20({22 5

612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
623
629
630
631

2 2 33
2

3
222
2 3
2 2

333
2
22223
2

3
2 2
2 33

Have complete factorization
the congruences 1 = 611 + /
for some /'s.

14 - 625 = 21305471

64 - 675 = 206335270

75 - 686 = 21315273

14 - 64 -75- 625 - 675 - 686
— 28345874 = (24325472)2,
gcd{611,14 - 64 - 75 — 2432
— 47,

611 =47 -13.



The Q sieve

Sieving i and 611 + / for small /
using primes 2, 3,5, 7:

1

22

3 3
4122

5 5
62 3

I I
3222

9 33
10|2 5
11

12122 3

13

14|2 I
15 3 5
1612222

17

18|2 33
19

20(22 5

612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631

2 2 33
2

3
222
2 3
2 2

333
2
22223
2

3
2 2
2 33

etc.

Have complete factorization of
the congruences 1 = 611 4/
for some /'s.

14 - 625 = 21305471

64 - 675 = 206335270

75 - 686 = 21315273

14 - 64 -75- 625 - 675 - 686

_ 28345874 _ (24325472)2.
gcd{611,14 - 64 - 75 — 243254721
— 47,

611 =47 -13.



leve

i and 611 4/ for small /

mes 2,3,5,7:

612(2 2
613
6142
615
5 616(2 2 2
617
7| (618|2
619
3 620|2 2

5 621
6222
623

7| (625
5 626|2
627
6282 2
3 629
6302
5 631

624(122223

Have complete factorization of
the congruences 1 = 611 + 1/
for some /'s.

14 - 625 = 21305471

64 - 675 = 26335270

75 - 686 = 21315273

14 - 64 -75- 625 - 675 - 686

— 28345874 = (24325472)2,
gcd{611,14 - 64 - 75 — 24325472}
— 47.

611 =47 -13.

The nun

Generali
— a =
— a—>b
for root
of nonze

For any
so that 1

produce:

Optimal
(n+o(1



+ 1 for small /

), [

) 33

2 2

Have complete factorization of
the congruences 1 = 611 + |
for some /'s.

14 - 625 = 21305471

64 - 675 = 206335270

75 - 686 = 21315273

14 - 64 -75- 625 - 675 - 686

— 28345874 = (24325472)2.
gcd{611,14 - 64 - 75 — 243254721
— 47,

611 =47 -13.

The

number-field

Generalize 1 = 1 4
—a=a+ bN (
— a—bm = a— b
for root ¢ € C

of nonzero integer

For
so t

any m can fini
nat factoring 1

Proc

uces factoriza

Optimal choice of
(1 +0(1))(log N’



all 1

555

Have complete factorization of
the congruences 1 = 611 + 1/
for some /'s.

14 - 625 = 21305471

64 - 675 = 26335270

75 - 686 = 21315273

14 - 64 -75- 625 - 675 - 686

— 28345874 = (24325472)2,
gcd{611, 14 - 64 - 75 — 24325472}
— 47.

611 =47 -13.

The number-field sieve

Generalize i =i+ N (mod
—a=a+ bN (mod N)
— a—bm=a—ba (mod
for root @ € C

of nonzero integer poly.

For any m can find o
so that factoring m — «

produces factorization of N.

Optimal choice of log m is
(1 +0(1))(log N)?/3(log log



Have complete factorization of
the congruences 1 = 611 + |
for some /'s.

14 - 625 = 21305471

64 - 675 = 206335270

75 - 686 = 21315273

14 - 64 -75- 625 - 675 - 686

— 28345874 = (24325472)2,
gcd{611, 14 - 64 - 75 — 24325472}
— 47,

611 =47 -13.

The number-field sieve

Generalize i =i+ N (mod N)
—a=a+ bN (mod N)

— a—bm=a—ba (mod m—a)
for root ¢ € C

of nonzero integer poly.

For any m can find o
so that factoring m — «

produces factorization of N.

Optimal choice of log m is
(1 +0(1))(log N)2/3(log log N)1/3.



mplete factorization of The number-field sieve RAM co

rruences | = 611 + 4

. Generalize i =i+ N (mod N) 1993 Bu
1 s a=a+bN (mod N) Smoothi
— 21305471 — a—bm=a—ba (mod m—a) Sieve L1
— 20335270, for root o € C Find L?
— 21315273, of nonzero integer poly. with a —
75-625-675 - 6386 For any m can find o Total R/
874 = (24325472)°. so that factoring m — « 1993 Co

produces factorization of N. Total R/

, 1464 - 75 — 24325472} .
Optimal choice of log m is Hsing m

(+0(1))(log N)2/3(loglog N)1/3.  (Multipl
don't se
with AT

/- 13.




torization of
=611+

The

number-field sieve

Generalize i =i+ N (mod N)
—a=a+ bN (mod N)
— a—bm=a—ba (mod m—a)

for root o € C

of nonzero integer poly.

For any m can find o

so that factoring m — «

Proc

uces factorization of \.

Optimal choice of log m is
(1 +0(1))(log N)2/3(log log N)1/3.

RAM cost analysic

1993 Buhler—Lens!
Smoothness bount
Sieve [ 1-923000 pa
Find [0-901500 pail

with a — bm and .
Total RAM time |

1993 Coppersmith
Total RAM time [

using multiple nur

(Multiple number
don't seem to con
with AT, factory,



D

of

472}

The

number-field sieve

Generalize i=i+ N (mod N)
—a=a+ bN (mod N)

— a—bm=a—ba (mod m—a)
for root ¢ € C

of nonzero integer poly.

For
so t

any m can find o

nat factoring m — o

proc

uces factorization of .

Optimal choice of log m is
(L +0(1))(log N)2/3(log log N)1/3.

RAM cost analysis

1993 Buhler—Lenstra—Pometr

Smoothness bound L9761
Siave [ 1.923000

Find LO.961500

pairs (a, b).
pairs

with a — bm and a — ba sm
Total RAM time [1:923000,

1993 Coppersmith:
Total RAM time [1-901884

using multiple number fields

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)



The number-field sieve

Generalize i =i+ N (mod N)
—a=a+ bN (mod N)

— a—bm=a—ba (mod m—a)
for root ¢ € C

of nonzero integer poly.

For any m can find
so that factoring m — o

produces factorization of N.

Optimal choice of log m is
(1 +0(1))(log N)2/3(log log N)1/3.

RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923OOO

Find LO.9615OO

pairs (a, b).
pairs

with a — bm and a — ba smooth.
Total RAM time 1923000

1993 Coppersmith:
Total RAM time [1:901684

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)



nber-field sieve

ze i=i+ N (mod N)

) + bN  (mod N)
m=a—ba (mod m—a)
acC

ro integer poly.

m can find o
‘actoring m — o
5 factorization of .

choice of logm is
) (log N)2/3(log log N)Y/3.

RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923000

Find LO.961500

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1-901884

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost

Sieving |
In realist
AT cost



Sleve

N (mod N)
mod N)
x (mod m—a)

poly.

d o
n— o
tion of V.

log m is

/3(log log N)1/3.

RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923OOO

Find LO.9615OO

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1:901684

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost analysis

Sieving is a disast

In realistic cost m¢«
AT cost L2'4O375O.



N)L/3,

RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [Y-201500

Sieve L1.923OOO
Find LO.961500

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1-901884

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'403750.



RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923OOO

Find LO.9615OO

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1:901684

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'4O375O.



RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923OOO

Find LO.9615OO

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1:901684

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'4O375O.

Fix: find smooth using ECM.
AT cost L1'923OOO.



RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923OOO

Find LO.9615OO

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1:901684

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'4O375O.

Fix: find smooth using ECM.
AT cost L1'923OOO.

Linear algebra Is also a disaster.
AT cost L2'40375O.



RAM cost analysis

1993 Buhler—-Lenstra—Pomerance:

Smoothness bound [0-961500
Sieve L1.923OOO

Find LO.9615OO

pairs (a, b).
pairs

with a — bm and a — ba smooth.

Total RAM time [ 1923000

1993 Coppersmith:
Total RAM time [1:901684

using multiple number fields.

(Multiple number fields
don't seem to combine well
with AT, factory, et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'4O375O.

Fix: find smooth using ECM.
AT cost L1'923OOO.

Linear algebra Is also a disaster.
AT cost L2'40375O.

Semi-fix: Reduce smoothness

bounds to rebalance.
AT cost L1'976O52.

(2001 Bernstein)



st analysis

hler—Lenstra—Pomerance:

hess bound [L0-961500

923000
961500

pairs (a, b).
pairs

- bm and a — ba smooth.

\M time 1923900,

ppersmith:
\M time L1.901884
iltiple number fields.

e number fields
em to combine well
, factory, et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'403750.

Fix: find smooth using ECM.
AT cost L1'923OOO.

Linear algebra Is also a disaster.

AT cost L2'40375O.

Semi-fix: Reduce smoothness

bounds to rebalance.
AT cost L1'976O52.

(2001 Bernstein)

The fact

1993 Co
There e
that fac

with san
in RAM

Smoothi
Smaller
so need

Algorith
such tha
Note: o
Algorith

whether




)

‘ra—Pomerance:

] LO'9615OO.

rs (a, b).
'S

3 — ba smooth.

'1.923000

1.901554

nber fields.

fields
\bine well

et al.)

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'4O375O.

Fix: find smooth using ECM.
AT cost L1'923OOO.

Linear algebra Is also a disaster.

AT cost L2.403750 |

Semi-fix: Reduce smoothness

bounds to rebalance.
AT cost L1'976052.

(2001 Bernstein)

The factorization

1993 Coppersmith
There exists an al
that factors any ir
with same #bits s
in RAM time L1

Smoothness bount
Smaller than befol
so need more (a, £

Algorithm knows
such that a — bm
Note: one m work
Algorithm uses EC

whether a — bayy



dNCE.

ooth.

AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'403750.

Fix: find smooth using ECM.
AT cost L1'923OOO.

Linear algebra Is also a disaster.

AT cost L2'40375O.

Semi-fix: Reduce smoothness

bounds to rebalance.
AT cost L1'976O52.

(2001 Bernstein)

The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as N

in RAM time [1.038587

Smoothness bound [9-81929¢

Smaller than before,
so need more (a, b).

Algorithm knows all (a, b)

such that a — bm i1s smooth
Note: one m works for all N\
Algorithm uses ECM to che:
whether a — bapy 1s smooth




AT cost analysis

Sieving is a disaster

In realistic cost metric.
AT cost L2'4O375O.

Fix: find smooth using ECM.
AT cost L1'923OOO.

Linear algebra Is also a disaster.

AT cost L2.403750 |

Semi-fix: Reduce smoothness

bounds to rebalance.
AT cost L1'976052.

(2001 Bernstein)

The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as N/

in RAM time [1:038587

Smoothness bound [0:819290

Smaller than before,
so need more (a, b).

Algorithm knows all (a, b)
such that a — bm is smooth.
Note: one m works for all .
Algorithm uses ECM to check
whether a — bapy I1s smooth.




“analysis

s a disaster

IC cost metric.
L2.4O3750_

| smooth using ECM.
L1.923OOO_

lgebra Is also a disaster.

L2'40375O.

- Reduce smoothness

to rebalance.
L1'976O52.

ernstein)

The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as N

in RAM time [1:038587

Smoothness bound [9-819290
Smaller than before,

so need more (a, b).

Algorithm knows all (a, b)
such that a — bm is smooth.
Note: one m works for all \V.

Algorithm uses ECM to check

whether a — bapy 1s smooth.

Finding
Is slower
Need to

such tha
RAM tir




otriC.

ising ECM.

|lso a disaster.

smoothness
ce.

The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as N

in RAM time [1:038587

Smoothness bound [0:819290

Smaller than before,
so need more (a, b).

Algorithm knows all (a, b)
such that a — bm is smooth.
Note: one m works for all \V.

Algorithm uses ECM to check

whether a — bapy I1s smooth.

Finding this algori
Is slower than runi
Need to precompu

such that a — bm
RAM time [ 20068




ter.

S

The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as N

in RAM time [1.038587

Smoothness bound [0:819290

Smaller than before,
so need more (a, b).

Algorithm knows all (a, b)
such that a — bm 1s smooth.
Note: one m works for all V.
Algorithm uses ECM to check
whether a — bapy 1s smooth.

Finding this algorithm
Is slower than running it.
Need to precompute all (a, |/

such that a — bm is smooth
RAM time [ 2006853




The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as

in RAM time [1:038587

Smoothness bound [-819290
Smaller than before,

so need more (a, b).

Algorithm knows all (a, b)
such that a — bm is smooth.
Note: one m works for all .
Algorithm uses ECM to check
whether a — bapy I1s smooth.

Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm Is smooth.

RAM time [2-006853




The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as

in RAM time [1:038587

Smoothness bound [0:819290

Smaller than before,
so need more (a, b).

Algorithm knows all (a, b)
such that a — bm is smooth.
Note: one m works for all .
Algorithm uses ECM to check
whether a — bapy I1s smooth.

Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm Is smooth.

RAM time [2-006853

Standard conversion of
precomputation into batching:
if there are enough targets,
more than LO'368266,

then precomputation cost
becomes negligible.



The factorization factory

1993 Coppersmith:

There exists an algorithm
that factors any integer
with same #bits as

in RAM time [1:038587

Smoothness bound [0:819290

Smaller than before,
so need more (a, b).

Algorithm knows all (a, b)
such that a — bm is smooth.
Note: one m works for all .
Algorithm uses ECM to check
whether a — bapy I1s smooth.

Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm Is smooth.

RAM time [2-006853

Standard conversion of
precomputation into batching:
if there are enough targets,
more than LO'368266,

then precomputation cost

becomes negligible.

The big problem: Coppersmith's
algorithm has size [1:038987
Huge AT cost; useless In reality.



orization factory

ppersmith:
xists an algorithm

LOrs any Integer

e #bits as N
time L1.638587_

hess bound [L0-819290

than before,
more (a, b).

m knows all (a, b)
t a — bm Is smooth.
ne m works for all .

m uses ECM to check
a — bayy 1s smooth.

Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm is smooth.

RAM time [2-006853

Standard conversion of
precomputation into batching:
if there are enough targets,
more than LO'368266,

then precomputation cost
becomes negligible.

The big problem: Coppersmith’s
algorithm has size [1:038987
Huge AT cost; useless In reality.

Batch N

Goal: O

1. Gene
Test a —

2. Make
close to

When sr
test eacl

3. After
reorgani:
relevant

4. Linea



factory

oorithm

teger

s N\
38587_

] LO'819290.
e,
).

all (a, b)
IS smooth.
s for all V.

‘M to check
IS smooth.

Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm iIs smooth.

RAM time [2-006853

Standard conversion of
precomputation into batching:
if there are enough targets,
more than LO'368266,

then precomputation cost
becomes negligible.

The big problem: Coppersmith's
algorithm has size [1:038987
Huge AT cost; useless In reality.

Batch NFS

Goal: Optimize A

1. Generate (a, b)
Test a — bm for si

2. Make many coj
close to each (a, b
When smooth a —
test each a — bay

3. After all smoot
reorganize: for eac
relevant (a, b) clo:

4. Linear algebra.



Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm is smooth.

RAM time [2-006853

Standard conversion of
precomputation into batching:
if there are enough targets,
more than LO'368266,

then precomputation cost

becomes negligible.

The big problem: Coppersmith’s
algorithm has size [1:038987
Huge AT cost; useless In reality.

Batch NFS

Goal: Optimize AT asymptc

1. Generate (a, b) in paralle
Test a — bm for smoothness

2. Make many copies of eac
close to each (a, b) generatc
When smooth a — bm is fol
test each a — bayy for smoof

3. After all smooths are fou
reorganize: for each N, brin
relevant (a, b) close togethe

4. Linear algebra.



Finding this algorithm

Is slower than running it.
Need to precompute all (a, b)
such that a — bm Is smooth.

RAM time [2-006853

Standard conversion of
precomputation into batching:
if there are enough targets,
more than LO'368266,

then precomputation cost

becomes negligible.

The big problem: Coppersmith's
algorithm has size [1:038987
Huge AT cost; useless In reality.

Batch NFS

Goal: Optimize AT asymptotics.

1. Generate (a, b) in parallel.
Test a — bm for smoothness.

2. Make many copies of each N,
close to each (a, b) generator.
When smooth a — bm is found,
test each a — bayy for smoothness.

3. After all smooths are found,
reorganize: for each N, bring
relevant (a, b) close together.

4. Linear algebra.



this algorithm
“than running It.
precompute all (a, b)

t a — bm 1s smooth.
ne L2.006853_

1 conversion of
utation into batching:
are enough targets,

N LO.368266’
computation cost

, negligible.

problem: Coppersmith's
n has size [ 1.638537
[ cost; useless in reality.

Batch NFS

Goal: Optimize AT asymptotics.

1. Generate (a, b) in parallel.
Test a — bm for smoothness.

2. Make many copies of each N,
close to each (a, b) generator.
When smooth a — bm is found,

test each a — bayy for smoothness.

3. After all smooths are found,
reorganize: for each N, bring
relevant (a, b) close together.

4. Linear algebra.

Generate (a, b).
Is a — bm
smooth?

If so, store
Repeay.

Generate/(a, b).
Is a £~ bm
smpoth?

If sq, store.
Repeat.

Generate (a, b).
Is a\- bm
smog§th?

If so, store.
Repeat!

Generate (a, b\
Is a — bm
smooth?

If so, store.
Repeat.




thm
1ng It.
te all (a, b)

IS smooth.
53_

on of

to batching:
1 targets,

6

on cost

a

Coppersmith’s
L1.638587_

less In reality.

Batch NFS

Goal: Optimize AT asymptotics.

1. Generate (a, b) in parallel.
Test a — bm for smoothness.

2. Make many copies of each N,
close to each (a, b) generator.
When smooth a — bm is found,

test each a — baryy for smoothness.

3. After all smooths are found,
reorganize: for each N, bring
relevant (a, b) close together.

4. Linear algebra.

Generate (a, b).

Generate (a, b).

Is a— bm /s—a——ém<
smooth? smooth? \
If so, store If so, store.
Repeay/ Repeat.
Generate/(a, b). Generate (a, b).
Is a /~ bm Is a— bm
smpoth? smooth?
If sq, store. If so, store.
Repeat. Repeat.
Generate (a, b). Generate (a, b).
Is a\- bm Isa— bm
smog§th? smooth?
If so, store. If so, store.
Repeat? Repeat.
Generate (a, l»\ Generate (a, b).
Is a — bm Is a — bm
smooth? S th?
If so, store. If so, stores
Repeat. Repeat.




1th's

lity.

Batch NFS

Goal: Optimize AT asymptotics.

1. Generate (a, b) in parallel.
Test a — bm for smoothness.

2. Make many copies of each N,
close to each (a, b) generator.
When smooth a — bm is found,

test each a — baryy for smoothness.

3. After all smooths are found,
reorganize: for each N, bring
relevant (a, b) close together.

4. Linear algebra.

Generate (a, b).
Is a — bm

Generate (a, b).

Generate (a, b).

e

smooth?

Isa— bm

smooth? smooth?

If so, store If so, store. f so, store.
Repeay. Repeat. epeat.
Generate/(a, b). Generate (a, b). Generate (a, b).
Is a £~ bm Is a — bm Is a\ bm
smpoth? smooth? smooth?

If sq, store. If so, store. If so, store.

Répeat. Repeat.
Generate (a, b). Generate (a, b).
Is a\- bm Is a — bm
smog§th? smooth?

If so, store. If so, store.
Repeat? Repeat.

Generate (a, b\)\ Generate (a, b). enerate (a, b).
Is a — bm Is a — bm Is a— bm
smooth? S th? smooth?

If so, store. If so, stores If so, store.
Repeat. Repeat. ~_ Repeat.

T




Batch NFS

Goal: Optimize AT asymptotics.

1. Generate (a, b) in parallel.
Test a — bm for smoothness.

2. Make many copies of each N,
close to each (a, b) generator.
When smooth a — bm is found,

test each a — bayy for smoothness.

3. After all smooths are found,
reorganize: for each N, bring
relevant (a, b) close together.

4. Linear algebra.

Generate (a, b).

Generate (a, b).

Generate (a, b).

Generate (a, b)

Is a— bm /s—a——é:c\ Isa— bm Is a — bm
smooth? smooth? smooth? smooth?

If so, store If so, store. f so, store. If so, store.
Repeay/ Repeat. epeat. Repeat.
Generate/(a, b). Generate (a, b). Generate (a, b). Generate (a, b).
Is a £~ bm Isa— bm Is a\ bm Is a — bm
smpoth? smooth? smooth? smooth?

If sq, store. If so, store. If so, store. If so, store.
Repeat. Repeat. Repeat. Repeat.
Generate (a, b). Generate (a, b). Generate/(a, b) Generate (a, b).
Is a\- bm Isa— bm Is a -/ bm Is a — bm
smog§th? smooth? smqgoth? smooth?

If so, store. If so, store. If sg, store. If so, store.
Repeat: Repeat. epeat. Repeat.
Generate (a, l»\ Generate (a, b). enerate (a, b). Generate (a, b).
Is a— bm Is a — bm Is a — bm Is a — bm
smooth? S th? smooth? smooth?

If so, store. If so, stores If so, store. If so, store.
Repeat. Repeat. ~_ Repeat. Repeat.




FS

ptimize AT asymptotics.

rate (a, b) in parallel.
- bm for smoothness.

' many copies of each N,
each (a, b) generator.
nooth a — bm is found,

1 a— bayy for smoothness.

all smooths are found,
ze: for each N, bring
(a, b) close together.

r algebra.

Generate (a, b). Generate (a, b). Generate (a, b). Generate (a, b) —
Is a — bm /s—a——&x\ Isa— bm Is a— bm
smooth? smooth? smooth? smooth?
If so, store If so, store. f so, store. If so, store.
Repeay. Repeat. epeat. Repeat.
Generate/(a, b). Generate (a, b). Generate (a, b). Generate (a, b).
Is a £~ bm Is a — bm Is a\ bm Isa— bm "
smpoth? smooth? smooth? smooth? (a b)
If sq, store. If so, store. If so, store. If so, store. ’ .
Repeat. Repeat. Repeat. bm
Generate (a, b). Generate (a, b). Generate (a, b).
Is a\- bm Is a — bm Is a— bm
smog§th? smooth? smooth? Oth ?
If so, store. If so, store. If so, store.
Repeat! Repeat. Repeat. ’ Store
Generate (a, b Generate (a, b). enerate (a, b). Generate (a, b).
Isa—bm\ Is a — bm Is a— bm Is a — bm peat
smooth? S th? smooth? smooth?
If so, store. If so, stores If so, store. If so, store.
Repeat. Repeat. ~_ Repeat. Repeat.




I asymptotics.

in parallel.
moothness.

dies of each N,
) generator.
- bm is found,

for smoothness.

hs are found,
“h N, bring
e together.

Generate (a, b). Generate (a, b). Generate (a, b). Generate (a, b) /a—
Is a — bm /s—a——é:c\ IS a — bm Is a — bm
smooth? smooth? smooth? smooth? SMO«
If so, store If so, store. f so, store. If so, store. If‘ SO
Repeay/ Repeat. epeat. Repeat. !
Generate/(a, b). Generate (a, b). Generate (a, b). Generate (a, b). Re |
Is a /~ bm Is a — bm Is a \ bm Is a — bm ) p
smpoth? smooth? smooth? smooth?
If sq, store. If so, store. If so, store. If so, store. (a1 b) . Generat‘
Repeat. Repeat. Repeat. Repeat. _
Generate (a, b). Generate (a, b). Generate (a, b). bm IS d
Is a\ bm Is a — bm Is a — bm 7
smoqgth? smooth? smooth? Oth - SMO«
If so, store. If so, store. If so, store.
Repeat: Repeat. Repeat. ! Store If SO’
Generate (a, b Generate (a, b). enerate (a, b). Generate (a, b).
Isa—bm\ Is a— bm Is a— bm Is a — bm peat Rep'
smooth? S th? smooth? smooth?
If so, store. If so, stores If so, store. If so, store. Generat‘
Repeat. Repeat. ~_ Repeat. Repeat. IS 3 -
SMO(
If so,
Rep
Generat




ytics.

Generate (a, b). Generate (a, b). Generate (a, b). Generate (a, b) /a wr\
ooty smooth? L amooth? amooth? smooth?
| M [ NGosen | e f so, store.

Ger;:rjt [(;:r,?b). Ger;serjtf I(Di;b). Gerl1sera e l(;,?b). Ger;serjtj 1(57,7b). . Repeat.
fodwore. | Waatore | e s | s store (a,b). | Generate (a, b).

Genz I’z:a(té, b). Genljr?z:a(té, b). Gensr:l’z:a(t;:), b). bm IS d — bm
ook amooth? smooth? oth? smooth?
e | e || store f so, store.

e G S 9 e 05 05 peat Repeat.
Ifssn;(,)(;tzje. Ifsso, szzz . Ifsz)(,)i(};r?e. Ifssrjcli)(;tgze. Generate (a’ b) "
Repeat. Repeat. ~_ Repeat. Repeat. IS 2 — bm

smooth?

If so, store.
Repeat.

Generate (a, b).

T~lsa-bm -~

|~



Generate (a, b). Generate (a, b). Generate (a, b). Generate (a, b) /a 77""*\
oottt smooth? L amooth? amooth? smooth?
ey | Mo [ Nosw | vp s f so, store.
R4 vl Bt vl B S vl et v - Repeat.
(oo, | Waatore. | e s | e stor (a,b). | Generate (a,b). | Gener
Gensr I’z:a(té, b). Genfr?’z:a(ta-;, b). oher Gensrzz:a(té, b). bm IS d — bm IS a
ook smooth? amooth? oth? smooth? SMOO
b o o  store If so, store. If so, s
Ger;:rjt_e l(;:nl»\ Ger;:raat_e [()i;b). erll;erjt_e [();b). Gerllseraat_e 1(;,113). peat Repeat . Repe
Ifsg?(;t}c::e. Ifsso, stzz . |fS:;(,)2t2:e. Ifs.:;(,)(;zzze. Generate (ay b) - Generate
Repeat. Repeat. ~_ Repeat. Repeat. IS 3 — bm
smooth?

If so, store.
Repeat.

Generate (a, b).

T~lsa-bm —~




Gener

Is a
SMOO

If so, s
Repe

Generate (a, b). | Generate (a, b). | Generate (a,b) — ¢ m"\
A AT " smooth?
e \{QZ})Z;’TG' e It so, store.
Rttt ot W it vt i) - Repeat.
o aore. | oo | ifso atore (a, b). | Generate (a,b).
Genfr?iia(ta', BY. Genfr?iia(t;, B, bm Is a — bm
P amooth? oth? smooth?
e e  store If so, store.
Sl Py e b | Geferate . ) peat Repeat.
o e oo, atore oo, atore Generate (a, b).
Repeat. ~_ Repeat. Repeat. Is 3 — bm
smooth?

If so, store.
Repeat.

Generate

Is a
sm

Generate (a, b).

T~lsa-bm

7

Is a — bas
smooth?
If so, store.
Send (a, b) right.
Repeay.

Is a —/bas
smopbth?
If sof store.
Send (a, b) up.
Repeat.

Is a\— bayg
smaoth?
If so, §tore.
Send (a, b, right.
Repeat!

Is a — bOé13\
smooth?
If so, store.
Send (a, b) up.
Repeat.




Generate (a, b). Generate (a, b) /a 77'\
— 1sa— bm Is a — bm
smooth? smooth? SmOOth ?
f so, store. If so, store.
\epeat. Repeat. If SO’ Store
Ger;:ra te [()i:’b). Ger;:rjtf 1(;{,)b). . Repeat .
smooth? smooth?
If so, store. If so, store. (a1 b) Generate (a1 b) Gener
Repeat. Repeat.
Generate (a, b). bm IS d — bm IS d
e 2 o oth? smooth? SMOO
_ e , store If so, store. If so, s
/G/enerate (a, b). Generate (a, b). peat Repeat Repe
Is a — bm Is a — bm )
et | et Generate (a,b). | Generate
~._ Repeat. Repeat. IS 2 — bm
smooth?

If so, store.
Repeat.

Generate (a, b).

T~lsa-bm —~

Isa—boq |Sa—ba2
smooth? /smee-t-lﬁ—<
If so, store. If so, store. \
Send (a, b) righit. | Send (a, b) right.
Repeay/ Repeat.
Is a —/bas Is a — bas
smobth? smooth?
If sof store. If so, store.
Send [a, b) up. Send (a, b) left.
Repeat. Repeat.
Is a\— bayg Is a — bag
smqoth? smooth?
If so, store. If so, store.
Send (a, b) right. | Send (a, b) right.
Repeat? Repeat.
Is a — bOé13 Is a — ba14
smooth? smooth?
If so, store. | ~Store.
Send (a, b) up. Send (a, b .
Repeat. Repeat.




Generate (a, b)
Is a— bm
smooth?

If so, store.
Repeat.
Generate (a, b).
Isa— bm
smooth?

If so, store.
Repeat.
Generate (a, b).
Is a— bm
smooth?

If so, store.
Repeat.
Generate (a, b).
Is a — bm
smooth?

If so, store.
Repeat.

T

- ;:7\

SMOOo
If so, store.
Repeat.

Generate (a, b).

Is a — bm
smooth?
If so, store.
Repeat.

Gener

Is a
SMOoO

If so, s
Repe

Generate (a, b).

Is a — bm
smooth?
If so, store.
Repeat.

Generate

Is a
sm

Generate (a, b).

T~lsa—bm

7

Is a — bas Is a — bao Is a — bas
smooth? /smee-t-hé’\ smooth?’
If so, store. If so, store. If so, store.
Send (a, b) righit. | Send (a, b) right. | Sewnd (a, b) right. | S
Repeay. Repeat. epeat.
Is a —/bas Is a — bag Is a\— bay
smopbth? smooth? smoypth?
If sof store. If so, store. If so, store.
Send (a, b) up. Send (a, b) left. Send (a, b) left. |
Repeat. Repeat. Repeat.
Is a\— bag Is a — bag
smqoth? smooth?
If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. S
Repeat? Repeat.
Is a — bOé13 Is a — bOé14 Is a — b0415
smooth? smooth? smooth?
If so, store. I ~Store. If so, store.
Send (a, b) up. Send (a, b . Send (a, b) left. !
Repeat. Repeat. ~_ Repeat.

T



/a b""\ Is a — bay Is a — ba Is a — bas Is a — bay
smooth? IfS::,)thze. /hf::e(:?j;\ IfS;?)(,)(;EZr?e. |fss";?§i23e_
If‘ SO, store. Sendr\)(:i,):a)).rfr\t./ Sendr\)(;,):gt.nght. N:I;Qtflght. Send é;:;;lown.
Repeat. bt | meot | it | oot
Generate (a, b). Gener s!ijoa?ttf)reqp. sel:dsc();,s Z(;rleéft. sel:dsc();, ) left Se:fdscz: Z(;rleéft.
IS d — bm IS d IsRa [ieztég Isr\;eiez;o Isl:\;eEe ;11 IsRaeEezzlz
smooth? sSmMoo |fssr,2, °§2r?e. |fs.«$(,)2:2r?e. |f522: sﬂlr?e. |fssr2(,)2t2r?e.
If SO, StOre H_‘ SO, S SendR(ear,):at.right. SendR(:[,):zt.right. Send eF,)i?t-lright. Send ngé):ztc.iown.
Repeat. Repe ot et A o | oot
Generate (a, b). Generate Send (a6) ap. | Send (o, BJmEe__| Send (o) it | Send (o) It
IS 3 — bm Repeat. Repeat. ~_ Repeat. Repeat.
smooth?
If so, store.
Repeat.
Generate (a, b). /

T~lsa-bm —~




- ;:7\

SMOoOo
If so, store.
Repeat.
Generate (a, b). Gener
Is a — bm Is a
smooth? SMOoO
If so, store. If so, s
Repeat. Repe
Generate (a, b). Generate
Is a — bm Is a
smooth? sm
If so, store.
Repeat.

Generate (a, b).

T~lsa-bm

7

Is a — bas Is a — bao Is a — bas Is a — bau —
smooth? /smee-t-hé’\ smooth?’ smooth?
If so, store. If so, store. If so, store. If so, store.
Send (a, b)}ywt/ Send (a, b) right. %\dﬂ(a, b) right. | Send (a, b) down. t
Repeay. Repeat. epeat. Repeat. "
Is a —/bas Is a — bas Is a\— bo Is a — basg
smopbth? smooth? smoypth? smooth?
If sof store. If so, store. If so, store. If so, store.
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. 5
Repeat. Repeat. Repeat. Repeat. th?
Is a\— bag Is a — bag Is a — bao "
smqoth? smooth? smooth?
If so, store. If so, store. If so, store. Store
Send (a, b) right. | Send (a, b) right. Send (a, b) down.
Repeat! Repeat. Repeat. a’ b) up
Is a — bOé13 Is a — bOé14 Is a — b0415 Is a — bOé16
smooth? smooth? smooth? smooth?
If so, store. I ~Store. If so, store. If so, store.
Send (a, b) up. Send (a, b . Send (a, b) left. Send (a, b) left.
Repeat. Repeat. ~_ Repeat. Repeat.




store.

eat.

= (a, b). Gener

- bm Is a
oth? SMOoOo
store. If so, s
eat. Repe
= (a, b). Generate

Is a— ba Is a— bas Is a— bas ls a— bau /""‘7‘
? 2 4 ?

oo, store. 4~ T oo, stone L It store. | 1f o, store. If so,

Sendr\)(:i,):a)).rfr\t./ Sendr\)(;,):gt.nght. N:I;Qtflght. Send é;:;;lown. Send (a’
ot mooth? ket mooth? Rep
Send [a.5) up. | Send (o.5) o, | Send (o by 1ft. | Send (o.5) It Qs Is a -
T ey B e TR R oy th? SmMo

Ifssr.r;, Otzr?e. IfS:)(,)ZEZr?e. Ifssnc])(,) stzze. Ifssrrc])(,)(;tzr?e. store If SO,
SendR(ear,):at.rlght. SendR(:[,):zt.rlght. Send eéfzt_”ght' Send ngé):ztc.iown. a, b) u p Send (a’
mooth? _smootn? 1 smooth? | smootn? Rep
If so, store. I ~Store. If so, store. If so, store. IS 2 —

Send (a, b) up. Send (a, b . Send (a, b) left. Send (a, b) left.

Repeat. Repeat. ~_ Repeat. Repeat. SMO

If so,

Send (a,
Rep

Is @ —

~__smo



Gener
Is a
SMOoO

If so, s
Repe

Generate
Is a

sm

Is a— ba Is a— bas Is a— bas s a— bas /"‘“’U“"'\
oo store. A~ T o0, store L If oo store. | If 3, sore. If so, store. )~

SendR(:I;:Ez).rfMt./ Sendr\)(ealsfgt.rlght. %\dﬂ(;;:a)t.nght. Send I_\E;,):i;lown. Send (a, b) rlght
amchent mooth? ket mooth? Repeat.

Send [ 6) up. | Send (o.5) o, | Send (o by 1ft. | Send (o.5) It Qs Is a — b
et e wel L bth? smooth?
footore. | If o, sore oo, stoe. store If so, store.

SendR(:F,):at.rlght. SendR(:F,):gt.rlght. Send é;:;t(_jown. a, b) U p Send (a’ b) |eft
Issrér)m_o'lc)ha?13 Issrér:c:o’lc)ha?14 Issréf1<;o‘lcfi.?15 lssri;o‘lcjf(l)i?lﬁ Re p eat.

Send (2.6) up. | Send (o, B)meL_| Send (o.by 1ft. | Send (o.5) It Is a — baio

Repeat. Repeat. ~_ Repeat. Repeat. Smooth 7

If so, store.
Send (a, b) right.
Repeat.

Is a — baya

w

|~



Is a — ba Is a — bas Is a — bas s a— bau /""UV“"\
oo store. A~ T 50 stoe L If oo store. | If 0, sore. If so, store.

Sendr\)(:i,):a)).rfr\t./ Sendr\)(;,):gt.nght. N:I;Qtflght. Send é;:;;lown. Send (a’ b) rlght Se
et mooth? e mooth? Repeat.

Send |2 6) up. | Send (o.b) 1ft. | Send (o by ot | Send (o) It Qs Is a — bas Is a
et e bth? smooth? smo
Ifssr.r;, Otzr?e. IfS:)(,)ZEZr?e. Ifssn:,)stzze. Ifssrrc])(,)(;tzr?e. store If S0, store. If S0,

s o sasfo by | soifd s [selnien | a b) up. | Send (a,b) left. | Send (a
mootht N smootn? 1 smootn? | smooth? Repeat. Repe

Send (2.5) up. | Send (o)L | Send (o.by 1ft. | Send (o.5) It Is @ — bauo Is a —

Repeat. Repeat. ~_ Repeat. Repeat. Smooth ? sSMo
If so, store. If so,

Send (a, b) right.
Repeat.

Send

Is a — b()é14

w

e



Is a — bas Is a — bas ls a— bou /"”W‘T"'\
e~ I st | 1f s atore It so, store.
Sendlz\)(;;gt.right. Send (;,Jfa)t.right. Send I:\E;,)l;;tc.iown. Send (a’ b) rlght Se
oot | it | mooth? Repeat.
sel:dsc():a,S Zc))r|eéft. se:cds?é, O)rleéft. se:cdsc();;,s Z(;rféft. 5 Is a — bas s a
et Repert. e th? smooth? sMo
oot e | store f so, store. f so,
e snd @) dom- |3 b) up. | Send (a, b) left. | Send (a,
it A oot | omooth? Repeat. Repe
Se:cdscz'a,s Z(;rleéft. Se:cdscz;,s Z(;rleéft. Is a — baio Is a —
Repeat ~_ Repeat. Repeat. smooth? SMo
If so, store. If so,
Send (a, b) right. | Send
Repeat.
Is a — baia /

w




Is a — bas

Is a — bau

smooth?’
If so, store.
Send (a, b) right.
epeat.

smooth?
If so, store.
Send (a, b) down.
Repeat.

Is a\— bay
smoypth?
If so, store.
Send (a, b) left.

Repeat.

Is a — bas
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bOz12
smooth?
If so, store.

Send (a, b) down.
Repeat.

/|S a— bOé15

smooth?
If so, store.

Send (a, b) left.
~_ Repeat.

Is a — bOt16
smooth?
If so, store.

Send (a, b) left.
Repeat.

If so, store.
Send (a, b) right.

ER T bor Ry T bos CERrT Ry T oo T b ER
smooth? smooth? smooth? smooth? oot smooth? o smooth? ooth?
1f 50, store £ 50, store. if 50, store 1f 50, store. 30, store. tore £ 50, store. 1f 50, store. 30, store.

Send (2,5) right. | Send (2,5) right. | Send (a,b) right. | Send (3. ) down Send (3,6) ight. | Send (3,) right. | Send (3,6) right. Send (2,6) ight. | Send (a.b) right.
Repeat. Repest. Repeat Repe. Repeat Repeat. Repeat. peat Repeat.
7 b T bor CERET 3o Tabor T3 by o e
<mooth? smooth? smooth? <mooth? <mooth? <mooth? smooth? smooth?
1f 50, store 1f 30, store. 1fso, store 1f 30, store. £ 30, store. 1f 50, sore. 1f 50, stor. t

Send (a,6) up. | Send (3.b) left. | Send (3, b) left. | Send (3.b) loft Send (a,5) up. | Send (5,b) left. Send (3.6) up.

epeat Repeat. epear Repeat. Repeat. Rep
T2 bas 2 - ban s b s bar s bo s b E - 53— bony Ta- b
smooth? smooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth?
1f 5o, store 1f 5o, stor I so,store 1f 5o, store. 150, store. 1f so, store, 1f 5o, store. 1f 5o, stor 1f 5o, store.

Send (2,b) ight. | Send (2,5 right. | Send (a,b) right. | Send (3. ) down Send (3,0) right. | Send (a,b) rght. | Send (3,b) right. | Send (3. b) down Send (3,6 right.
Repeat Repeat. Repeat Repe: Repeat. Repest. Repeat
o bon T bow o bon o b o bors
smooth? smooth? smooth? mog, smooth?
1f 50, store 1f 30, stor 1f 50, store. 1f 50, store.

)

Smooth?
e 1f 50, store
Send (3,5) o7
Repeat.

Send (3,6) up.
Repest.

sond by
Nt
AN

y
[

T T e e T o R T e T R
<mooth? <mooth? <mooth? <mooth? <mooth? smooth? smooth? smooth?
1f 5o, store. 1f 50, st 1f so, store 1f 50, st P 1f so, store. 1f 50, store 30, st
Send (2,5) right. | Send (2.5 right. | Send (a,b) right. | Send (a. ) davn Send (a.b) right. | Send (a,b) rght. | Send (3, right. Send (3,5 right. | Send (a.b) right
Repeat Repeat. epeat Repet Repet. Repeat. Repet Repeat epeat
s bas Ta- bor o bor o bor s bos oo bor T bor o bor o boe
smooth? smooth? smooth? smooth? oth? smooth? oth? smooth? smooth?
1f 50, store. 1f 50, store. 1f 50, store. 1f 50, store. 150, store. 1f 5o, store. 1650, store. 1f 50, store. 150, store.
Send (3,6) up. | Send (3,b) left | Send (3,b) left. | Send (3,b) lft Send (a,6) up. | Send (5,) left. | Send (3,) eft. Send (5,6) up. | Send (3,b) left.
Repeat. Repest. Repeat Repest. Repeat. Repeat. epeat Repeat. Repeat.
Fa o o bon Tabon 3o Fabon T bon o boy o bow
smooth? smooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store. 1f 30, store. if 50, store 1f 50, store. 30, store. 1f 50, store. 30, store. 1f 50, st 30, store.
Send (3,5) right. | Send (3,5) right. | Send (a,5) right. | Send (3, b) down. Send (3,6) right. | Send (3,) rght. | Send (5,b) right. Send (3,6) ight. | Send (a,b) right
Repeat Repeat. Repeat Repeat. Repeat Repeat. Repeat. Repeat Repeat.
o b T bon o b T ban = 53— bon T bor s oy T3 — oy
<mooth? <mooth? <mooth? <mooth? <mooth? smooth? smooth? smooth?
1f 5o, store 1f so, store. 1f so. store 1f 5o, store I s0, store 1f so, store. 1f 50, store. f 50, stor
Send (a,6) up. | Send (3,6) let. | Send (5,b) let. | Send (3. b) eft Send (5,) left. | Send (a,b) eft. Send (3.6) up. | Send (3, b) left
epe: epe: peat Repeat. pest Repeat. epe:
= T bor Ry R CERrT = b ER
smooth? smooth? smooth? smooth? smooth? R smooth? smooth?
1f 50, store £ 50, st if 50, store 1f 50, store. s 1f 50, store 1f 50, sor 30, stor
Send (3,5) right. | Send (2,5) right. | Send (a,b) right. | Send (3, b) dow. Send (3.6) Send (3, ) down. Send (a,6) right. | Send (a,b) right
Repeat. peat epeat peat 2 cpeat peat peat
o bor T bor o b0 T3 bor o bar T3 by o boe
<mooth? smooth? smooth? <mooth? <mooth? smooth? smooth?
1f 5o, store 1f 50, st st s 1f 50, store. t

Send (3,8) up.
Repeat

i
Send (2,5) let
Repeat

Send (3,6) up.
Repeat.

T s bay T3 bay s - bon s bas Tea - bay
smooth? smooth? smooth? <mooth? smooth?
1f 5o, store, 1f 5o, store. I so,store 1f 50, store. 1f 5o, store
Send (2,5) right. | Send (2, ) right. | Send (a,b) right. | Send (3. b) down Send (3,b) right. | Send (3,b) rght. | Send (3,b) right. Send (3,6 right.
Repeat Repeat. Repet Repe: peat Repeat. Repeat. Repeat.
o bon T bow o bon Toa— bar = o bow Ta-bon o bo
smooth? smooth? smooth? smooth? smooth? smooth? smooth?
if 50, store if 50, store 30, store. 1f 50, sore.

£ 50, store.
Send (3,5 ler
Repeat.

1f 50, store.
Send (3,5) ler
Repeat.

Send (3,6) left.

£30, store. 1f 50, store
Send (a,5) Iefe. | Send (2.b) Ief
Repeat.

T
<mooth?

1f 5o, store,
Send (2,b) right

T
<mooth?

1f 5o, store.
Send (3,6) right

CEErT
<mooth?

1f so, store
Send (5.5 right

T
<mooth?

1f 5o, store
Send (2,) down

smooth?

1 so, store.
Send (3.b) right
Repeat.

R
<mooth?

1 s0, store
Send (a,b) right

T e Ry
smooth? smooth?
1f 5o, store. 1f 5o, store.
Send (3,8) right. | Send (a. b) down

B
<mooth?

1f 50, store.
Send (3,6) right

N

Repeat o Repeat at
52— bo [ s bos oo bar T bor oo bos 3 bor
smooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store. 1f 50, st 1650, store. 1f 5o, store. 1650, store. 150, store.
Send (3,6) up. | Send (3,) eft. Send (3,6) up. | Send (3,) Ieft. | Send (3,5) et | Send (3,6) lef. Send (3,6 lef
Repeat. pea: Repea: eat epeat epeat
o b = o b o bon Taban To—bon o bow
smooth? “mooth smooth? smooth? smooth? smooth? smooth?
1f 5o, store. £ 50, st 30, store. s [ 1f 50, store store.
Send (2,5) right. | Send (2.5) right Send (a,6) ight. | Send (a,) right. | Send (3,6) right. | Send (3. b) down Send (3.8) right.
epeat Repeat epeat Repeat. eat. peat
o b T bon T3 — b 53— bon T bon Fa— b T3 — o
<mooth? <mooth? smooth? <mooth? smooth? smooth? smooth?
1f 5o, store 1f so, store. 130, st 0,5t 1f so, store. 1f so, store. S0, stor
Send (a,6) up. | Send (3, b) eft. Send (a,5) up. | Send (5,) left. | Send (3,b) left. | Send (3,6 lef. Send (3,5 left
epe: Repeat. Repes Repeat. Repeat, Repeat epe:

. Repeat.
Qs Is a — bag Is a
th? smooth SMOo
store. If so, store. If so,
a, b) up. Send (a, b) left. Send (a,
Repeat. Repe
Is a — baig Is a —
smooth SMo
If so, store. If so,
. | Send (a, b) right. | Send

Repeat.

Is a — bOé14
smooth

if 50, store
Send (3,5 right
Repeat

CERL
smooth?

1f 50, sore.
Send (3,5 right
Repeat.

T oo T bor
smooth? smooth?

30, store. <0, store
Send (3,6) right. | Send (3. b) down,
Repeat. Repe:

o bor
smooth?

30, store.
Send (3, right.
Repeat.

= at
o bor %3 bor T3 bar T b T3 bar T3 by o e
<mooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 5o, store [ F 30, store. 1f 50, sore. 1f 30, store. 1f 50, store. 30, store.
Send (3,6) up. | Send (a.) eft. Send (a,5) up. | Send (3,) left. | Send (3,) left. | Send (3,6 lef. Send (3,6) up. | Send (3,b) left
epeat epeat pear epeat epeat Repes: epeat
3 bay b s bo s bon o b s bay o boo
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 5o, store, 1f 5o, store. 150, store. 1f 5o, store, 150, store. 1f 5o, store, 1f 5o, store. 150, store.
Send (2,5) right. | Send (2. b) right Send (3,b) right. | Send (a,b) rght. | Send (3,b) right. | Send (3. b) down Send (2,5 right. | Send (a.b) right
Repeat. Repest. Repeat Repeat Repet epeat. Repeat Re;
Tabon T bow o b 53— bone T bon Tobow Ta ban o b
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
if 50, store £ 50, s i e e 30, store. 1f 50, st 130, 1f 50, store. 30, store.

Send (3,5) left
Repeat.

[
Send (3,5) ler
Repeat.

Send (a,5) Iefe. | Send (2.b) Ieft
Repeat. Repeat.




Is a — bau

smooth?
If so, store.
end (a, b) down.
Repeat.

Is a — basg
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bOé12
smooth?
If so, store.
end (a, b) down.
Repeat.

Is a — bOélﬁ
smooth?
If so, store.
Send (a, b) left.
Repeat.

If so, store.
end (a, b) right.

TR T R T T B e B T Y CEET T T B L T B e T B T ey
oottt ot oottt o mooth? i mooth? S oottt ncott? oottt oottt o ottt mcott?
Vomme | Wemge | irosme | i ooe Wrome | Wmoe | ieosme | o Falnoe | iame | homme | e omme | Wemoe | irosme | oo
Send (5.0 . | Snd (o By et | Send (3. g, | Send (o) down Send (3.0 . | Send (o 8y . | Send (o) . | Send () doun Send (3,9 . | Send (o) . | Sen (3.5 . | Sem (o5 down Send (3.0 . | Send (o, By . | Send (5 . | Send (o) down
Repe Repert Repe Repent fosey Repen cpen Repe epet Repen Repet s Repe s Repe epet
e (S TamErE e s T e Ty 5 e e R TR o R
ot mocth? nooth? mcots? mcath? ncoth? mcots? oot mcott? o’ oot oot ot mcots?
Vormme | iemoe | i o s Woose | W more Frnoe | iosoe | ieme | i Vormme | iemge | e | e
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left.
e Repet o o epen ca ot Repe Repert ot g
o R TR R T T e T ber s R b T e e T e R R
ot smoon? oot oot smoon? ‘oot oot smoot? ‘smoot? smoon? oo “moot?
Viome | idge | itosme | i Woosme | W s Voe | irsoe | i e e o soe | i soe | i e
Send (5.0 . | Send (o By et | Send (3) g, | Send (o) down Send (3. . | Send (o) doun Send 3.9 .| Send (8 oy Send (5.0 . | Send (o By e | Send (3) g, | Send (o) domn
A e Repen Repen s Repen oz Y e e o Repen -
C T T T B Tosbs T R T e T e BEm o ez b e
“mooth? amooth? mooth? “mooth? = “mooth? mooh? “mooth? moth? moth? “mooth? mooh? “mooth?
ooy e £ store oo, e oo, sore 4&“‘_ e 1o, siore 10, store. I, st 1o, store I, st oo e oo, sore oo, e oo, sore
Send (0.5 . | Send (o) Wt | Send (s, 5) f. | Send (o) it T | Send (o) ITNRGen (1) . Send (0.5 un. | Send (05 it | Send (o, 5) . | Send (05) it Send (o 5y an. | Send (0.5 i, | Send (o By e | Send (o) .
2 e e e Repes Repet et e e Repest Reps G e o
R T R T T T T R T L T B e T B T e T
oottt macth? ot oot oot ot ot oottt oot ot oot ot oot mcots? oottt moott?
[ [pSp oo v Woosme | 1o sne o e [ Voowe | e s o oo e p
Send (a, b) right. | Send (a, b) right. | Send (a,b) right. | Send (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a,b) right. | Send (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (3, b) down
Repen Repe s Repen epen s s Kepen s epen oo e s s hepen Kepen
aEm 0 o b b ooy TR R T L T o T e T L T B T T e T
oottt oot oottt oot oottt ot mooth? " oot oot " oottt oottt oot oot
Vore | Wedoe | iftosme | i de s | Weaoe | s | g Vartoe | iesoe | il ame | o Vome | Wedoe | iftoswe | i doe
Send (s oy an. | Send (5,5 i, | Send (o By e | Send (o) et Sind (o, 5yop. | Send (05 i | Send o 8yt | Send(0B) e Send (0.5 ip. | Send (o) it | Send 0,5y . | Sond (o) it Send (o 5y an. | Send (5,5 i, | Send (o By .| Send (o) et
Repi Repert Repe Reper cpen Repe Repert Repe et Repen Repen g Repe Repea Repet Repen
LT BT o T o T e L T e T e e B TR R T R L T BT T B T T
oot amooth? oot “mooth? moath? “mooth? amooth? moots? mooth? “mooth? mooth? ottt “moots? oot “moots?
e Koo | e | i Koo | o | i s Frnme | e | home | i e oo o oo |
Send (3.0 . | Send (o, ) . | Send (5.5 . | Send (o) down Send (3.5 . | Send s 8 . | S (0.) it Send (0.5 . | S () bt | Send o5 . | Semd o5 down Send (3.9, ngh. | Send (o By e | Send (3.) g, | Send (o) down
o Gt Repen o R Gt e o o Repen
L T e T e e e T T L T B T IO B T T T B T
smooth? maoth? oottt oo’ smoot? smooth? smoot? ‘smoot? oot ‘smoot? smoot? smeoth? “mooth? smooth? “mooth?
Vorme | iesge | ihesme | i ae 7 Vioroe | e sre Cme | isoe | isesme | i o Vrtoe | isoe | i e
Send (0. . | Send (o) it | Send 5,5yt | Send (o By it Qo . | send oty e | send 5 et Sind (o5 i | Send (o) it | Send o0yt | S (o) it send 5.0y an. | Send o0t | Send (o byt | Send (o) et
e et pen al o g o e e Rep: ot ot
/
TR T T o T ] T CEET e TR TR T ETERERTET
noot? mocth? oottt mcots? mooth? i oottt mcott? oot mcott? mooth? noot? oot ot mcott?
omme | imse | o oo v Moo | a oo e | 1o more. Fnoe | iame | ihome | i e Voo | i son oo v
Send (3.9 . | Snd (o By et | Send (3. g, | Send (o) down. Send (0.9 . | Send (o, YOG Send (o) . | Send () o Send (3,5 . | Send (o) . | Sen (55 . | Sem (o5 down Send (3.0 . | Send (o By . | Send (5 . | Send (o) down
Repet o Repe Repeat oy Repet Repert Repeat e Repen et Repert e et epet St
e S TEm e e e 7 L T e T B T B e T T
ot omocth? oot mcots? mcots? mooth? mcoth? oo’ ot oot ot mcots?
Vrmme | imge | et | e Vrnoe | isoe | ieme | i [t B i o o s
Send (a. b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a. b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left.
e et Repen a o hipe e g e hipe e
L T BT o Ty T m BE T oy oo o m
oot smoon? “moot? oot oot smoot? oot oot “moot? ‘moot?
Vome | idge | itosme | i o s o s Wote | Wge | it e o s,
Send (5.0 . | Send (o By et | Send (3) g, | Send () down Send (3.9 Send (0.8 down Send (5.0 . | Send (o By it | Send (3) g, | Send (o) down
Repen Reper Repen Repen epen e e Reper Repen Repen
(S T e T e e ey e BEm T B e
“mooth? amooth? mooth? “mooth? “mooth? mooth? moth? “mooth? mooh? “mooth?
Vormme | Wamoe | ifrorsme gl Fanoe | iromoe | e | i s o s oo s [t gl Voo o el
Send (0.5 . | Send (o) Wt | Send (0, 5) . | Send () it Sind o5y o | Send (05 ki | Send (o 8y i | S (o) . N Send (55 it Send (o 5y an. | Send (0.5 i, | Send (o By e | Send (o) .
Repet e Repeat - Repiat e e
T T e T T T T ™ ST e T
ottt macth? ot oot ot ot moths ottt oot o oot mooth? oot mcots? mcott?

1f 5o, store
Send (3,6) right
Repest

1f 5o, store.
Send (5.5) right.

1f 5o, store.
Send (3,6) right

f 30, sore,
Send (3,) down

1f 5o, store. 1f 3o, store.
Send (a,5) right. | Send (2.b) right
Repeat.

1f 5o, store. 1f 5o, store.
Send (a,b) right. | Send (3. ) down
Repeat.

30, store.
Send (a,) right
Repea.

N

30, st

1f 5o, sore.
Send (3. b) down

30, store
Send (2.b) right

30, store
Send (3,6) down

. Repeat.
Qs Is a — bag Is a
th? smooth SMo
store. If so, store. If so,
a, b) up. end (a, b) left. end (a,
Repeat. Repe
Is a — baig Is a —
smooth? SMo
If so, store. If so,
. | Send (a, b) right. | Send

Repeat.

Is a — bCV14
smooth?

T B T B e T T T 5 ST TN
Sena (o by up. | Semd (o by i | Sew (o by et | S (o By Send (o . S (o By . | S (o By \& Send (o by up. | Semd (o by i | S (o By e, | S (o By
g e | e | e e e | e e | e | e | e
Send (o) v, | Send (3.9, . | Send () v, | Send () down Send ) doun Send oy | Sene o v Send o e | Sene oo | Send oy .| Send o ) s
T B T T e T e I L T R
R et p oot R oot e oot o “moot? oo’ “moot’
e | imee | i e | e o ote | e . e Py e
semdloyup | send oyl | S o0 | send oty e sendotyup | send by sond byt sendonbyin, | St (o by o | Send o) e | S o8y sond (1IN 5wy, | S o0 e | send by e
e Rt Ryt Rt et o [ o P gt Repear Ryt Rt Ryt
e T e e e R T R T T TR T RN T
smooth? smooth? smooth? smooth?. smooth? smooth? smooth? smooth? smooth?. smooth? smooth? smooth? smooth? \

e | e | e | e P | e | e | il i e Core | e
Send o e | S ooy | send oy e | Semd o s Send oy . | Send (5.5 .| Send (o 5y . | Send o ) doun Send (o) . | Snd 5.9, . | Send (o) . | Sen (o) o Send (o y v, | Send (3.9 e

Repat. repe e Repat e e repe

s et et oot et oot et oot oottt et ooty oo o oot

e | e | il e | e e | e | i e Fotoe |

Sonibyin, | St sy | Sond oyt | Segio s ot sindlonyin | semdionyiee | i oo | somd oty oty in, | St sy | Send oy e | S8y sndloyop | sty

T B TR o R TR T TR T T e
Send (o ) v, | Snd o9, . | Send ) v, | Send (o ) down Send o By . | Send o) v | Send o By . | Send o ) down Send (o) v | Send 05y . | Send (o) v, | Send (o) down Send oy v, | end o) e

Repe oo Repe. g e Repe Kepes e ey e epen hepen e

e | e | e | e e | e | e e | i [rispi I e | e

Send (5,6 lef.
Repeat

Send (3,5) ler
Repeat.

Send (3,6) up. | Send (3, b) left.
Repeat. Repeat.

Send (5,) left. | Send (3,b) lef.
Repeat. Repeat.

Send (3,5) up
Repea.

Send (3,) et
Repeat.

Send (3,8) loft

Send (3,) up.
Repest.

Send (3,6 lef
Repeat

Send (3,5 ler
Repeat.




If so, store.
end (a, b) right.

Repeat.
Is a — bag Is a
smooth SMo
If so, store. If so,
end (a, b) left. end (a,
Repeat. Repe
Is a — baig Is a —
smooth SMo
If so, store. If so,
. | Send (a, b) right. | Send

Repeat.

Is a — bOé14
smooth

5 e X e T EER T EEEm e T EEEm T e EXR T IXRm
s i moath? ot o oot ot oot et moath? moath? m " i moath?
Wro e | Wiose | i se | oo Voo | it st Vamstoe, | 1o soe Fonsoe, | oo see o s fam v fam st Vamsioe | isoswe | e | i s
Send (0.9 it | Send (s 8)righ. | Send () ght. | Send (o) down. Send (3.5 iht. | Send (o, ) . | Send (5.5 ight. | Send (.5 down. Send (0.5 riht. | Sen (o ) rgh. Send () doun. Send () e Send (3.8 ight. | Send (0.5 o, Send (3.5 iht. | Send (o, ) . | Send (.5 ight. | Send (.5 dow.
Repeat Repeat Repeat Repeat Repest Repeat Repeat epea. Repest Repeat et Repeat Repeat Repeat Repeat Repeat Repeat Repeat
i T e Tah R e e e oo b e e e e R e
oot ot mooth? it et oot et oot ot et moeth? mooth? et o P
Wi doe | Wesoe | ieodoe | i s Ve | Weosme | e | e s i ore i dore g Vaosoe | eowme | adoe | e soe Vo s e
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Senc Send (a, b) left.
epist Repeat ot Repeat epest. Repeat et Repeat. Repeat Repest Repeat 5 e a
s bir 52> box ooy | o by T bar P T s b T2 bar T3z by [ o ba s b | b e bes b
Smooth? ‘mooth? smooth? ‘mooth? mooth? mooth? ‘moot? smooth? Smooth? mooth? “mooth? iy sy mooth? mooth?
Wio e | Wenswe | s doe | ien oo Vensioe | oo | msioe | e se i, sore i e T | feo.sore | e doe | e s e st
Send (3, 8) . | Send (o) g, | Sen (5 8) i | Sen (06 v Send (3.0 iht. | Send (o, 5) rgh. | Send (3.8 ight. | Send (.5 down. Send (0.8 ihe ) dom Send (5.8 dght. | Send o) rghe. | Send (5.8 dight. | Send (0.5 down Send (3.0 iht
et Repeat. et Repeat Repent Repeat Repeat. Repent Repent et Repent. Repe Epeat Repen:
E LT B e e e e T e T3 b | Was bow 3 Sban | e ban | Babun | o bun 32 b
oot ot moath? g oot oot oot “moth? moath? “mocth? moath? “mooth? ot
a0, sore If o, stre. o, store ﬁ' e Ifo, store IF s, store. IF 0, store s, stoe. 0 store. If s, stoe. o, stre. o, store i o, stre
Send (0.5)up. | Send (o) e | Send (o 8y et e (0.5 et | Send (5, 1) ETRGend (0.6t Send (2.5 up Send (0.5t | Send (5. ) . Send (0.5 up. | Send (0.8 e | Send (o, by k. | Send (0.5 . Send (o 6yap. | Send (5,8 . | Send o by .
epe e Repeat, Repest \Qt Repest et e epest Repe Repest
o GEm e BE GEm S GE e GE e T GE e e BE GEm e
oot et oot oot et oot ot moeth? oot et oot ot o o mooth? Sontht mooth?
Wiodoe | Weosme | i o o Vet | s s i dore i s pd oo s Vi o ot Vsioe | isosme | e | e s
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. Send (a, b) right. | Send (a, b) right. | Send (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a,b) right. | Send (a, b) down. Send (a,b) right. | Send (a, b) right. | Send (a. b) right. | Send (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a,b) right. | Send (a, b) down.
Repeat Repeat oy Repent Repen Repeat Repe Repent Repent Repen “ Repe Repent Repeat Repeat Repeat Repeat Repent
Em 3= biy 3= bar ET 3= bir 3= bar o ber T3 bar R b 3= bar T3 bar o her T3 bar T T b 3= bir
oot o moath? oot v oot oot ath? oot ath? moath? o s oot o oot et o
Wi e | oo | s aoe Wi e | Wensoe | s qoe Weosoe | oo | i doe | 1 soe W doe | Wsosore | s sioe | e s Wemsioe | Wsoswe, | fmstoe | s s
Send (0.5 up. | Send (08) e | Send (s 8y . Send (5.8 et | Send () fe | Send (5 8 . Send (5. 5)up. | Send (0,0 et | Send (o) It | Send (s 5 . Send (0.5 up. | Send (08t | Send (5. by . | Send (05 . Send (08 up. | Send () e | Send (0. 5) et | Send o) I
Repeat Repeat Repeat Repest, Repeat Repeat Repest Repeat Repeat Repes Repeat Repe Repeat Repeat epia Repeat Repeat Repeat
TR B K TR R T R T B T R e TR B T B T CEEr T ma e E TR e s e e
oot month? mooth? oot “mooth? oot moeth? “mooth? mocth? “mooth? “mooth? oot ety oot mocth “oeth?
oo doe | Wiosoe | i de | e sore Ve | isosme | e | i s Fandoe | Wwosme | e doe | s [ oo ore Ve | isoame | e | i s
Send (0.5 bt | Sed (5 8)righ. | Send () bt | Send (. ) down. Send (o) rgh. | Send (35 . | Send (5. ) rght, | Send 3 ) o Send (0.5 bt | Sen (3 ) rgh. | Send () bt | Send () down. Sent () ght. | Send (a.) down. Send (3.5 iht. | Send (o, ) rgh. | Send (.5 iht. | Send (.5 dow.
coet Repeat Repeat Repeat peat Repeat Repest epeat. cpeat Repeat Repest coeat Repeat et
T T e e T T TR B T T3t [ R b | Fasber | el bir T3 b | T b Tasben [ e b | Fasben | oo b
oot oot oot “mocth? “mocth? oot oot “mocth? moath? mocth? ot “mooth? ‘smonth? ‘smooth? smooth? ‘smonth? smooth?
Wi doe | Wensoe | e doe | e Codoe | ieose | i o Viosoe | Weosme | e doe | e s W s, | s st g Wiodoe | Wensoe | i doe
Send (o,8) dp. | Send (5,0 it | Send (o6) k. | Sed (55 G55y up. | Send 5,0yt | Send oy e Send (o) up. | Send o8y et | Send (o) It | Send (55 et Send (o) it | Send (05 send o8y up. | Send (5,0 it | Send (o)t | Send (o) i
. Repeat, Repeat et e e e e et
EER e X e T = = o o EXR T ERm R T b e e o T
mooth? ottt oottt ot moath? o moeth? o oot moath? moath? e moath? ot moath? oot i moath?
oo e, | Vo soe | o s oo | ran s, | 10 st o e | W | i e Wamdoe | oo | imdoe | it s Ve | isoswe, | e | i s
Send (0.8 e | Send (5 8)righ. | Send () ghe. | Send (o) down. Send (3.5 iht. | Send (o, YN | Send (.5 ight. | Send (.5 down. Send (0.5 bt | Send (5 ) rgh. | Send (.5 ihe. | Send () doun. Send (9 gt | Send (s 8)righ. | Send () ghe. | Send (o) down. Send () v, | Send (35 . | Send o ) g, | Send 3 ) o
Repeat Repeat Repet Repest Repeat Repeat epea. Repest at Repes. epeat et Repe epeat epeat. Repeat Repeat Repeat .
i T e e = e e e e oo b e b i
oot ot oot it ot voeth? ot et g moeth? o moth?
e store. | 160, sore. Sove. | i stre. [ i Fio e |16 sore o i dore [ i
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left Send (a, b) left. Send (a. b) left. Send (a. b) up. Send (a, b) left.
ot Repeat Repeat Repe Repeot e Repeat. cpeat Repea epest Repeat epest
T o by | o bar T2 b s S e b B o bam b | T b
oot “moath? oot “mocth? e mooth? s moath? oot moath? mooth? “mocth? oty oot
Wio e | Wenswe | s doe | s Wensioe | isoswe, | e st i sore o sioe | W0 s | s st Ve | s s Wansioe, | e ste
Send (0.9 nght. | Send (5 8)rght. | Send () ghe. | Send (o) down. Send (3.0 iht. | Send o, ) rgh. | Send (3.8 iht Send (0.8 ight Send (0.9 ight. | Send () down. Send (3.8 diht. | Send (3.5 down Send (3.0 iht. | Send (5, 8) g
Repent Repeat. Repent Repeat Repent Repent Repeat Repen Repen. et e Repeas e Repen
T3 bon [T b | o ban | T buw T e e e T 3= ban [T b TR e TR
oot “month? mocth? “mocth? “moth? mooth? oot mocth? “mooth? “mooth? “mocth? “mooth? mooth?
oo e, | 1o sore o | it ore Ve | isoswe | aaoe | i s oo e | e s Vo | i soe Vamstoe | isosme | oo oo sore
Send (0.5)op. | Send (0.8 et | Send s,y k. | Send (0.5 . Send (08 up. | Send (o) e | Send (s, 5) k. | Send (o) It Send (0.5) et | Send (5. ) . Send (0.5t | Send (5. By et Send (0.8 up. | Send (o) e | Send (o.5) ek | Send o B) It
epe e Repist ot peat. peat. e Repet
GE GE e GEm T E e i e GE NG GE e e GE e GE 5 e e e
oot et oot ot et oot et oot ot o) oot meth? oot it mooth? Smonth? Smonth? mooth? Smonth? mooth?
Wi aoe | Wemswe | s dme | e e Vi doe | Wenome | e o Wi sore, | 1% oo N 1150 e, | 1%, sre Vs | Wsose | doe | e s Vasioe | Wsosme | e | e s
Send (0, 8) . | Snd (0. g, | Sen (5,8 i | Sen (08 down Send (o) g, | Send (5.5 . | Send o ) g, | Send o ) down Send o, 5) 1. | Send (3.5 e IG5 8) . | Send (0 &) down Send (0, 8) .| Send (0.) g, | Sen (58 eiht. | Sen (08 dow Send (o) g, | Send (3.5 . | Send (5 ) gt | Send o ) down
epen: o Repe Repen Repen. “ Repent e Repen Repent Repe. o Repen e Reper Repent
5 Em Em s bar 3= bar oo 3= bar T3 bar S i I b Em o b 53 bar Em 3= bar E T he
oot et moath? o ath? oot ; oot oot et oot moath? s o oot et oot o oot
s, | Weosoe | Wswe | s sore Weosare, | s, dore . W sore. | s doe | 1fsosore [P e, sore Wamsioe | Weoswe | e | s s
Send (0.6)up. | Send (0.8 ot | Send o,y k. | Send (05 . Send (08) ap. | Send (o) e | Send (s, 5) k. | Send (o) I Send (0.6)up. | Send (05 ke | Send (5. By et Send (0.5 up. | Send (0.8 e | Send (o, by . | Send (05 . Send (08) up. | Send () e | Send (0. 5) ek | Send o B) I
cpest cpeat Repeat Repeat Repes Repeat Repeat Repeat epent Repeat epest. epen Repeat cpeat. epest. epiot Repeat epeat cpest
T R T AT T e W3 b [ Tess b | Waban | s bur T T AT B T B T E T B T B T
oot month? mooth? mocth ety oot “mocth? oot ot et oot moeth? mocth “moeth? mocth? o oot month? mooth?
Wao e, | 1Feesore o | i ore Voo, | Vo soe, | 1o se e ore e, | e i Vangoe. | ieosme | e ore Ve | isoame | e | i s
Send (0,8 . | Snd (0.) g, | Sen (38 aht. | Send (08 down. Send (3.5 iht. | Send (o, ) sgh. | Send (3.5 iht. | Send (.5 down. Send (2.5 bt | Sen (s ) rgh. | Send () bt Send (0.8 .| Send (0.) g, | Sen (38 aht. | Send (08 down. Send (3.5 iht. | Send (o, ) sgh. | Send (3.5 iht. | Send (.5 dow.
cpeat pest. Repeat et peat. Repeat Repeat pest et Repeat Reper Repeat Repe Repeat e peat. Repeat Repeat et
T T e e T T T b T3z ben e Tasben [ R b | Fasben 5 b T3 o Tasben [ e b | Fasber | oo b
oot “mocth? mooth? “mocth? “mocth? coth? oot “mocth? “moath? mocth? o ‘smonth? ‘smooth? smooth? ‘oot smooth?
[P o st o e st Ve stoe, | e s Vi, o o i sore N i sore Vastoe, | e s p o s
Send (o,8) dp. | Send (0,6 it | Send (6] k. | Sed (55 send (5,5 up Send 5.y i | Send (0.5 Send (o) up. | Send (o, By it | Send (o) bt send (513 Send (5.0 it send 5.8y up. | Send (5,0) it | Send (onb) ket | Send (o)
Repeat Repeat epen Repeat Repe Repet g Repeat Repeat epest. 2 Repeat e Repea Repeat epet
e X TR T R e T R TR EXR e TR EXE e R e EERm
moth? o oot month? o e o moth? moeth? o moeth? o mocth? month? o mooth? ottt oot
oo e, | o s AR oo st oo doe | Wiswe | i o [ Ve | isose | o s fam o oo ore Ve | iwoswe, | e | i s
Send (0.8 gt | Send (o 8)righ. | Send () he. | Send (o) down. Send (3.5 ight. | Send (o, ) gh. | Send (3.5 ight. | Send (.5 down. Send (0.5 bt | Sen (s ) rgh. | Send (0.5 ihe. | Send (.5 doun. Send () e Send () doun. Send (3.5 ight. | Send (o, ) . | Send (.5 ight. | Send (.5 dow.
et e Repest e, peat Repes. epeat Repest Repeat Repeat
e e e e R e b e o e e Tas by e e b e h s b
oot ot mooth? it et ot et oot ot et ot et moeth? o moth? ot o
Wi aoe | e sore e | e sore Ve | isosme | i o pipe i dore PP I o sor e | e | wemsoe | ifea
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left. Send (a, b) uf Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left.
epist cpea cpest ot e Repeat Repeo Repeat. e Repeat et Repe Repeat
> T T T 3 baw [ oo bar b s b | Eas b | e bar | 2= bar 3" ban T2 b [ s bam 3 b | o ban
oottt “mooh? oot “moot? oot smoot? ‘moot? smoon? oottt ‘moot? smoot? ‘moot? oottt oot N oot smoot? “moot? oot
Send (0.9 nghe. | Send (5 8)righ. | Send (0.) ghe. | Send (o) down. Send (3.0 iht. | Send (o, 5) rgh. | Send (3.8 iht. | Send (.5 down. Send (0.5 iht. | Send (5 ) rgh. | Send (0.8 ighe. | Send (.5 down. Send (5.0 dht Send () down. (0.5 iaht. | Send (5, 5) . | Send (0.8 ight. | Send (.5 down.
Repent Repeat et Repeat Repert Repent Repent Repent Repen Repent Ropen peat e Cpeat Rpen et -l
o b a b | Te b | s b T EE TR R T R LT B T e T e T R e TN e b | e baw
oot et “mooth? “mocth? oottt oot oot oot moeth? “mooth? moeth? “mooth? “moeth? mooth o oot “mocth “moeth?
oo doe | Wiosoe | it o e o st - o stre. “ Vo oe | o sre oo v oo v oo ore gt Vamoe | s

Send (3,5) left
Repeat.

Send (3,6 lef
Repeat

[
Send (3,5) ler
Repeat.

i
Send (3,6 let
Repeat.

Send (3,5) left
Repeat.

Send (5,) lef.
Repeat.

Send (3,6) up.
Repeat.

Send (3,5) lef
Repeat.

[
Send (3, left
Repeat.

Send (3,5) lef

Send (3,5) ler
Repeat.

Send (3,) et
Repeat.

if 50, store
d (3. b) It
3

Send (3,5) left
Repeat.

Send (3,6 lef.
Repeat

SN\




If so, store.
end (a, b) right.
Repeat.

Is a — bag
smooth
If so, store.

end (a, b) left.
Repeat.

Is a
SMo
If so,
end (a,

Repe

o bar

Ry

T bo

o bor

Ry T bos ER T CERrTy o= bas T bar Ry —bo o or T bar T bor Ry T bos
smooth? h? smooth? smooth? smooth? smoott smooth? smooth? smooth? smooth? smooth? smooth? me h smooth?
£ 50, store. if 50, store 1f 50, store. 30, store. If 5o, sore. 1£50, store. 30, store. 1f 50, store. 30, store. 1f 50, sore. 1f 50, store. 30, store. 1f 50, store. 30, store. 1f 50, sore. £ 50, store. if 50, store £ 50, store.
Send (a,6) ight. | Send (a,) right. | Send (a,6) right. | Send (3. b) down. Send (3,5) right. | Send (3. ) down Send (3.b) right. | Send (3,b) right. | Send (3,) rght. | Send (3. b) down Send (a,6) right. | Send (a,b) right. | Send (a,6) right. | Send (3. b) down. Send (3,5) ight. | Send (a.5) right. | Send (a,b) right. | Send (3. ) down
Repest. Repeat Repest. Repeat epea Repest. Repeat Repest. Repeat. peat Repeat. Repeat Repeat. Repeat Repea Repeat Repeat Repeat.
T bur Ee T3 b R T3 b7 T boy R = T3 bor T bor T bor CERET T b T3 —bor T bor
<mooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? <mooth? smooth? smooth?
1F 30, store. 1f 5o, store 1f 50, store. o, store 1f 50, sore. 1F 30, store. 30, store. 1f 50, store. £ 30, stor 1f 50, store. 1f 30, store. 30, store. 1f 50, store. 30, store. 1f 50, store
Send (a.5) up. | Send (a,) left. | Send (3,) left. | Send (5,6 lef. Send (5,6) left. | Send (3, b) eft. Send (5,6) up. | Send (a,6) left | Send (a,b) left. | Send (a.8) left Send (.6) up. | Send (,b) left. | Send (a.b) left | Send (5,5) lef.
Repeat, Repeat peat epea Repeat epea epeat Repeat. epeat Repeat 5 Repeat.
T a— ba T2 bow s ban 3 - o s b T a— bas o bo T3 boy Fa-bo s b T3 bay s o b b T a— bay
smooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? “mooth? smooth? smooth?

Is a — bOzlo
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a —
SMo
If so,

Send

Is a — bOé14
smooth?

Wemsioe | oo | sstoe | i swe Wio e, | 6o sore Vs | s s, | e st T | feosie | esoe | i se i 4 ¥ st
Send (a,b) right. | Send (a,b) right. | Send (a, b) right. | Send (a, b) down. Send (a,b) right. | Send (2, b) down. Send (a,b) right. w end (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a,b) right. | Send (a, b) down. Send (a,b) right. | Send (a, b) right.
" <y Repent Repent Repen Repear s Repen Gpeat Repens e Repen o epen
b | e baw | s bus | e bux 3= b o bus | Wa-ban | Wa-bis | o bun o3 b o E T3 bon [T bur
ot oot “mocth? moath? oetn? moath? oot o’ oot “mocth? moath? o’ oot “moth? ot
ooy e £ store oo, e oo, sore 4&“‘_ e 1o, siore 1o, store 1o, st 1o, store 1o, scre 1o, siore 10, stre o shre e e oo, e [l
Send (0.8 up. | Send () It | Send (o.5) et | Send (o B) Ik et | Send (5, 0) ETNRGend () Send (0.8 up. | Send (0.5 e | Send (o, by k. | Send (0.5 . Send (0. 5)up. | Send (0,6) et | Send (o) e | Send (55 . Send (0.5)up. | Send (0.8 et | Send o,y bkt | Send (05 .
e e e e Repet Repeat epiot peat. Repes, Repe epe epes epen Repeat Repeat eps
GE e GEm e e T GE GET GEm e BE GEm e GE T BE GEm
et moth? ot moeth? et et ot oeth? oot ot moeth? ot o mooth? ot mooth? Sontht
Ve i o e e e Ve s Vs | s s Ve dtoe, | 1o soe e i sore p i s Ve st Wio e | e
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Send (3,6 right.
Repeat.

if 50, store
Send (2,5 right.
Repeat
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Repeat.

Send (o) o

30, store.
Send (2,5 righ.
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Repeat.

Send (3,6 lef.
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Repeat.
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Repeat.
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Repeat.
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Repeat.
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Repeat.
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Repeat.
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Is a — bayg
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — bOzlo
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — bOé11
smooth?
If so, store.
Send (a, b) right.
Repeat.
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Is a — bOé13
smooth?

If so, store.
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Is a — bais
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bass
smooth?
If so, store.
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Repeat.

a—ba2

Is a —
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Send (3,6) up.
Repest.

Send (3,5) lef
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Send (3,5) lef

Send (3,6 lef
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O, store.
Send (a, b) left.
Repeat.

If so, S
Send (a, b) left.
Repeat.

Is a — ban
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — bao
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — bas
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — bay
smooth?
If so, store.

Send (a, b) down.
Repeat.

Is a — bas
smooth?
If so, store.
Send (a, b) up.
Repeat.

Is a — bag
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bay
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bas
smooth?
If so, store.

Send (a, b) left.
Repeat.

ER T e e T o Ry T bey T CERrT T e bor T 3 b CERrT —Bar e Ry T ey R
<mooth? <mooth? <mooth? <mooth? <mooth? smooth? <mooth? smooth? <mooth? smooth smooth? <mooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store. 1f 50, st 1 30, stor 1f 50, st 1f 5o, store. 1f 50, store 1f 5o, stor stor 1f 5o, store. <0, st 1f 50, store. 1f 5o, store. 1f 50, st 1f 50, st 30, store
Send (2,5) ight. | Send (2.5 right. | Send (a,b) right. | Send (a. ) davn Send (a.b) right. | Send (a,b) rght. | Send (3, right. Send (a,5) right. | Send (a.b) right. | Send (a,5) ight. | Send (3. b) down, Send (2,b) right. | Send (2, 5) right. | Send (a.b) right. | Send (a. ) dawn Send (3,6) right. | Send (a,b) rght. | Send (3,6) ight. | Send (a. b) down.
Repeat Repest Repeat Repet Repet. Repeat Repet Repeat. Repear. Repeat. Repet. Repeat Repet Repe: Repeat Repeat. Repea Repeat. Repeat
5 bar o bor T s bay T3 bay s bos s bar T bor s bas o boe Tea - bar s bar s bas T3 by o bor T3 - bas T bor s bar Ta- bor s - bas
smooth? smooth? smooth? smooth? oth? smooth smooth? smooth? ooth? smooth? oth? smooth? smooth? smooth? smooth? oth smooth? smooth? smooth?
1f 50, store. 1f 50, store. 50, store 1f 50, store. 1650, store. 1f 5o, store. 1650, store. 1f 50, store. 150, store. 1f 50, stoe. 150, store. 50, store 1f 50, store. 50, store. 1f 50, store. 1650, store. 1f 5o, store, 1f 50, store. 50, store
Send (3,6) up. | Send (3,b) left. | Send (3,b) left. | Send (3,b) lft Send (3,6) up. | Send (5,) left. | Send (3,b) eft. Send (5,6) up. | Send (3, b) lef. | Send (3.b) left. | Send (3, b) left Send (3,6) up. | Send (3.b) let. | Send (3,b) left. | Send (3,b) It Send (3,6) up. | Send (3,6) left. | Send (3,5) lefe. | Send (3,6) lef.
Repeat. Repest. Repeat Repest. Repe: Repeat. Repest. Repeat. Repeat. Repeat. Repeat Repeat Repeat. Repeat Repeat. epeat Repeat Repet Repeat
o bos T bon o bon Ta bon Fabon T bon o bow o bon T3 b o bos Taban o o T bon T bos o oo T bon Fabon
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? <mooth? Smooth? “mooth? smooth? smooth? smooth? smooth?
1f 50, st £ 50, stor store. 1f 50, store. 1f 50, sore. 30, store. 30, store. 1f 50, sor store. <0, 5t 1f 50, st 30, store. 1f 50, st 30, store. if s stor 30, stor
Send (3,5) right. | Send (3,5) right. | Send (a,b) right. | Send (3, b) down. Send (3,5) right. | Send (2.5) right Send (3,6) rght. | Send (3,b) right. | Send (. 5) down. Send (a,5) ight. | Send (a,5) right. | Send (a,b) right. | Send (3. b) down. Send (a,6) right. | Send (a,b) rght. | Send (a,6) right. | Send (3. b) down.
epeat peat peat Repeat. Repeat Repeat. Repeat peat peat Repeat epeat Repeat epeat Repeat Repeat peat peat
o b T bon o b T ban 53— bon T bor T3 — oy Ta— b B3 — o o b T o 3o oo T bon oo T bon o b
<mooth? <mooth? <mooth? <mooth? <mooth? smooth? smooth? <mooth? smooth? <mooth? <mooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 5o, store. 1f so, store. 0, store 1f 5o, store. 1f so, store. 1f so, store. 30, store. 1f 5o, sore. 1 so, store. 30, store 1f 5o, stor. 30, store 1f 5o, store. S0, store 1f 5o, store. 1f so, store. 0, store
Send (a,6) up. | Send (3,6) let. | Send (5,b) let. | Send (3.b) eft Send (5,) left. | Send (3, b) eft. Send (a,5) left. | Send (3.b) left. | Send (a,5) lef. Send (a,6) up. | Send (3,6) left. | Send (5,b) let. | Send (a.b) eft Send (a,b) up. | Send (5,) left. | Send (3,b) left. | Send (3,6 left.
Repes: o Repeat pest epes Repeat. epes epear Rep epes Repeat epes epeat
T s Ry T bos CERrT = B R T o bor CERry R "o bar T bor Ry “bas T bor R T bas Ry
smooth? smooth? smooth? smooth? R frmntEoth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store 1f 50, 5 store 1f 50, store. 30, s 3 s 1f 50, store 1f 50, sor 1f 50, stoe. 30, store. 1f 50, stor S0, store. 1f 50, stor. 1f 50, store 1f 50, s 30, store.
Send (3,5) right. | Send (2,5) right. | Send (a,b) right. | Send (3. b) dow. Send (3,6) right. | Send (3,5) Send (3,6) ight. | Send (3. b) down. Send (3,5) right. | Send (a,b) right. | Send (a,b) right. | Send (3, b) down. Send (2,5) right. | Send (2,5 right. | Send (2,b) right. | Send (3. b) down Send (3,6) right. | Send (3,) right. | Send (3,6} right. | Send (a. b) down.
Repeat Repest. Repeat peat Repeat Repeat. Repeat. at peat Repeat. Repeat. epeat Repeat peat Repeat epeat Repeat Repeat Repeat. epeat
o bar T bor CERLT T3 bor o b T3 bar o e T3 bar %3 bos o bar T bor R T3 bor T bur T3 bor T3 bor T3 —bor
<mooth? smooth? smooth? <mooth? <mooth? <mooth? smooth? <mooth? smooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store. 1f 50, st o, store 1f 50, sor F 30, store. 1f 50, store. 30, s 1f 50, stor. S0, st 30, store. 1f 50, sor o, st 1f 50, sor 1F 30, store. 1f 5o, stor 1f 50, st 30, st
Send (a,6) up. | Send (3.b) left. | Send (3, b) left. | Send (3.b) loft Send (3,5) up. Send (3,6) up. | Send (3,b) left. | Send (a.b) left. | Send (3,5) left Send (3,6) up. | Send (a.b) left. | Send (3,b) left. | Send (3.b) let Send (3,6) up. | Send (3,6) left. | Send (3,b) left. | Send (a,6) left.
epeat Repeat. Repeat Repeat Repeat. Repeat epe: Repeat epe: Rep Repeat Repeat tepeat Repeat. epeat Repeat. Repeat
53— bay T3 - bay s - b Tea - bos s T s bay K s b g T3 - bo: s b ban s bar Toa - bay o - b Toa - ban s - bar
smooth? smooth? smooth? smooth? smooth? <mooth? smooth? smooth? smooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth? smooth?

1 so, store, 1f 5o, stor 30, store. 1f 5o, store 150, store. 1f 5o, store 150, store 1f 5o, store. 150, store 50, store 1f 5o, store 30, store 1f 5o, store 1f 50, store. 1 so, store, 1f 5o, store. 50, stor.
Send (2,5 right. | Send (2,5 right. | Send (a,b) right. | Send (3. b) down Send (3,b) right. Send (3,6) right. | Send (a,) right. | Send (a,6) right. | Send (3. b) down, Send (3,b) right. | Send (3,b) rght, | Send (3. b) rght. | Send (. b) down Send (3,6) right. | Send (a,b) rght. | Send (3,6) right. | Send (3. b) down.
Repeat Repeat. Repeat Repeat. Repeat. Repeat. epeat Repeat. epeat. Repeat Repest. Repeat Repeat. Repest. Repeat. Repest Repeat
o bon T bow o bon o bon o b o ban o b o bon T3 o o bos o bow o bow g Ta-bon o bow Ta-bon o — b
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, st £ 50, store. 30, store. 1f 50, store. i 1f 50, sore. 1£30, store. 1f 50, store <o, store 30, store. 1f 50, store. 30, store. 30, £ 50, store. o, st 1f 50, stor. £30, store. 1f 50, store £ 50, store. 30, store.
Send (3,6) up. | Send (3,b) left. | Send (a,b) left. | Send (3,b) loft Send (5,6) up. | Send (3,6) oft. | Send (3,5) et | Send (3,6) left. SaNQL) up. | Send (3, b) lef. | Send (3.b) left. | Send (3,5) lef Send (3,6) up. | Send (3,b) et | Send (3,b) lef. | Send (3,b) lot Send (3,6) up. | Send (a,6) left. | Send (3,5) e | Send (a,6) left.
epea Repeat Repeat Repeat Rep Repeat. peat Repeat. epe: epeat epe: Repeat Repeat. Repeat

T T e CERET T e R EER T e EER T » e CERr CERET T e CERrT 5 T R R R
<mooth? <mooth? <mooth? <mooth? smooth? <mooth? smooth? <mooth? <mooth? sm <mooth? smooth? <mooth? <mooth? smooth? smooth smooth? smooth? smooth? smooth?
1f 5o, store, 1f 5o, store. 30, store 1f 5o, store. 1 so, store. 1f 5o, store. 1f 3o, store. 1f 5o, store. 1f 5o, sore. 30, store 1f 5o, sore. I so, store. 30, store 1f 5o, store. 30, store 1f 50, store. 1f 5o, store. 1f 5o, store, 1f 5o, store. 30, store
Send (a,b) right. | Send (3.5 right. | Send (a,b) right. | Send (a. ) dawn Send (3,b) right. | Send (a,b) rght. | Send (3,b) rght. | Send (a. b) down Send (a,5) right. | Send (a.) right. |G (2,5) right. | Send (3. ) down, Send (2,b) right. | Send (2, 5) right. | Send (a.b) right. | Send (a. ) dawn Send (3,6) right. | Send (a,b) rght. | Send (3,6) ight. | Send (a. b) down
epeat. o eat Repest. Repea Repeat epea Repeat. eat eat eat. epeat. epeat epeat peat Repeat
s bas o bor T s~ bay T3 bay 3 - bar s bar T bor s bas Tea - bas 3 boe 5 s bar s bas 3 bar o bor - bas T bor s bas Ta— bor C
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store, 1£ 50, store. 50, store 1f 50, store. 1650, store. 1f 50, store. 1650, store. 1f 50, store. 150, store. 1f 50, store. 50, store 1f 50, store. o, st 1f 50, store. 1650, store. 1f 50, store. 1£ 50, store. 50, st
Send (3,6) up. | Send (3,b) left | Send (3,b) let. | Send (3,b) It Send (3,6) up. | Send (3,6) eft. | Send (3,5) et | Send (3,6) lef. Send (5,6) up. | Send (3,b) left. | Send (3,b) lft. Send (3,6) up. | Send (3,b) et | Send (3,b) lef. | Send (3,b) lft Send (3,6) up. | Send (3,6) Ieft. | Send (3,5) lfe. | Send (3,6) lef.
Repeat e Repeat. Repeat epeat epeat eat epeat epeat eat Repeat epet Repeat epeat epeat peat epeat epeat
ooy T bon 3 bos o bon T bon o bon o boy T3 bow oo bon o ban T bos o bon a—bon o bon
smooth? <mooth? <mooth? smooth? smooth? smooth? <mooth? Smooth? “mooth? smooth? smooth? smooth? smooth? smooth?
1f 5o, store 1f 50, st 30, store. 1f 50, st 1£30, s 1f 50, store 1f 50, st o, store 1f 50, sor 1f 50, store. o if 50 store. 30, store.
Send (3,5) right Send (2, 5) down, Send (a,6) ight. | Send (a,b) right. | Send (3,6) rght. | Send (3. b) down Send (3,5) ight. | Send (a.b) right. | Send (a,5) right Send (2, b) down Send (a,6) ight. | Send (a,b) rght. | Send (a,6) right. | Send (3. b) down.
epeat peat peat Repeat. Repeat. peat peat Repea. peat Repeat. peat Repeat Repeat peat
5o b T baw T3 — b 53— bon T bon 53— bon ooy T3 — o Ta— b o baw T bon oo T bon o b
<mooth? <mooth? smooth? <mooth? smooth? <mooth? <mooth? smooth? <mooth? smooth? smooth? smooth? smooth smooth?
1f 5o, store, 1f 50, st 1 30, store. 1f so, store. 1f so, store. 1f so, st 1f 5o, store. 30, st 1f 5o, sore. s 1f 5o, store. 1f 5o, store. 1f so, store, st 1 0, store
Send (a,6) up. | Send (3,b) left. | Send (5,b) let. | Send (3. b) eft Send (2,5) up. nd (3,5) left. | Send (3,b) left. | Send (3,b) left. Send (3.6) up. | Send (3, b) left. | Send (2.b) It | Send (a,b) lef Send (3, ) left. Send (a,6) up. | Send (a,) left. | Send (3,b) eft. | Send (3,6 lef.
Repeat. Repet Repeat Repet Repes Repeat. Repest Repeat. Repeat. Repeat. Repeat. Repet. Repeat epe: Repeat. Repest
T s R Ry T bos CERrT T bar T oo T bor b R T by o bor o bar T bos T bor R T oo "o bor
smooth? smooth smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
if 50, store £ 50, store. 30, store 1f 50, store. 30, store. 1f 50, sore. 30, store. 1f 50, store 1f 50, sor 30, store. 1f 50, store. S0, store. 30, store. 1f 50, stor. 30, store. 1f 50, store £ 30, store. 30, store.
Send (3,5) right. | Send (2,5) right. | Send (a,b) right. | Send (3, b) down. Send (3,6) ight. | Send (3,b) right. | Send (3,6) rght. | Send (3. b) down Send (3,5) right. | Send (a,b) right. | Send (a,5) right. | Send (3, b) down. Send (2,5) right Send (2, b) down Send (3,6) right. | Send (3,) right. | Send (5,6} right. | Send (a. b) down.
Repeat Repest. Repeat eat Repeat Repeat. Repeat. Repeat peat Repeat. Repeat. Repeat Repeat Repeat Repeat Repeat. Repeat
o bor T bor CERT T3 bor o b T3 b T bor R T3 by o e T3 bar %3 bos CERET T3 bos CERLT T b T3 bor
<mooth? smooth? smooth? <mooth? <mooth? <mooth? <mooth? <mooth? <mooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 50, store. 1f 50, store. 0, store. 1f 50, store. F 30, store. 1f 5o, sore. 1F 30, store. 1f 5o, store. 1f 50, store. S0, store 1f 50, store. [ 30, stor 1f 50, store. 30, store. store. 1f 5o, store. 1f 50, store. 0, store.
Send (a,6) up. | Send (3.b) left. | Send (a,b) left. | Send (a.b) lot Send (3,6) up. | Send (a,6) left. | Send (a,b) left. | Send (3,8)left. Send (,6) up. | Send (a,b) left. | Send (a.b) left. | Send (3,5) left Send (3,6) up. | Send (a.b) left. | Send (3,b) lft Send (3,6) up. | Send (3,6) left. | Send (3,b) left. | Send (3,6) left.
Repeat epeat epeat epeat epeat o epeat Repeat. Repeat epeat Repeat. epeat Repeat peat
bay ba s - bon s b s s b B - Tea - bay o boo s b i T s bas [ - T3 - bon 3 bay o - bows - b s - bor
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
1f 5o, store, 1f 5o, stor 150, sor 1f 5o, stor 150, store. s 150, stor 1f 5o, store, 1f 5o, store. tore 1f 5o, store. 5o, store 0,5t 1f 5o, stor 50, store 1f 50, store. 1f 5o, store, 1f 5o, stor 50, stor.
Send (2,b) ight. | Send (2,5 right. | Send (a,b) right. | Send (3. b down Send (3,b) right. | Send (a,b) rght. | Send (3,b) right. | Send (3. b) down Send (3,6 right. | Send (a,) right. | Send (3,6 right. | Send (3. b) down, Send (3.b) right. | Send (3, b) rght. | Send (3, b) right & (5.) right. | Send (a,) rght. | Send (3,6) ight. | Send (3. b) down.
Repeat. pest Repeat Repest. Repeat Repeat. Repest. Repeat. epeat Repeat. Repeat epeat Repeat peat Repeat eat. Repeat. peat peat
o bon T bow Fabon Ta bon o b 53— bone T bon 53— bow Ta ban o b Ta bon o o R bon Ta bow Fabow Ta-bon Fabow
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth?
if 50, store store. 30, store. £ 50, store. 30, store. = 30, store. = 1f 50, store. 30, store. store. 30, store. 30, store 1f 50, store. 2 store. 3o, 5

[
Send (3,5) left
Repeat.

Send (3,5) up
Repeat.

i
Send (3,6 let
Repeat.

Send (3,5) left
Repeat.

Send (5,6) lef.
Repeat.

Send (3,5 lef
Repeat.

[
Send (3, left.
Repeat.

Send (3,5 lef
Repeat.

Send (3,5 ler
Repeat.

[
Send (3,5) left
Repeat.

Send (3,6 lef.
Repeat

SN\

Is a — bag
smooth?
If so, store.
Send (a, b) right.

Repeat.

Is a — bOélo
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — bOé11
smooth?
If so, store.
Send (a, b) right.
Repeat.

Is a — ba/,lz
smooth?
If so, store.
Send (a, b) down.
Repeat.

Is a — boz13
smooth?

If so, store.

d (a, b) up.

epeat.

Is a — bais
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bais
smooth?
If so, store.

Send (a, b) left.
Repeat.

Is a — bOé16
smooth?
If so, store

a—bOéQ

Is a —




a—bOéQ

Is a —

Tsa— baz Ts a— bas. Tsa— bas Ts 2 — bo: Ts a— baz Tsa— bas Tsa — bae Ts a— bar Tsa— baz Ts a— bas. Tsa— bos Tsa— bax Tsa—bas -
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? smoot smooth? |near a e ra Or
If 50, store If 50, store. If 50, store. If s0, store IF 50, store. If s0, store IF 50, store. If 50, store If s0, store If 50, store. If s0, store IF 0, store. If 50, store. If 50, store O Sto re SO S 1
smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth? ‘smooth? smooth? smooth? smooth? S usi n CO n ru e n Ces
g s | s | sy | sy o ) . en a, ert. en a, ert.
. “amooth? mooth? “mooth? mooth? mooth? “amooth? mooth? oy e “amooth? “mooth?
(a.b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down. Send (a, b) right. | Send (a.5) o0 (3. b) down, Send (3, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down. Send (a,b) right. | Send (3, b) right. | Send (a, b) right. a a a
Repeat. Repeat Repeat Repeat. Repeat Repeat R Repeat Repeat. epest N . ! ' 1
mooth? y—« Smooth? smooth? smooth? smooth? smooth? smooth? smooth? smooth smooth? smooth? smooth? smooth?
o ] ‘ ‘ ‘ a, b) (a, b) (a,
Send (a. b) right. | Send (a, b) right. | Send (a, b) right. | Send (a. b) down. Send (a, b) right. | Send (a, b) right. | Send (a,b) right. | Send (a, b) down. Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.
| || Linear alegebra fdr N
Sone oy | sed Sk v | s o | sen o v | sk o i e | sk o s | s o e | snd )b i e | S e | sk oo | S ) using congrug¢nces
s a o1 S a (6%} S a a3 S a a7
s, | s, | e, | s | e | e e T o R T B e DL o IO M B 0 2 a a3
mooth? smooth? smooth? smooth?
S , ' '
R TR R o LS vl R TR O SO, store. so, store. so, store. so, store. ' ' ’
= = T T b T b o b T b b b b > ber e br e
smooth? smooth? smooth? smooth? smooth? smooth? smaoth? smooth? smooth? smooth? smooth? - . . a b a b a b
Sond oyt | S o5y ot | Semd o1y smdlonyin | sy | S om i | sty sl | st | switep | smgiosyn ht Se d a b ht Se d a b ht Se d a b do
s | oy Gy | sy | smepe | ey Send (a, b) rignt. n , ri . n , ri . n , Wn. ’ ’ ’
R t R t R t R t Linear algebra tor Ny
€peat. €peat. epeat. epeat.
IS a b Qas IS a b O IS a b Qa7 |S a b Qo using congruencgs
“Bar CERET 52— by Tsa— bas 52— ba Ts 2 T5a— boy 52— bos Tsa— bay T5a—ba; Tsa— bay T5a— boy 52— bay Tsa— bag Tsa—bas Tsa— bas ? ? ? ? ( b) (
a a b)(a b
| | s e e e 2 N | s B PO O TR 0 O B O TR 0 L SIIIOOth ! SIIIOOth ! sn IOOth ! SIIIOOth ! ' ' J
T I P O g R i, | e | i, | e, | e, | e, e | e | o | e, S st S st S store S store
i |l g L Tl T O, store. O, store. O, store. O, store. , , ,
stor [ e. i If sc re. e. If so, store. [ e. [ re. If [ re. If so, store. f so, [ e. If s . If 5o, store. b b b
. B : Send (a, b up. Send 4a, b) Ieft. Send (a, b Ieft. Send (a, b Ieft. (3, ) (3, a,
Re pe at Repe at Repe at Repeat Linear algebra for Nj:
I g | e | el | | | | | e S a— bag S a— boig S a— boii S a — boio using congruences
mooth? smooth? smooth? smooth? smooth? <mooth? smooth? smooth? smooth? smooth? smooth? amoth? smooth? amooth? h ? h ? h ? h ? b b b
S | | | e i, | i | | o | e | a i, | s, | smooth smooth ! smooth ! smooth ! a, a, a,
e PR O R o R0 R 9 O I R R 0 T | BT If so. store If so. store If so. store If so. store b b b
) re. ) re. ' re. ) re. a, a, a,
so, store. If 5o, store. If so, store. If 5o, store. If so, store. If so, store. If 5o, store. If so, store. If 5o, store. If s0, store. If 5o, store. If so, store. If 5o, store. S d - h S d - h -
G (s.b) up. | Send (s,5) lft. | Send (o) let. | Send (n5) Iec. Send (5.6 up. | Send (o.6)let. | Send (s.5) Iet. | Send (s.b) et Send (a.6) up. | Send (s.6) Iet. | Send (s.b) et Send (5,5) eft. | Send (3,B) ek t t t
el | sl | soilia | sl & | =i en a, b) ri gnt. en a, b) ri gnt. en a, ri . en a, own. a, a, a,
|f SO, store. H: SO, store. |f SO, store. |f SO, store
CI (a, b) up. Send (a, b) Ieft. Send (a, b) Ieft. Send (a b)



0, store.
Send (a, b) left.

If so, S
Send (a, b) left.

Linear algebra for N;

using congruences
(a, b) (a,b) (a, b)

(a, b) (a, b) (a b)
(a,b) (2 b) (a, /

Linear algebra for N>

using congruences

D) (a,b) (3
(a, b) (a b) (a, b)
(a, b) (a, b) (a, b)

N

Linear algebra f@r Ns
using congrug¢nces
(a, b) (a, b) [(a, b)
(a, b) (a, b)|(a, b)
(a, b) (a, b) \a, b)

Linear algebra for Ng
using congruences
(a.b) (a,b) (. b)
(a b) (a, b) (a,b)
(a, b) (a,b) (a b)

Linear algebra for N

using congruenogs
(a, b) (a, b) (a, b)
(a b) (a, b) (a, b)
(a b) (a b) (a, b)

Linear algebra for Ny
using congruences
(2.) (a.b) (a, b)

a,b) (a,b) (a, b
(a, ,b) (a, b)

Repeat. Repeat.
{a—bal Is a — bao Is a — bas Isa—b;
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.
Repeat. Repeat. Repeat. Repeat.

Is a — bas Is a — bas Is a — bay Is a — basg
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left.
Repeat. Repeat. Repeat. Repeat.

Is a — bag Is a — bao Is a — bai1 Is a — baio
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.

Repeat. Repeat. Repeat. Repeat. /
Is a — bas Is a — bais Is a — bais Is a — bag
smooth? smooth? smooth? smooth?
If so, store. If so, store. If so, store. If so, store
d (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b)
gpeat. Repeat. Repeat. Rep

eacbe | kazbT

Linear algebra for N3
using congruences
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)

Linear algew
using congruences
(a, b) (a, b) (a, b)
(a.b) (a.b) (a, b)

™

(a, b) (a,b) (a b)




O, store.
Send (a, b) left.

If so, S
Send (a, b) left.

Repeat. Repeat.
é—bal Is a — bao Is a — bas Isa—>1
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.
Repeat. Repeat. Repeat. Repeat.

Is a — bas Is a — bas Is a — bay Is a — basg
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left.
Repeat. Repeat. Repeat. Repeat.

Is a — bayg Is a — bao Is a — ba1 Is a — baio
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.

Repeat. Repeat. Repeat. Repeat. /
Is a — bas Is a — bais Is a — bass Is a — bag
smooth? smooth? smooth? smooth?
If so, store. If so, store. If so, store. If so, store
d (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b)
gpeat. Repeat. Repeat. Rep

Linear algebra for N Linear algebra for N Linear algebra for N L
using congruences using congruences using_congruences —
(a, b) (a,b) (a,b) D) (a,b) (3 (a, b) (a,b) (a, b)

(a, b) (a, b) (a,;)/ (a,b) (a,b) (a, b) N\: b) (a, b) (a, b)
(a b) (a, b) (a, (a b) (a b) (a, b) , b) (a,b) (a, b)

Linear algebra fgr Ns Linear algebra for N LineYxr algebra for N L
using congrug¢nces using congruences using congruences
(a, b) (a, b) [(a, b) (a, b) (a, b) (a, b) (a, b} (a, b) (a, b)

(a,b) (a,b)|a, b) (a, b) (a,b) (a, b) (a, b) (a, b) (a, b)
(a, b) (a, b) \a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b)

Linear algebra tor Ny Linear algebra for N Lineaf algebra for Nip L
using congruenogs using congruences uging congruences
(a,b) (a,b) (2, b) (2,b) (a,b) (2, b) (a,b) (a,b) (2, b)

(a,b) (a,b) (a, b) a,b) (a,b)(ab (a, b) (a,b) (a, b)
(a b) (a, b) (a,b) (a . b) (a, b) (a b) (a b) (a, b)

Linear algebra for Nis3 Linear algew Linear algebra for Nis L
using congruences using congruences using congruences
(a b) (a b) (a b) (a b) (a b) (a, b) (a, b) (a, b)

(a,b) (a,b) (a, b) (a,b) (a,b) (2, b) (2, b) (3B (2. b)
(a b) (a, b) (a,b) (a. b) (a, b) (a, b) (a b) (a b) (a,
N~



0, store.
Send (a, b) left.

If so, S
Send (a, b) left.

Linear algebra for N

using congruences

(a, b) (a,b) (a b)

(a, b) (a,b) (a, b)
(a,b) (2 b) (a, /

Linear algebra for N>

Linear algebra for N

Linear algebra for N,

using congruences
D) (a,b) (3

(a, b) (a b) (a, b)

(a, b) (a, b) (a, b)

using_congruences

(a. b) (a,b) (a, b)

\(\: b) (a, b) (a, b)
,b) (a, b) (a, b)

USing congruences
(a,b) (a b) (a, b)
(a,b) (a b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra f@r Ns
using congrug¢nces
(a, b) (a, b) [(a, b)
(a, b) (a, b)|(a, b)
(a, b) (a, b) \a, b)

Linear algebra for Ng
using congruences
(a.b) (a,b) (. b)
(a b) (a, b) (a,b)
(a, b) (a,b) (a b)

Lineyxr algebra for N
usiny congruences
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra for N
using congruences
(a.b) (a,b) (. b)
(a,b) (a,b) (a, b)
(a b) (a b) (a, b)

Linear algebra for N
using congruenogs
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for Ny
using congruences
(2.) (a.b) (a, b)

a,b) (a,b) (a, b
(a, ,b) (a, b)

Lineaf algebra for Ni
uging congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for Ni»
using congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a,b) (a,b) (a, b)

Repeat. Repeat.
é—bal Is a — bao Is a — bas Isa—b;
/ smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.
Repeat. Repeat. Repeat. Repeat.

Is a — bas Is a — bas Is a — bay Is a — basg
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b) left.
Repeat. Repeat. Repeat. Repeat.

Is a — bag Is a — baio Is a — bai1 Is a — baio
smooth? smooth? smooth? smooth?

If so, store. If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) right. | Send (a, b) down.

Repeat. Repeat. Repeat. Repeat. /
Is a — bas Is a — bais Is a — bais Is a — bag
smooth? smooth? smooth? smooth?
If so, store. If so, store. If so, store. If so, store
d (a, b) up. Send (a, b) left. Send (a, b) left. Send (a, b)
gpeat. Repeat. Repeat. Rep

Teacbe | kazbT

Linear algebra for N3
using congruences
(a b) (a, b) (a, b)
(2.b) (a,b) (a, b)

(a, b) (a,b) (a, b)

Linear algew
using congruences
(a, b) (a, b) (a b)
(2,b) (a.b) (a, b)

(a, b) (a,b) (a b)

Linear algebra for Nis

using congruences

(a, b) (a,b) (a

Linear algebra for Ny
using congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a,b) (a,b) (a, b)




0, store. If so, S
Send (a, b) left. Send (a, b) left.
Repeat. Repeat.
Is a — bao Is a — bas Isa—>1
smooth? smooth? smooth?

If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) down.
Repeat. Repeat. Repeat.

Is a — bas Is a — bay Is a — basg
smooth? smooth? smooth?

If so, store. If so, store. If so, store.
Send (a, b) left. Send (a, b) left. Send (a, b) left.
Repeat. Repeat. Repeat.

Is a — bOzlo Is a — bOé11 Is a — bOé12
smooth? smooth? smooth?

If so, store. If so, store. If so, store.
Send (a, b) right. | Send (a, b) right. | Send (a, b) down.

Repeat. Repeat. Repeat. /
Is a — bais Is a — bass Is a — bag
smooth? smooth? smooth?
If so, store. If so, store. If so, store
Send (a, b) left. Send (a, b) left. Send (a, b)
Repeat. Repeat. Rep
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Linear algebra for Ny

using congruences

(a. b) (a,b) (a, b)

(a, b) (a, b) (a,;)/
(a b) (a b) (a,

Linear algebra for N

using congruences

Linear algebra for N

using_congruenees

Linear algebra for N,

using congruences

D) (a, b) (3
(a,b) (a,b) (a, b)
(a, b) (a, b) (a, b)

(a, b) (a,b) (a b)

(a,b) (2. b) (a, b)
\\e, b) (a.b) (a, b)

(a, b) (a b) (a, b)
(a, b) (a b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra fgr Ns
using congru¢nces
(a, b) (a, b) [a, b)
(a b) (a b)|(a b)
(a, b) (a, b) \a, b)

Linear algebra for Ng
using congruences
(a,b) (a,b) (a, b)
(a,b) (a,b) (a, b)
(a b) (a,b) (a,b)

LineYxr algebra for N
usiny congruences
(a, b} (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra for Ng
using congruences
(a.b) (a,b) (. b)
(a b) (a, b) (a,b)
(a, b) (a,b) (a b)

Linear algebra for N
using congruenogs
(a, b) (a, b) (a, b)
(a,b) (a,b) (a, b)
(a, b) (a,b) (a,b)

Linear algebra for Nig

using congruences
(a, b) (a, b) (a, b)

a,b) (a,b)(ab
(a, . b) (a, b)

Lineaf algebra for Nip
uging congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for N>
using congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for Ni3
using congruences
(a b) (a b) (a b)
(2,b) (2, ) (a, b)

(a, b) (a,b) (a b)

Linear algebra~qr Nig Linear algebra for Nis
using congruences using congruences

(a, b) (a b) (a,b)
(a. b) (a b) (a,b)
(a. b) (a,b) (a,b)

(a, b) (a,b) (a,

Linear algebra for Ny
using congruences
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)




If so, S
Send (a, b) left.
Repeat.
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N

Linear algebra for N

using congruences
(a, b) (a,b) (a, b)

(a, b) (a,b) (a, b)
(a,b) (2 b) (a, /

Linear algebra for N>

using congruences

Linear algebra for N

using_congruences

Linear algebra for N,

using congruences

D) (a,b) (3
(a, b) (a b) (a, b)
(a, b) (a b) (a b)

(a. b) (a,b) (a, b)

\(\: b) (a, b) (a, b)
, b) (a, b) (a, b)

(a,b) (a b) (a, b)
(a,b) (a,b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra f@r Ns
using congrug¢nces
(a, b) (a, b) [(a, b)
(a, b) (a, b)|(a, b)
(a, b) (a, b) \a, b)

Linear algebra for Ng
using congruences
(a.b) (a,b) (. b)
(a b) (a, b) (a,b)
(a, b) (a,b) (a b)

Lineyr algebra for N
usiny congruences
(a, b) (a, b) (a, b)

(a, b) (a, b) (a, b)

Linear algebra for N
using congruences
(a,b) (a,b) (a, b)
(a,b) (a,b) (a, b)
(a, b) (a,b) (a,b)

Linear algebra for N
using congruenogs
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for Ny
using congruences
(2.) (a.b) (a, b)

a,b) (a,b) (a, b
(a, ,b) (a, b)

Lineaf algebra for Nip

uging congruences
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra for Ni»
using congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for N3
using congruences
(a, b) (a, b) (a, b)
(2.b) (a,b) (a, b)

(a, b) (a,b) (a, b)

Linear algew
using congruences
(a, b) (a, b) (a, b)

(a, b) (a, b) (a, b)
(a, b) (a b) (a, b)

Linear algebra for Nis

using congruences

(a, b) (a,b) (a,

Linear algebra for Nig
using congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Is a — bas Is a — by
smooth? smooth?

If so, store. If so, store.
Send (a, b) right. | Send (a, b) down.
Repeat. Repeat.

Is a — bay Is a — basg
smooth? smooth?

If so, store. If so, store.
Send (a, b) left. Send (a, b) left.
Repeat. Repeat.

Is a — bOé11 Is a — bOé12
smooth? smooth?

If so, store. If so, store.
Send (a, b) right. | Send (a, b) down.

Repeat. Repeat. /
Is a — bais Is a — bag
smooth? smooth?
If so, store. If so, store
Send (a, b) left. Send (a, b)
Repeat. Rep

@b (a

(a, b) (a,
(2. b) (a,

I N5
(a, b)
(a, b)

a, b)

Linear alge

using cor

(a, b) (a,
(a, b) (a,
(2. b) (a,

Linear alge

using cor



e e [ e @ b) (2.b) (Go_
(a, b) (a,b) (a, b) D) (a,b) (3 (a, b) (a,b) (a, b) (a, b) (a,b) (a, b)
(a,b) (a.b) (a ;)/ (a,b) (a,b) (a, b) \(\? b) (ab) (ab) | (ab)(ab)(ab) (a, b) (a, b) (a, b)
(a, b) (a, b) (a, (a, b) (a,b) (a, b) ,b) (a, b) (a, b) (a, b) (a, b) (a, b)
Linear algebra fgr Ns Linear algebra for N LineYxr algebra for N Linear algebra for Ng
Is a — bay using congrug¢nces using congruences usiny congruences using congruences (ai b) (ai b) (ai b)
smooth? (a, b) (a, b) [a, b) (a, b) (a, b) (a, b) (a, b} (a, b) (a, b) (a, b) (a, b) (a, b) .
f s0, store. (.5 a6)fa0) | (a6)(25)(28) | (ab)(ab)(ab) | (28)(a5)(a0) r Ns Linear algebra for N
send (a, b) down. (a b) (a b) (a b) (a b) (a b) (a, b) (a b) (a, b) (a, b) (a b) (a, b) (a,b)
Repeat. Linear algebra tor Ny Linear algebra for N Lineaf algebra for Nip Linear algebra for N> .
Is a — bag using congruenogs using congruences uging congruences using congruences n Ces u SI ng CO ngru en Ces
smooth? (a b) (a b) (a b) (a b) (a, b) (a, b) (a, b) (a, b) (a, b) (a b) (a, b) (a, b)
If so, store. (3.5) (2.6) (a.6) N@b) (2.6) (.1 (a.b)(a.b) (ab) | (ab)(a.b)(ab) (a, b) (a, b) (a, b) (a, b)
Send (a, b) left. (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b)
Repeat. Linear algebra for N3 Linear algew Linear algebra for Nis Linear algebra for Ny
Is a — baio using congruences using congruences using congruences using congruences (a7 b) (ai b) (31 b) (31 b)
smooth? (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b)
 If so, store. (a,b) (2, b) (a, b) (a,b) (2 b) (a, b) (a,b) (. b) (a, b) a, b) (a, b) (a’ b) (a’ b)
>end (a, b) down. (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, b) (a, (a, b) (a, b) (a, b)
Repeat. / -
e Linear algebra for Nig
smooth? .
If so, store US|ng COngruenCES
(a, b) (a, b) (a, b)

a,b) (a,b) (a, b




Linear algebra for N;
using congruences
(a, b) (a,b) (a, b)

(a, b) (a,b) (a, b)
@mgwnwf/

Linear algebra for N>

Linear algebra for N

Linear algebra for N,

using congruences
D) (a,b) (3

(a, b) (a b) (a, b)

(a, b) (a, b) (a, b)

using_congruences

(a. b) (a,b) (a, b)

‘\gjuam@m
,b) (a, b) (a, b)

USing congruences
(a,b) (a b) (a, b)
(a,b) (a b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra f@r Ns
using congrug¢nces
(a, b) (a, b) [(a, b)
(a, b) (a, b)|(a, b)
(a, b) (a, b) \a, b)

Linear algebra for Ng
using congruences
(a.b) (a,b) (. b)
(a b) (a, b) (a,b)
(a, b) (a,b) (a b)

Lineyr algebra for N

usiny congruences
(a, b) (a, b) (a, b)

(a, b) (a, b) (a, b)

Linear algebra for N
using congruences
(a,b) (a,b) (a, b)
(a,b) (a,b) (a, b)
(a. b) (a,b) (a,b)

Linear algebra for N
using congruenoes
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra for Ny
using congruences
(2.) (a.b) (a, b)

a,b) (a,b) (a, b
(a, ,b) (a, b)

Lineaf algebra for Ni1

uging congruences
(a, b) (a, b) (a, b)
(a, b) (a. b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra for N
using congruences
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)
(a, b) (a,b) (a, b)

(a, b)

Linear algebra for N3
using congruences
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a,b) (a, b)

Linear algebra~qr Nig
using congruences

(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a, b) (a b) (a, b)

using congruences
~b) (a, b) (a, b)

(a, b) (A (a. b)

(a, b) (a b) (a,

Linear algebra for Nis

Linear algebra for Ny
using congruences
(a, b) (a, b) (a, b)
(a, b) (a, b) (a, b)
(a,b) (a,b) (a, b)

(a, b)

'b) (a, b) (a,
(a, b) (a, b) (a, b)
(a, b) (a, b) (a b)
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a, b)

Linear algebra for N
using congruences
(a. b) (a, b) (a, b)
(a. b) (a, b) (a, b)
(a, b) (a, b) (a, b)

Linear algebra for Nig
using congruences

(a, b) (a, b) (a, b)
a,b) (a, b) (a, b




