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Clock(R) ,� {u ∈ C : uu = 1}.
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A fast method to compute nP :

take 0 if n = 0;

negate (−n)P if n < 0;

double (n=2)P if n ∈ 2Z;

add P to (n − 1)P if n − 1 ∈ 4Z;

else subtract P from (n + 1)P .



Clocks over finite fields

Clock(F7) =˘
(x; y) ∈ F7 × F7 : x2 + y2 = 1

¯
.

Group operations as before.

·
·
·
·

·
·
·

·
·
·
·

·
·
·

·
·
·
·

·
·
·

·
·
·
·

·
·
·

·
·
·
·

·
·
·

·
·
·
·

·
·
·

·
·
·
·

·
·
·

•

•
••

•

•

•

•

Diagram plots F7 as

−3;−2;−1; 0; 1; 2; 3.

Larger example: Clock(F1000003).

Examples of addition

in Clock(F1000003):

2(1000; 2) = (4000; 7).

4(1000; 2) = (56000; 97).

8(1000; 2) = (863970; 18817).

16(1000; 2) = (549438; 156853).

17(1000; 2) = (951405; 877356).

“Scalar multiplication” maps

Z× Clock(Fq)→ Clock(Fq)

by n; P 7→ nP .

We’ll build cryptography

from scalar multiplication.

A fast method to compute nP :

take 0 if n = 0;

negate (−n)P if n < 0;

double (n=2)P if n ∈ 2Z;

add P to (n − 1)P if n − 1 ∈ 4Z;

else subtract P from (n + 1)P .
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Clock cryptography

Standardize odd prime power q

and (x; y) ∈ Clock(Fq)

of large prime order.

Alice chooses big secret a.

Computes her public key a(x; y).

Bob chooses big secret b.

Computes his public key b(x; y).

Alice computes a(b(x; y)).

Bob computes b(a(x; y)).

They use this shared secret

to encrypt with “AES-GCM” etc.
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More elliptic curves

Choose an odd prime power q.

Choose a non-square d ∈ Fq.

{(x; y) ∈ Fq × Fq :

x2 + y2 = 1 + dx2y2}
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rational scalar multiplication.

Coefficients in computation

are all small, saving time:
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= (20 : 1 : 20 : 40),

(A2 : B2 : C2 : D2)

= (81 : −39 : −1 : 39).
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induce coordinates on J={±1},
so they don’t support

rational group operations,

but they do support

rational scalar multiplication.

Coefficients in computation

are all small, saving time:

(a2 : b2 : c2 : d2)

= (20 : 1 : 20 : 40),

(A2 : B2 : C2 : D2)

= (81 : −39 : −1 : 39).
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