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Paper advertises AES-OCB3,
which is faster. Quel surprise!



Were these AES-GCM speeds
the state of the art?

Not even close. Paper is ignoring
e better AES implementations

(e.g., 2008 Bernstein—Schwabe);



Were these AES-GCM speeds
the state of the art?

Not even close. Paper is ignoring

e better AES implementations
(e.g., 2008 Bernstein—Schwabe);

e faster ciphers than AES-CTR
(e.g., any eSTREAM finalist);



Were these AES-GCM speeds
the state of the art?

Not even close. Paper is ignoring
e better AES implementations
(e.g., 2008 Bernstein—Schwabe);
e faster ciphers than AES-CTR
(e.g., any eSTREAM finalist);
e faster authenticators
(e.g., Poly1305, HMAC-777),



Were these AES-GCM speeds
the state of the art?

Not even close. Paper is ignoring
e better AES implementations
(e.g., 2008 Bernstein—Schwabe);
e faster ciphers than AES-CTR
(e.g., any eSTREAM finalist);
e faster authenticators
(e.g., Poly1305, HMAC-777),
® serious redesigns
(e.g., Phelix, Grain-128a).



Were these AES-GCM speeds
the state of the art?

Not even close. Paper is ignoring
e better AES implementations
(e.g., 2008 Bernstein—Schwabe);
e faster ciphers than AES-CTR
(e.g., any eSTREAM finalist);
e faster authenticators
(e.g., Poly1305, HMAC-777),
® serious redesigns
(e.g., Phelix, Grain-128a).

Paper Is also sloppy with security.
Big trouble near 2% blocks,

avoided by some older schemes.
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Potential timing problem:
NIST needs to take a break.
ECRYPT Il ends in 2012.

But does this really matter?



Competition already has a name,
thanks to Greg Rose: eSAFE.



Competition already has a name,
thanks to Greg Rose: eSAFE.

(Only 655000 Google hits.)



Competition already has a name,
thanks to Greg Rose: eSAFE.

(Only 655000 Google hits.)

What does eSAFE stand for?
Not sure yet.



Competition already has a name,
thanks to Greg Rose: eSAFE.
(Only 655000 Google hits.)

What does eSAFE stand for?

Not sure yet.

ECRYPT

Secure
Authenticated

Fast
Encryption



