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EC point counting

1983 (published 1985) Schoof:
Algorithm to count points on
elliptic curves over finite fields.

Input: prime power q; a,b € Fy
such that 6(4a3 + 27b6°) # 0.

Output: #4{(z,y) € F; < Fq :
y?> =3 + ax + b} + 1;

i.e., #E(Fg;) where E is the
elliptic curve y2 = 23 + az + b.

Time: (logq)°).

How? See this afternoon’s talk.
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For “traditional” (X/Z2,Y/Z3)
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But isogenies are useful.
Example, 2005 Gaudry:
fast DBL4+DADD on Jacobians of

genus-2 hyperelliptic curves,

using similar factorization.

Tricky but potentially helpful:
tripling-oriented curves
(see 2006 Doche—Icart—Kohel),

double-base chains, . ..

Hessian curves

Credited to Sylve
by 1986 Chudno

(X :Y :Z) repre
on =3 + y3 + 1 =
12M for ADD:

X3 =Y1 X2 -Y1Z

Yz = X120 - X1Y
73 = Z1Ys - Z1.X

6M + 3S for DB



12M + 5S + 1D for ADD.
Slower ADD than other systems,
typically outweighing benefit

of the very fast DBL.

But isogenies are useful.
Example, 2005 Gaudry:
fast DBL+DADD on Jacobians of

genus-2 hyperelliptic curves,

using similar factorization.

Tricky but potentially helpful:
tripling-oriented curves
(see 2006 Doche—Icart—Kohel),

double-base chains, ...

Hessian curves

Credited to Sylvester
by 1986 Chudnovsky—Chuc

(X :Y : Z) represent ( X/~
on z3 + y3 + 1 = 3dzvy.
12M for ADD:

X3 =Y1Xo-Y14r — £1Y2
Y3 = X145 - X1Y2 — Y1.X0
L3 = Z21Y - Z1 X — X142

6M + 3S for DBL.



12M + 58S + 1D for ADD.
Slower ADD than other systems,
typically outweighing benefit

of the very fast DBL.

But isogenies are useful.
Example, 2005 Gaudry:
fast DBL4+DADD on Jacobians of

genus-2 hyperelliptic curves,

using similar factorization.

Tricky but potentially helpful:
tripling-oriented curves
(see 2006 Doche—Icart—Kohel),

double-base chains, . ..

Hessian curves

Credited to Sylvester
by 1986 Chudnovsky—Chudnovsky:

(X :Y : Z) represent (X/Z,Y/Z)
on z3 + y3 + 1 = 3dzv.

12M for ADD:

X3 =Y1 X0 Y140 — Z£1Y2 - X1Y2,
Y3 = X140 - X1Yo — Y1 Xo - £1 X0,
L3 = 2L1Y> - L1 Xo — X1ZLo - Y12o.

6M + 3S for DBL.



58S + 1D for ADD.

ADD than other systems,
y outweighing benefit
very fast DBL.

genies are useful.
le, 2005 Gaudry:
3L+DADD on Jacobians of

2 hyperelliptic curves,

imilar factorization.

but potentially helpful:
-oriented curves

06 Doche—lcart—Kohel),
-base chains, ...

Hessian curves

Credited to Sylvester

by 1986 Chudnovsky—Chudnovsky:

(X :Y : Z) represent (X/Z,Y/Z)
on 3 + y> + 1 = 3dzy.
12M for ADD:

X3 =Y1X0-Y140 — Z1Y5 - X1Y2,
Y3 = X124 - X1Yo — Y1 X0 - £1 X0,

L3 = 2L1Yo - L1 Xo — X14> - Y14>.

6M + 3S for DBL.
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Hessian curves

Credited to Sylvester

by 1986 Chudnovsky—Chudnovsky:

(X :Y : Z) represent (X/Z,Y/Z)
on 3 + 3> + 1 = 3dzv.

12M for ADD:

X3 =Y1 X0 -Y1Z4p — Z1Y2 - X1Y2,
Y3 = X14£p - X1Y2 — Y1 Xo - £1 X7,

L3 = 2L1Yo - L1 Xo — X14o - Y1 4>.

6M + 3S for DBL.

2001 Joye—Quisq
2(X1:Y1:41) =
(Z£1:X1:Y1)+
so can use ADD

“Unified additior
helpful against si
But not strongly
need to permute

2008.02 Hisil-Wc
(X:Y :Z:X°:

: 2XY  2X.
6M +- 6S for AD
3M + 6S for DB
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Hessian curves

Credited to Sylvester

by 1986 Chudnovsky—Chudnovsky:

(X :Y : Z) represent (X/Z,Y/Z)
on 3 + y> + 1 = 3dzy.

12M for ADD:

X3 =Y1X0-Y140 — Z£1Y5 - X1Y2,
Y3 = X124 - X1Yo — Y1 X0 - £1 X0,

L3 = 2L1Yo - L1 Xo — X14> - Y14>.

6M + 3S for DBL.

2001 Joye—Quisquater:
2(X1: "1 :Z1) =

(Zl - X1 :Y1)+(Y1:21:
so can use ADD to double

“Unified addition formulas,
helpful against side channe
But not strongly unified:
need to permute inputs.

2008.02 Hisil-Wong—Cartet

(X:Y :Z:X%:Y?:2Z°
:2XY :2XZ :2Y Z).

6M + 6S for ADD.

3M + 6S for DBL.




Hessian curves

Credited to Sylvester

by 1986 Chudnovsky—Chudnovsky:

(X :Y : Z) represent (X/Z,Y/Z)
on 3 + 3> + 1 = 3dzv.

12M for ADD:

X3 =Y1X0-Y140 — £1Y2 - X1Y2,
Y3 = X145 - X1Yo — Y1 .Xo - £1 X0,

L3 = 2L1Yo - L1 Xo — X14o - Y14>.

6M + 3S for DBL.

2001 Joye—Quisquater:

2(X1: "1 : Z1) =

(Zl - X1 : Yl) -+ (Yl AR Xl)
so can use ADD to double.

“Unified addition formulas,”
helpful against side channels.
But not strongly unified:
need to permute inputs.

2008.02 Hisil-Wong—Carter—Dawson:

(X:Y :Z:X%:Y?:2Z°
2XY :2XZ :2Y Z).

6M + 6S for ADD.

3M + 6S for DBL.




1 CUrves

d to Sylvester

6 Chudnovsky—Chudnovsky:

. Z) represent (X/Z,Y/Z)
Fy3 + 1 = 3dzy.
or ADD:

1 X2 -Y1Zo — Z1Y2 - X1Y72,
122 - X1Yo — Y1 .Xo - £1 X0,

1Yo - L1 Xo — X142 - Y1 4>.

3S for DBL.

2001 Joye—Quisquater:

2(X1: "1 :Z1) =

(Zl - X1 : Yl) —+ (Yl AR Xl)
so can use ADD to double.

“Unified addition formulas,”
helpful against side channels.
But not strongly unified:
need to permute inputs.

2008.02 Hisil-Wong—Carter—Dawson:

(X:Y :Z:X%:Y?:2Z°
:2XY :2XZ :2Y Z).

6M + 6S for ADD.

3M + 6S for DBL.
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= 3dzy.

> — Z1Y2 - X1Y2,
2 —Y1.X2 - £1X2,
> — X125 - Y14>.
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2001 Joye—Quisquater:

2(X1: "1 : Z1) =

(Zl - X1 : Yl) -+ (Yl AR Xl)
so can use ADD to double.

“Unified addition formulas,”
helpful against side channels.
But not strongly unified:
need to permute inputs.

2008.02 Hisil-Wong—Carter—Dawson:

(X:Y :Z:X%:Y?:2Z°
2XY :2XZ :2Y Z).

6M + 6S for ADD.

3M + 6S for DBL.

3 —y34+1=0.
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- X1Y2,
- £1X2,
- Y1Z5.

2001 Joye—Quisquater:

2(X1: "1 :Z1) =

(Zl - X1 : Yl) —+ (Yl AR Xl)
so can use ADD to double.

“Unified addition formulas,”
helpful against side channels.
But not strongly unified:
need to permute inputs.

2008.02 Hisil-Wong—Carter—Dawson:
(X:Y :Z:X%:Y?:2Z°
:2XY :2XZ :2Y Z).
6M + 6S for ADD.
3M + 6S for DBL.

3 —y3 +1=0.3zy



2001 Joye—Quisquater:

2(X1: "1 : Z1) =

(Zl - X1 : Yl) -+ (Yl AR Xl)
so can use ADD to double.

“Unified addition formulas,”
helpful against side channels.
But not strongly unified:
need to permute inputs.

2008.02 Hisil-Wong—Carter—Dawson:
(X:Y :Z:X%:Y?:2Z°
2XY :2XZ :2Y Z).
6M + 6S for ADD.
3M + 6S for DBL.

3 —y3+1=0.23zy



oye—Quisquater:
Y1:Z21) =

(1 : Yl) —+ (Yl AR Xl)
use ADD to double.

d addition formulas,”
against side channels.
t strongly unified:

) permute Inputs.

2 Hisil-Wong—Carter—Dawson:
- 7 X2:Y?2: 72

XY :2XZ :2Y Z).

S for ADD.

S for DBL.

3 —y3+1=0.3zy
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not sfrangf y so

Jacobi intersections

1986 Chudnovsky—Chudno

(S:C:D:Z) represent
(S/Z,C/Z,D/Z) on
s°+c?2=1,as2+d?=1

14M + 2S + 1D for ADD.
“Tremendous advantage”
of being strongly unified.

5M + 3S for DBL.

“Perhaps (?) ... the most
efficient duplication formul
which do not depend on tf
coefficients of an elliptic ct
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1986 Chudnovsky—Chudnovsky:

(S:C:D:Z) represent
(S/Z,C/Z,D/Z) on
s°+c?2=1,as2+d?=1.

14M + 2S + 1D for ADD.
“Tremendous advantage”

not strongly so of being strongly unified.

5M + 3S for DBL.

“Perhaps (?) ... the most
efficient duplication formulas
which do not depend on the
coefficients of an elliptic curve.”




The Hassiaﬂ-ray: uniform
p—

not sfrangf y so

Jacobi intersections

1986 Chudnovsky—Chudnovsky:

(S:C:D:Z) represent
(S/Z,C/Z,D/Z) on
s°+c?2=1as2+d?=1.

14M + 2S + 1D for ADD.
“Tremendous advantage”
of being strongly unified.

5M —+ 3S for DBL.

“Perhaps (?) ... the most
efficient duplication formulas
which do not depend on the

coefficients of an elliptic curve.”

2001 L
13M +
4M + .

2007 E
3M + -

2003.0
13M +
2M + !
Also (¢
11M +
2M + !
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Jacobi intersections

1986 Chudnovsky—Chudnovsky:

(S:C:D: Z) represent
(S/Z,C/Z,D/Z) on
s°+c?2=1,as2+d?=1.

14M + 2S + 1D for ADD.

“Tremendous advantage”
of being strongly unified.

5M + 3S for DBL.

“Perhaps (?) ... the most
efficient duplication formulas
which do not depend on the

coefficients of an elliptic curve.”

2001 Liardet—Sm
13M +-2S +- 1D
4M + 3S for DB

2007 Bernstein—l|
3M + 4S for DB

2008.02 Hisil-Wc
13M + 1S +2D
2M +5S + 1D f
Also (§:C: D
11M + 1S + 2D
2M +5S 4+ 1D f
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Jacobi intersections

1986 Chudnovsky—Chudnovsky:

(S:C:D:Z) represent
(S/Z,C/Z,D/Z) on
s°+c?2=1as2+d?=1.

14M + 2S + 1D for ADD.
“Tremendous advantage”
of being strongly unified.

5M —+ 3S for DBL.

“Perhaps (?) ... the most
efficient duplication formulas
which do not depend on the

coefficients of an elliptic curve.”

2001 Liardet—Smart:
13M + 2S + 1D for ADD.
4M -+ 3S for DBL.

2007 Bernstein—Lange:
3M + 4S for DBL.

2008.02 Hisil-Wong—Cartet
13M + 1S + 2D for ADD.
2M + 5S + 1D for DBL.
Also (§:C:D:Z:5C:
11M + 1S + 2D for ADD.
2M + 5S + 1D for DBL.



Jacobi intersections

1986 Chudnovsky—Chudnovsky:

(S:C:D: Z) represent
(S/Z,C/Z,D/Z) on
s°+c?2=1,as2+d?=1.

14M + 2S + 1D for ADD.

“Tremendous advantage”
of being strongly unified.

5M + 3S for DBL.

“Perhaps (?) ... the most
efficient duplication formulas
which do not depend on the

coefficients of an elliptic curve.”

2001 Liardet—Smart:
13M +2S + 1D for ADD.
4M -+ 3S for DBL.

2007 Bernstein—Lange:
3M + 4S for DBL.

2008.02 Hisil-Wong—Carter—Dawson:
13M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.

Also (§:C:D:Z:5C:DZ):
11M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.



Intersections 2001 Liardet—Smart: Jacobi
13M + 2S + 1D for ADD.

hudnovsky—Chudnovsky: (X:Y:2

4M + 3S for DBL. on 22 -
. D : Z) represent 007 B - | S
f/Z, D/Z) on ernstein—Lange: 1986 C

g:]_’ a32+d2:1. 3M—|—4S for DBL. 3M—|—(

2008.02 Hisil-Wong—Carter—Dawson:  Slow A
13M + 1S + 2D for ADD.

2S5 + 1D for ADD.

2ndous advantage” 2002 E

. 2M + 5S + 1D for DBL.
g strongly unified. New ct

Also (S§:C:D:Z:5C:DZ2):
10M +
3S for DBL. 11M + 1S + 2D for ADD.

? h strongl|

ps (7) ... the most 2M + 5S + 1D for DBL.
t duplication formulas 2007 E
do not depend on the 1M +
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vantage”
unified.
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the most
on formulas
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2001 Liardet—Smart:
13M +2S + 1D for ADD.
4M -+ 3S for DBL.

2007 Bernstein—Lange:
3M + 4S for DBL.

2008.02 Hisil-Wong—Carter—Dawson:

13M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.

Also (§:C:D:Z:5C:DZ):
11M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.

Jacobi quartics

(X:Y:Z) represel
on y° = z* + 2a

1986 Chudnovsk

3M+6S+2D f
Slow ADD.

2002 Billet—Joye:
New choice of ne
10M + 3S + 1D
strongly unified.

2007 Bernstein—l|
1M +9S + 1D f



vsky:
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irve.”

2001 Liardet—Smart:
13M + 2S + 1D for ADD.
4M -+ 3S for DBL.

2007 Bernstein—Lange:
3M + 4S for DBL.

2008.02 Hisil-Wong—Carter—Dawson:
13M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.

Also (S§:C:D:Z:5C:DZ2):
11M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.

Jacobi quartics

(X:Y:Z) represent (X/Z,Y
on y° = z* + 2az? + 1.

1986 Chudnovsky—Chudno
3M + 6S + 2D for DBL.
Slow ADD.

2002 Billet—Joye:

New choice of neutral elen
10M + 3S + 1D for ADD,
strongly unified.

2007 Bernstein—Lange:
1M + 9S + 1D for DBL.



2001 Liardet—Smart:
13M +2S + 1D for ADD.
4M -+ 3S for DBL.

2007 Bernstein—Lange:
3M + 4S for DBL.

2008.02 Hisil-Wong—Carter—Dawson:
13M + 1S + 2D for ADD.

2M + 58S + 1D for DBL.

Also (§:C:D:Z:5C:DZ):
11M + 1S + 2D for ADD.

2M + 5S + 1D for DBL.

Jacobi quartics

(X:Y:Z) represent (X/Z,Y/Z?)
on y° = z* + 2az? + 1.

1986 Chudnovsky—Chudnovsky:

3M + 6S + 2D for DBL.
Slow ADD.

2002 Billet—Joye:

New choice of neutral element.
10M + 3S + 1D for ADD,
strongly unified.

2007 Bernstein—Lange:
1M + 9S + 1D for DBL.



lardet—Smart:
2SS + 1D for ADD.
3S for DBL.

ernstein—Lange:
1S for DBL.

2 Hisil-Wong—Carter—Dawson:

1S + 2D for ADD.

»S + 1D for DBL.

> C:D:Z:5C:DZ):
1S + 2D for ADD.

»S + 1D for DBL.

Jacobi quartics

(X:Y:Z) represent (X/Z,Y/Z?)
on y° = z* + 2ax? + 1.

1986 Chudnovsky—Chudnovsky:

3M + 6S + 2D for DBL.
Slow ADD.

2002 Billet—Joye:
New choice of neutral element.

10M + 3S + 1D for ADD,
strongly unified.

2007 Bernstein—Lange:
1M + 9S + 1D for DBL.

2007 F
2M +- ¢

2007 F
2M + ¢
1M +°

on cunr\

More s

2007 F
2008.0
use (X
or (X :
Can co
Compe



art:

for ADD.
L.

_ange:
L.

ng—Carter—Dawson:

for ADD.

or DBL.

Z :5C:DZ2):
for ADD.

or DBL.

Jacobi quartics

(X:Y:2Z) represent (X/Z,Y/Z?)
on y° = z* + 2az? + 1.

1986 Chudnovsky—Chudnovsky:

3M + 6S + 2D for DBL.
Slow ADD.

2002 Billet—Joye:

New choice of neutral element.
10M + 3S + 1D for ADD,
strongly unified.

2007 Bernstein—Lange:
1M + 9S + 1D for DBL.

2007 Hisil—Cartel
2M +6S +2D f

2007 Feng—Wu:
2M +6S + 1D f

IM+7S +3D f
on curves chosen

More speedups:

2007 Hisil—Cartel
2008.02 Hisil-Wc
use (X :Y :Z:.
or (X:Y:Z:X
Can combine wit
Competitive with



—Dawson:

DZ):

Jacobi quartics

(X:Y:Z) represent (X/Z,Y/Z?)
on y° = z* + 2az? + 1.

1986 Chudnovsky—Chudnovsky:

3M + 6S + 2D for DBL.
Slow ADD.

2002 Billet—Joye:

New choice of neutral element.
10M + 3S + 1D for ADD,
strongly unified.

2007 Bernstein—Lange:
1M + 9S + 1D for DBL.

2007 Hisil-Carter—Dawson:
2M + 6S + 2D for DBL.

2007 Feng—Wu:
2M + 6S + 1D for DBL.

1M +7S + 3D for DBL
on curves chosen with a2+

More speedups: 2007 Duqg
2007 Hisil-Carter—Dawson,
2008.02 Hisil-Wong—Cartet
use (X 1Y :Z:X?%: 2%

or (XY :Z:X?:2%:2
Can combine with Feng—W
Competitive with Edwards!



Jacobi quartics

(X:Y:2Z) represent (X/Z,Y/Z?)
on y° = z* + 2az? + 1.

1986 Chudnovsky—Chudnovsky:

3M + 6S + 2D for DBL.
Slow ADD.

2002 Billet—Joye:

New choice of neutral element.
10M + 3S + 1D for ADD,
strongly unified.

2007 Bernstein—Lange:
1M + 9S + 1D for DBL.

2007 Hisil—-Carter—Dawson:
2M + 6S + 2D for DBL.

2007 Feng—Wu:
2M + 6S + 1D for DBL.

1M +7S + 3D for DBL
on curves chosen with a2 +c? = 1.

More speedups: 2007 Duquesne,
2007 Hisil-Carter—Dawson,
2008.02 Hisil-Wong—Carter—Dawson:
use (X 1Y :Z:X?: 2%

or (X:Y :Z:X?:2%:2X2).
Can combine with Feng—\Wau.
Competitive with Edwards!



quartics

7) represent (X/Z,Y/Z?)
— 2% + 2az? + 1.

hudnovsky—Chudnovsky:
S + 2D for DBL.

DD.

illet—Joye:
10ice of neutral element.
3S + 1D for ADD,

y unified.

ernstein—Lange:
)S + 1D for DBL.

2007 Hisil-Carter—Dawson:
2M 4+ 6S + 2D for DBL.

2007 Feng—Wu:
2M + 6S + 1D for DBL.

1M +7S + 3D for DBL
on curves chosen with a2 +c? = 1.

More speedups: 2007 Duquesne,
2007 Hisil-Carter—Dawson,

2008.02 Hisil-Wong—Carter—Dawson:
use (X 1Y :Z:X?%: 2%

or (XY :Z:X?:2°%:2X2).
Can combine with Feng—\Wu.
Competitive with Edwards!




Wt (X/Z,Y/Z?)
2 + 1.

y—Chudnovsky:
or DBL.

utral element.
for ADD,

_ange:
or DBL.

2007 Hisil—Carter—Dawson:
2M + 6S + 2D for DBL.

2007 Feng—Wu:
2M + 6S + 1D for DBL.

1M + 7S + 3D for DBL
on curves chosen with a?2+c? = 1.

More speedups: 2007 Duquesne,
2007 Hisil-Carter—Dawson,

2008.02 Hisil-Wong—Carter—Dawson:
use (X 1Y :Z:X?: 2%

or (X:Y :Z:X?:2%:2X2).
Can combine with Feng—\Wau.
Competitive with Edwards!
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2007 Hisil-Carter—Dawson:
2M 4+ 6S + 2D for DBL.

2007 Feng—Wu:
2M + 6S + 1D for DBL.
1M + 7S + 3D for DBL

on curves chosen with a?+c? = 1.

More speedups: 2007 Duquesne,
2007 Hisil—Carter—Dawson,

2008.02 Hisil-Wong—Carter—Dawson:

use (X 1Y :Z:X?%:27Z%)

or (XY :Z:X?:2°:2X2).
Can combine with Feng—\Wu.
Competitive with Edwards!

2 = y* —1.99y% + 1



2007 Hisil—Carter—Dawson:
2M + 6S + 2D for DBL.

2007 Feng—Wu:
2M + 6S + 1D for DBL.
1M + 7S + 3D for DBL

on curves chosen with a?+c? = 1.

More speedups: 2007 Duquesne,
2007 Hisil-Carter—Dawson,

2008.02 Hisil-Wong—Carter—Dawson:
use (X 1Y :Z:X?: 2%

or (X:Y :Z:X?:2%:2X2).
Can combine with Feng—\Wau.
Competitive with Edwards!

2 = y* —1.9y% + 1
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—Dawson:
or DBL.

or DBL.
or DBL
with a?4-¢c?2 = 1.
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—Dawson,
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X? . Z?)
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h Feng—Wu.
 Edwards!
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