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Define Clock(R) as
{(z,y) e RxR: T2 4+ y° = 1}.
As usual R = {real numbers}.

Exercise:

Prove that Clock(R)

IS a commutative group
under clock addition.

In other words:
clock sum is in Clock(R);
clock addition is commutative:

clock addition is associative:
there is a neutral element:
each element has a negative.
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(z1,91) + (—z1,




3rison:

),1)
1, Y1)

= (2, ¥2)

- (3, Y3)

2) 1S

“Hey, there were divisions
in the Edwards addition law!

What if the denominators are 07"

Answer: They aren't!

If 22 + y? = 1 — 30z°y?
then 30:1:2y2 <1
so V30 |zy| < 1.

If 23 + y? = 1 — 30z2y?
and a:% + y% =1 — 30:c%y§
then v/30 |z1y1] < 1

and /30 |zoyp| < 1

so 30 |z1y1z27y2| < 1

so 1 & 30x1xzry1y> > 0.

The Edwards addition law
(1, y1) + (22, 92) =
((z1y2+y1z2)/(1—30z1 x>

(y1y2—z122)/(1+30Z122
iIs a group law for the curv

z? + y? = 1 — 30z°y?.

Some calculation required:
addition result is on curve:
addition law i1s associative.

Other parts of proof are ea
addition law 1s commutati\
(0,1) is neutral element;

(z1,91) + (—z1,9y1) = (O,




“Hey, there were divisions
in the Edwards addition law!

What if the denominators are 07"

Answer: They aren't!

If 22 + y? = 1 — 30z°y?
then 30:1:2y2 <1
so V30 |zy| < 1.

If 27 + y? = 1 — 30z2y?
and :c% + y% =1 — 30:1:%3/%
then v/30 |z1y1] < 1

and /30 |zoyo| < 1

so 30 |z1y1z27y2| < 1

so 1 4+ 30x1xry1y> > 0.

The Edwards addition law
(1, 91) + (T2, 42) =
((z1y2+y1z2)/(1—30z122Y1Y2),

(y1y2—z122)/(1+30z122Y1y2))
iIs a group law for the curve

z? + y? = 1 — 30z°y?.

Some calculation required:
addition result i1s on curve:
addition law Is associative.

Other parts of proof are easy:
addition law 1s commutative;
(0,1) is neutral element;

(z1,91) + (—z1,91) = (0,1).



‘here were divisions
Fdwards addition law!

f the denominators are 07"

- They aren't!

-y2 =1 — 30:1:2y2
)zly?® < 1
) |zy| < 1.

y% =1 — 30:1:%y%
+y3 =1 — 30393
30 |z1y1] < 1

30 |zoy2| < 1
c1y1Z2y2| < 1
30z1zoy1Y2 > 0.

The Edwards addition law
(1, y1) + (22, ¥2) =
((z1y2+vy1z2)/(1—30z122Y1Y2),

(y1y2—z122)/(1+30z122Y1Y2))
Is a group law for the curve

2 4+ y2 = 1 — 302292

Some calculation required:
addition result is on curve:
addition law i1s associative.

Other parts of proof are easy:
addition law 1s commutative;
(0,1) is neutral element;

(z1,y1) + (—z1,91) = (0,1).

More E

Fix an
Fix a n

{(z, y)
2’2
IS a Col

(z1, y1
defined

I3

Y3



divisions
ddition law!

yminators are 07"

en't!

30:1:2y2

30$%y%
——30x§y%

The Edwards addition law
(1, 91) + (T2, 42) =
((z1y2+y1z2)/(1—30z122Y1Y2),

(y1y2—z122)/(1+30z122Y1y2))
iIs a group law for the curve

z? + y? = 1 — 30z°y?.

Some calculation required:
addition result i1s on curve:
addition law Is associative.

Other parts of proof are easy:
addition law 1s commutative;
(0,1) is neutral element;

(z1,91) + (—z1,91) = (0,1).

More Edwards ct

Fix an odd prime
Fix a non-square

{(z,y) e Fg xF
IS a commutative

(z1,y1) + (z2, ¥
defined by Edwat

T — Z1Y2 T Y1
3 1+ dzizo7
Yy — Y1Y2 — 1
3 1 — dz1x21



are 077

The Edwards addition law
(1, y1) + (22, ¥2) =
((z1y2+vy1z2)/(1—30z122Y1Y2),

(y1y2—z122)/(1+30z122Y1Y2))
Is a group law for the curve

z? + y? = 1 — 30z°y?.

Some calculation required:
addition result is on curve:
addition law i1s associative.

Other parts of proof are easy:
addition law 1s commutative;
(0,1) is neutral element;

(z1,91) + (—z1,91) = (0,1).

More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :
2 + y2 = 1 + dzy°]
IS a commutative group wi
(z1,91) + (22, ¥2) = (23,1
defined by Edwards additic
_ L1Y2 T Y1I2
1 +dzi1Toy1Y2

. Y1Y2 — T1T2
Y3 = :
1 —dz1zoY1Y2

I3




The Edwards addition law
(1, 91) + (T2, y2) =
((z1y2+y1z2)/(1—-30z122Y1Y2),

(y1y2—z122)/(1+30z122Y1Y2))
s a group law for the curve

z? + y? = 1 — 30z°y?.

Some calculation required:
addition result i1s on curve:
addition law Is associative.

Other parts of proof are easy:
addition law 1s commutative;
(0,1) is neutral element;

(z1,91) + (—z1,91) = (0,1).

More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :
2 + y° = 1 + dz?y?}
IS a commutative group with

(z1,91) + (22, y2) = (3, y3)
defined by Edwards addition law:
_ T1Y2 + Y1Z2
1 +dzizoyiyo
. Y1Y2 — T1T2
Y3z = :
1 —dzizoY1Y2

I3




lwards addition law
) + (z2, y2) =
+y122)/(1—30z122Y1Y2),

—z122)/(1+30z122Y192))
oup law for the curve

> =1 — 30z%y?°.

alculation required:
n result is on curve:
n law i1s associative.

narts of proof are easy:
n law Is commutative;

s neutral element;
) —+ (—:231, yl) — (O, 1).

More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y2 = 1 + dz?y?)}
IS a commutative group with
(z1, 1) + (22, ¥2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yn
 Y1Y2 — T1T2
Y3 = :
1 —dzi1zoY1Y2

I3

Denom
But ne

ll$2 —I— "



lition law
) =
1—30:131:v2y1y2),

| +30z1Z2Y1Y2))

r the curve

)z2y?.

required:
on curve:
ssoclative.

oof are easy:
mmutative;

lement:
y1) = (0, 1).

More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yo
 Y1Y2 — T1T2
Y3 = :
1 —dzizoY1Y2

I3

Denominators ar
But need differer
‘T + y2 > 0" d
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More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y2 = 1 + dz?y?)}
IS a commutative group with
(z1,y1) + (22, ¥2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yn
 Y1Y2 — T1T2
Y3 = :
1 —dz1zoY1Y2

I3

Denominators are never O.
But need different proof;
“z2 + y2 > 0" doesn’t wor



More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

T1Y2 + Y12

1 + dz1zoy1Yy2
Y1Y2 — T1TD

1 —dz1zov1Y2

I3 —

Y3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.



More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

T1Y2 + Y12

1 + dz1zoy1Yy2
Y1Y2 — T1TD

1 —dz1zov1Y2

I3 —

Y3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

|f a:% + y% =1+ da:%y%
and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1




More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

T1Y2 + Y12

1 + dz1zoy1Yy2
Y1Y2 — T1TD

1 —dz1zov1Y2

I3 —

Y3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

f a:% -+ y% =1+ da:%y%
and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1

then dm%y%(xz yo)?

— da:%y%(:c% + y% + 2x2Y2)




More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

1(z,y) € Fg x Fyq

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

T1Y2 + Y12

1 + dz1zoy1Yy2
Y1Y2 — T1TD

1 —dz1zov1Y2

I3 —

Y3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

f a:% -+ y% =1+ da:%y%

and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1

then d:clyl (zo + y2)?

— d:z:lyl (CE2 + y2 + 2x2Y2)
— da:lyl (d:z: y% + 1+ 2zoYy>)




More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yo
 Y1Y2 — T1T2
Y3 = :
1 —dzizoY1Y2

I3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

If 22 + y2 = 1 + dz?y?

and z35 + y5 = 1 + dz5y3

and dx1zoy1y> = *£1

then dm%y%(xz yo)?

= da:%y%(:c% + y% + 2x2Y2)

— da:%y%(da:%y% + 1+ 2zoYy>)

— dzcv%y%m%y%nLdm%y%+2d$%y%$2y2




More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yo
 Y1Y2 — T1T2
Y3 = :
1 —dzizoY1Y2

I3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

|f a:% + y% =1+ da:%y%
and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1

then dm%y%(xz yg)2

— da:%y%(:c% + y% + 2x2Y2)

— da:%y%(da:%y% + 1+ 2:1:2y2)

= dzcv%y%m%y%nLdm%y%+2d:c%y%:cgy2
=1+ dm%y% + 211




More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yo
 Y1Y2 — T1T2
Y3 = :
1 —dzizoY1Y2

I3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

|f a:% + y% =1+ da:%y%
and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1

then dm%y%(xz yo)?

— da:%y%(:c% + y% + 2x2Y2)

— da:%y%(da:%y% + 1+ 2zoYy>)

= dzcv%y%m%y%nLdm%y%+2d:c%y%:cgy2
=1+ dm%y% + 211

= :z:% + y% + 2x1 Y3




More Edwards curves

Fix an odd prime power g.
Fix a non-square d € Fy.

{(z,y) € F; x Fq :

2 + y° = 1 + dz?y?}
IS a commutative group with
(z1,y1) + (22, y2) = (23, y3)

defined by Edwards addition law:

_ T1y2 + Y122
1 +dzizoyi1yo
 Y1Y2 — T1T2
Y3 = :
1 —dzizoY1Y2

I3

Denominators are never 0.
But need different proof;
"2 4+ y2 > 0" doesn't work.

|f a:% + y% =1+ da:%y%
and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1

then dm%y%(xz yo)?

— da:%y%(:c% + y% + 2x2Y2)

— da:%y%(da:%y% + 1+ 2zoYy>)

= dzcv%y%m%y%nLdm%y%+2d:c%y%:cgy2
=1+ dm%y% + 211

= :z:% + y% + 2x1 Y3

— (331 T y1)2.




-dwards curves

odd prime power q.
on-square d € Fy.

c Fg X Fg

'+ y? =1+ dz’y?}
mmutative group with
) + (22, ¥2) = (23, y3)

' by Edwards addition law:

T1Y2 + Y122
+dziToy1Y2
Y1Y2 — T1Z2
— dz1T2Y1Y2

Denominators are never O.
But need different proof;
“z2 + y2 > 0" doesn’t work.

|f a:% + y% =1+ da:%y%
and :1:% + y% =1+ da:%y%
and dx1zoy1ys2 = *£1

then d:c%y%(:cg y2)?

— dm%y%(m% + y% + 2x2Y2)

— dm%y%(dm%yg + 1+ 2:1;2y2)

= d%:%y%:v%y%+dm%y%+2dm%y%x2y2
=1+ d:c%y% 1+ 2211

= a:% + y% + 2x1Y3

— (2‘,‘1 1T yl)Z_

Case 1

contrac



Ir'VES

 power q.
adc Fy.

g
+ dz’y?}

 group with
) = (23, ¥3)

ds addition law:

Denominators are never 0.
But need different proof;
“z2 4+ y2 > 0" doesn’t work.

|f a:% + y% =1+ da:%y%
and :z:% + y% =1+ dm%y%
and dx1zoy1y> = *£1

then dm%y%(xz yo)?

— da:%y%(:c% + y% + 2x5Y>)

— da:%y%(da:%y% + 1+ 2zoYy>)

= d°zyizoys+driyi+2dziyiToys

=1+ dm%y% + 2x1Y1
= :z:% + y% 1+ 2T1Y;
— (331 T y1)2.

Case 1: o + o

contradiction.



Denominators are never O. Case 1: zo +y> # 0. The
But need different proof; T1 £ Y1 °

o y2 > 0" doesn't work. ad = (a:lyl(azz + yz)) |
contradiction.

If a:% + y% =1+ d:c%y%
and =5 + y5 = 1 + dz5y3
and dz1zoy1y2 = %1

th

) then d:c%y%(:cz y2)2
/3 = dziyf(z5 + y5 + 2zoy2)
n law:

— dm%y%(dmgy% + 1+ 2zo1y2)

= d*ziyizsoys+driyi+2dziyiToys
— 1 + d:c%y% T 2a:1y1

— a;% -+ ‘y% + 2x1Y;

— (CL‘l T yl)Z_




Denominators are never O. Case 1: zo +yo # 0. Then
But need different proof; T1 £ Y1 °

“z% + y? > 0" doesn't work. = (a:lyl(xz + y2)> |
contradiction.

If a:% + y% =1+ da:%y%
and z5 + y3 = 1 + dz5y3
and dzi1zoy1y2 = *1

then dz?y?(zo + y2)°

= dziyf(z5 + y5 + 2zoy2)

— da:%y%(da:%y% + 1+ 2zoYy2)

= d*zyiToys+driyi+2dziyiToys
=1+ dm%y% + 2x1Y]

— CE% —+ y% T 2a:1y1

= (z1 + y1)°.




Denominators are never O. Case 1: zo +yo # 0. Then
But need different proof; 71 + Y1 2

T + y2 > 0" doesn't work. a = <a:1y1(:1:2 1 y2)> ’
contradiction.

|f a:% —I—y% =1+ da:%y%

and :z:% + y% =1+ d:z:%y% Case 2: zo0 — yo> # 0. Then
and dz1zoy1y> = +1 d 1 T Y1 2
then dziy] (22 + v2)° - \zyi(z2 —v2) )

— da;%y%(x% + y% + 2z2y2) contradiction.
— da:%y%(da:%y% + 1+ 2zoYy2)

= d*zyiToys+driyi+2dziyiToys
=1+ dm%y% + 2x1Y]

— CE% —+ y% T 2a:1y1

= (z1 + y1)°.




Denominators are never O. Case 1: zo +yo # 0. Then
But need different proof; T1 £ Y1 °

“z2 + y2 > 0" doesn't work. a= (a:lyl(xz + y2)> '
contradiction.

|f a:% —I—y% =1+ da:%y%

and :z:% + y% =1+ d:z:%y% Case 2: zo0 — yo> # 0. Then
and dz1zoy1y> = +1 d 1 T Y1 2
then dziy] (22 + v2)° - \zyi(z2 —v2) )

— da;%y%(x% + y% + 2z2y2) contradiction.
— da:%y%(da:%y% + 1+ 2zoYy2)

= d*zyiToys+driyi+2dziyiToys
=1+ dm%y% + 2x1Y]

— CE% —+ y% T 2a:1y1

= (z1 + y1)°.

Case 3: o +yp = xo — yo = 0.
Then zo =0 and yo =0,

contradiction.




Inators are never O.
ed different proof;
y2 > 0" doesn’t work.

- y% — 1+ d:c%y%

+ y% =1+ da:%y%

1Z2Y1Y2 = £1

ciyi(z2 + yo)?

j2(25 + y5 + 2zoy2)
/%(d:v%yg + 1+ 2zoYy>)

YT T5Y5 ATy +2dT YTy
d:c%y% 1+ 2x1Y;

- y% T 2$1y1

1 yl)Z_

Case 1: zo +y2 # 0. Then

d _ ( 1 1= Yi >2
z1y1(zo +vy2) /)

contradiction.

Case 2: zo — y2 # 0. Then

d:< 1 F Y1 >2
z1y1(z2 —y2) )

contradiction.

Case 3: o +yp = xo — yo = 0.
Then zo =0 and y» = 0,
contradiction.
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> never 0.

1t proof;

oesn't work.

dm%y%
+—dm%y%

-1

Y2)°

-+ 2zy))

1+ 2zo7yo)
ix%y%+2dm%y%22y2
T1Y1

Y1

Case 1: o +

yo> # 0. Then

1 2

d:< = Y1 >2
z1y1(z2 +v2) )

contradiction.

Case 2: o —

1 -

yo> # 0. Then

_ 2
(o)
$1y1($2 —yg)

contradiction.

Case 3: o +yp = xo — yo> = 0.

Then zo =0 and yo =0,

contradiction.

This is an elliptic
(technically, “mc

Can use this grol

. if it's a “stro
Need to compute
If no large prime
must switch to a
this very often h:

Also check “twis
“‘embedding degi

Safe example, “(
q = 2295 _ 19: d



Case 1: zo +yo # 0. Then This is an elliptic curve
4 ( 1 + Y1 >2 (technically, “mod blowups

k. . .
m1y1(932 =+ yz) Can use this group In cryp
contradiction.
. 1f it's a “strong’ curve
Case 2: 2o —y2 # 0. l’hen Need to compute group or
q — < 1+ Y1 > If no large prime factor in
fE_l’y_l (2 — y2) must switch to another d;
) contradiction. this very often happens.
y2) Cace 3 _ _ 0
fx%y%azzyz ase 3! T2 + Y2 = T2 — Y2 — L. Also check “twist security,

Then zo =0 and y2» =0, “embedding degree,” et al

contradiction.
Safe example, “Curve2551!

g=2"°—-19d=1-1/




Case 1: zo +yo # 0. Then

d _ < 1 I Y1 >2
z1y1(z2 +v2) )

contradiction.

Case 2: zo — yo> # 0. Then

d:< 1 F Y1 >2
z1y1(z2 —v2) )

contradiction.

Case 3: o +yp = xo — yo = 0.
Then zo =0 and yo = 0,
contradiction.

This i1s an elliptic curve
(technically, “mod blowups™).

Can use this group in crypto.

. if it's a “'strong’ curve.
Need to compute group order.
If no large prime factor in order,
must switch to another d;
this very often happens.

Also check “twist security,”
“embedding degree,” et al.

Safe example, “Curve25519":
g=2>°—-19;d=1—1/121666.
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Jiction.

. Lo —

1 -

y> # 0. Then

) >
. - Y1 >
z1y1(zo —y2) )

Jiction.

. IO +

Yo = xp — Yy = 0.

> = 0 and yo» = 0,

Jiction.

This is an elliptic curve
(technically, “mod blowups").

Can use this group in crypto.

. if it's a “'strong’ curve.
Need to compute group order.
It no large prime factor in order,
must switch to another d;
this very often happens.

Also check “twist security,”
“embedding degree,” et al.

Safe example, “Curve25519":

g=2>°—-19;d=1—1/121666.

Historix

1761 E
IntrodL
for 2

the “le

2007 E
many ¢
Theore
all ellip

2007 E
Edwarc
for 2

and gi\



This is an elliptic curve
(technically, “mod blowups™).

Can use this group in crypto.

. if it's a “'strong”’ curve.
Need to compute group order.
If no large prime factor in order,
must switch to another d;
this very often happens.

Also check “twist security,”
“embedding degree,”’ et al.

Safe example, “Curve25519":

g=2>°—-19;d=1—1/121666.

Historical notes:
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This is an elliptic curve
(technically, “mod blowups").

Can use this group in crypto.

. if it's a “'strong’’ curve.
Need to compute group order.
It no large prime factor in order,
must switch to another d;
this very often happens.

Also check “twist security,”
“embedding degree,” et al.
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