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RSA: also publish big exponent ;
use primes allowing th roots.
Rabin: always use exponent 2;
use primes in 3 + 4Z.
Williams: 3 + 8Z and 7 + 8Z.
Many subsequent variants;
e.g., “RSA” using exponent 3,
and “RSA” using exponent 65537.




/Rabin keys

is at Chicago
0
oundation
e of Mathematics

Public keys

The compression q

Each user publishes a key
2047
2047
2048
2
2
+1
2

Can store in 204
Can store 1 2
randomly accessibl







User knows prime factors of
Hopefully attacker doesn’t.



1 .
.

Can we use fewer b

RSA: also publish big exponent ;
use primes allowing th roots.
Rabin: always use exponent 2;
use primes in 3 + 4Z.
Williams: 3 + 8Z and 7 + 8Z.
Many subsequent variants;
e.g., “RSA” using exponent 3,
and “RSA” using exponent 65537.






Knee-jerk answer:
If you can’t afford
switch to 256-bit e
http://cr.yp.to

But elliptic-curve s
have slow verificat
Want a better ans

Public keys

The compression question

Each user publishes a key
2047
2047
2048
2
2
+1
2

Can store in 2048 bits.
Can store 1 2
,
randomly accessible, in 2048 bits.







User knows prime factors of
Hopefully attacker doesn’t.



1 .
.







Can we use fewer bits?

RSA: also publish big exponent ;
use primes allowing th roots.
Rabin: always use exponent 2;
use primes in 3 + 4Z.
Williams: 3 + 8Z and 7 + 8Z.
Many subsequent variants;
e.g., “RSA” using exponent 3,
and “RSA” using exponent 65537.






Knee-jerk answer: “No!
If you can’t afford 2048 bits,
switch to 256-bit elliptic curves.
http://cr.yp.to/ecdh.html”


But elliptic-curve signatures
have slow verification.
Want a better answer.

es a key
2048
2




factors of
r doesn’t.



1 .
.

Recognizing lower

Can store in 2048 bits.
Can store 1 2
,
randomly accessible, in 2048 bits.

22047
22
so has top bit 1
Don’t store that b

Can we use fewer bits?

With Rabin-William
Don’t store bottom









big exponent ;
g th roots.
exponent 2;
4Z.
and 7 + 8Z.
variants;
exponent 3,
exponent 65537.




The compression question

Knee-jerk answer: “No!
If you can’t afford 2048 bits,
switch to 256-bit elliptic curves.
http://cr.yp.to/ecdh.html”


But elliptic-curve signatures
have slow verification.
Want a better answer.







Better: Users neve
divisible by 3 5 7
so only 480 possib
for mod 9240. R
bottom 13 bits wit
encoding of mod

The compression question

Recognizing lower entropy

Can store in 2048 bits.
Can store 1 2
,
randomly accessible, in 2048 bits.

22047
22048
so has top bit 1.
Don’t store that bit.

Can we use fewer bits?

With Rabin-Williams:
5 + 8Z.
Don’t store bottom 3 bits.









Knee-jerk answer: “No!
If you can’t afford 2048 bits,
switch to 256-bit elliptic curves.
http://cr.yp.to/ecdh.html”


But elliptic-curve signatures
have slow verification.
Want a better answer.









1

Better: Users never generate
divisible by 3 5 7 11,
so only 480 possibilities
for mod 9240. Replace
bottom 13 bits with 9-bit
encoding of mod 9240.

question

Recognizing lower entropy

48 bits.
,
le, in 2048 bits.

22047
22048
so has top bit 1.
Don’t store that bit.

bits?

With Rabin-Williams:
5 + 8Z.
Don’t store bottom 3 bits.







“No!
2048 bits,
elliptic curves.
o/ecdh.html”


signatures
tion.
swer.









1

Better: Users never generate
divisible by 3 5 7 11,
so only 480 possibilities
for mod 9240. Replace
bottom 13 bits with 9-bit
encoding of mod 9240.

Have reduced 2048
Can we do much b

Knee-jerk answer:
C’mon, you know
switch to elliptic c

e.g. User generate
independent unifor
21023
210
21024
210
1 1025 log 2 cha
1 1026 log 2 cha
1 8 chance of
2 log 2 1 chan
so 22023 equally














Recognizing lower entropy
22047
22048
so has top bit 1.
Don’t store that bit.








1

With Rabin-Williams:
5 + 8Z.
Don’t store bottom 3 bits.
Better: Users never generate
divisible by 3 5 7 11,
so only 480 possibilities
for mod 9240. Replace
bottom 13 bits with 9-bit
encoding of mod 9240.

Have reduced 2048 to 2043.
Can we do much better?
Knee-jerk answer: “No!
C’mon, you know you want to
switch to elliptic curves.”
from
e.g. User generates =
independent uniform random
21023
21024 1 ,
21024
21025 1 :
1 1025 log 2 chance of prime,
1 1026 log 2 chance of prime,
1 8 chance of 3 7 + 8Z,
2048
2 log 2 1 chance of
2
,
so 22023 equally likely ’s.


















entropy

2048


1

1.
bit.

ms:
5 + 8Z.
m 3 bits.

er generate
11,
bilities
Replace
th 9-bit
d 9240.

Have reduced 2048 to 2043.
Can we do much better?
Knee-jerk answer: “No!
C’mon, you know you want to
switch to elliptic curves.”
from
e.g. User generates =
independent uniform random
21023
21024 1 ,
21024
21025 1 :
1 1025 log 2 chance of prime,
1 1026 log 2 chance of prime,
1 8 chance of 3 7 + 8Z,
2048
2 log 2 1 chance of
2
,
so 22023 equally likely ’s.








Reducing entropy

Define ( ) = 500
( ) = with 500

Change key-genera
to produce keys
Then can encode
saving one bit; also
top/bottom bits as











Brute-force key ge
generate by the
if ( ) = 1, try ag
Conjecturally this t
almost exactly 2 tr
confirmed by exper

Have reduced 2048 to 2043.
Can we do much better?
Knee-jerk answer: “No!
C’mon, you know you want to
switch to elliptic curves.”
from
e.g. User generates =
independent uniform random
21023
21024 1 ,
21024
21025 1 :
1 1025 log 2 chance of prime,
1 1026 log 2 chance of prime,
1 8 chance of 3 7 + 8Z,
2048
2 log 2 1 chance of
2
,
so 22023 equally likely ’s.








Reducing entropy
Define ( ) = 500th bit of ,
( ) = with 500th bit omitted.
Change key-generation procedure
to produce keys with ( ) = 0.
Then can encode as ( ),
saving one bit; also save
top/bottom bits as before.











Brute-force key generation:
generate by the old method;
if ( ) = 1, try again.
Conjecturally this takes
almost exactly 2 tries on average;
confirmed by experiment.
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Protocol violations
One user generates
Second user sees (
and generates 2 .

One solution is to
generate 1 1 1 publicly
from digits of :
10th, 20th, 30th, etc.
Not random, but conjecturally safe.
Variant: 1 without 1 1 .
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Security of 2 was proven
assuming uniform random

1.

What if first user cheats,
and doesn’t generate
uniform random 1 ?
Recall half-special NFS:
can construct rare values
allowing easier factorization.

Another solution is to
generate 1 1 1 publicly
from SHA-256 output.
Another solution is to
generate 1 1 1 publicly
from 1955 RAND tables.

