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Abstract. Stream cipher WG [3] is a hardware oriented cipher. In this
paper, we point out that the WG stream cipher is vulnerable to the
chosen IV attacks. For WG with 80-bit key and 80-bit IV, 48 bits of the
secret key could be recovered with about 2313 chosen IVs . For WG with
80-bit key and 64-bit IV, 29-bit information of the secret key could be
recovered with probability 27° and with about 225! chosen IVs. For each
chosen IV, only the first four keystram bits are needed in the attack.

1 Stream Cipher WG [3]

WG is a hardware oriented stream cipher. The main feature of the WG stream
cipher is the use of the WG transformation to generate keystream from the
LFSR. The WG transformations have excellent cryptographic properties [2].

1.1 Keystream Generation

The keystream generation diagram of WG is given in Fig. 1. WG has a regularly
clocked LFSR which is defined by the feedback polynomial

px)y=ar + 2% 2% +2b ¥ oy (1)
over GF(229), where v = 3464730077 and f3 is the primitive root of g(z)

g(:l?):$29+I28+$24+1‘21+I20+$19+1‘18+I17+
$14+J)12+Jf11+$10+Z‘7+J)6+$4+l‘+1 (2)

Then the non-linear WG transformation, GF(22?) — GF(2), is applied to gen-
erate the keystream from the LFSR.

1.2 Key/IV setup

The key/IV setup of WG is given in Fig. 2. After the key and IV being loaded
into LFSR, the LFSR is clocked 22 steps. During each of these 22 steps, 29 bits
from the middle of the WG transformation are XORed to the feedback of LFSR,
as shown in Fig. 2.
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Fig. 1. Keystream Generation Diagram of WG [3]
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Fig. 2. Key/IV setup of WG [3]

We can express one step of the key/IV setup as follows.

T=S1)&S2)aSbB)®S8)aS(10)e (yxS(11)) WG (S(11))
S@)=8G(—1)fori=11---2; S(1)=T



where the WG'(S(11)) denotes the 29 bits extracted from the WG transforma-
tion, as shown in Fig. 2.

The WG cipher supports a number of key and IV sizes. The key size can be
80 bits, 96 bits, 112 bits and 128 bits. The IV sizes can be 32 bits, 64 bits, 80
bits, 96 bits, 112 bits, and 128 bits.

2 Chosen IV Attack on Stream Cipher WG

The key/IV setup of WG could be broken with the chosen IV attack based on
the differential cryptanalysis technique [1]. The WG with 32-bit IV size is not
vulnerable to the attack given in this section. In Subsection 2.1 the attack is
applied to break the WG with 80-bit key and 80-bit IV. The attacks on the WG
with IV sizes larger than 80 bits are given in Subsection 2.2. The attack on the
WG with 64-bit IV size is given in Subsection 2.3.

2.1 Attack on WG with 80-bit key and 80-bit IV

In this subsection, we will investigate the security of the key/IV setup of WG
with 80-bit key and 80-bit IV. For this version of WG, denote the key as K =
ki,ko, ks, -+, kso and the IV as IV = IV, IV5, IV3,--- IVgg. They are loaded
into the LFSR as follows.

Si,.16(1) =Fk1,. 16 Si7,..04(1)=1Vi g

S1...8(2) =kir,.. 24 So..24(2) =1Vy . o4

S1,...16(3) = ka5, 40 S17,...24(3) = I'Vas . 32
Si,..8(4) = ka1, a8 So,....24(4) = IV33, 48
S1,..,16(5) = Fag,... 64 Si7,...24(5) =1Vyg, . 56
S1,...8(6) = kes,... 72 So....24(6) = IVs7, . 72
S1,...8(7) = k73,80 S17,...24(7) =1Vz3 . 80

Then the LFSR is clocked 22 steps with the middle value from the WG trans-
formation being used in the feedback.

The chosen IV attack on WG goes as follows. For each secret key K, we
choose two IVs, IV’ and IV" so that IV’ and IV" are identical at 6 bytes, but
are different at two bytes: IV1’77W)24 + IV{;)“,?24 and IV4/9,..4,56 #* IVZ{{)W)%. The
differences satisfy IV{; oy @ IV oy =1V 56 ® IV 56

Denote the S(i) (1 < i < 11) at the end of the j-th step as S7(i), and
denote loading the key/IV as the 0th step. After loading the key and the chosen
IV into LFSR, we know that the difference at S(2) and S(5) are the same,
ie., S°(2) ® §"°(2) = S9(5) @ S°(5). We denote this difference as A4, i.e.,
Ny = 8"(2) @ §"°(2) = §9(5) @ S"(5).

We now examine the differential propagation during the 22 steps in the
key/IV setup. The complete differential propagation is shown in Table 1, where
the differences at the i-th step indicate the differences at the end of the i-th step.
The difference Ay = (yxS"0(11)eW G’ (S5 (11))D(yx S"0(11)eW G’ (S (11)) =



(v x §(5) & WG'(S(5)) & (v x §”°(5) & WG'(S"(5)). Similarly, we obtain
that Ag = (v x S°(2) & WG (S°(2)) & (v x §"(2) @ WG (S"0(2)).

Table 1. The differential propagation in the key/IV setup of WG

S() [S@) [SB)[S@) [SB)[S6) [S@) [SE®) [SO)[S(10)[S(11)
stepO0| O 2aq 0 0 2 0 0 0 0 0 0
stepl | O 0 '~ 0 0 '~ 0 0 0 0 0
step 2 0 0 0 N 0 0 N 0 0 0 0
step3 | O 0 0 0 2 0 0 2 0 0 0
step 4 0 0 0 0 0 N 0 0 N 0 0
stepb | 0O 0 0 0 0 0 1 0 0 1 0
step 6 | 2, 0 0 0 0 0 0 2q 0 0 2aq
step 7 | 2, 2 0 0 0 0 0 0 24 0 0
step 8 |a1@ay 2, A 0 0 0 0 0 0 Aq 0
step 9 0 |2ai@0, 2, Aq 0 0 0 0 0 0 Aq
step 10 |a1@a,] 0 |aj@ay] a4, Aq 0 0 0 0 0 0
DA3
step 11 |ag@asjaieas] 0 |ai@a. 2, o 0 0 0 0 0
[PAN:Y
step 12 |a @0, aseas|aieny] 0 |ajeas 2 A 0 0 0 0
YA
step 13 |as@aslai@nsasens|aieny 0 |aj@ay] o, Aq 0 0 0
DA3
step 14 Ay [LoBDAZ|A1BASAsBA A1 DAY 0 A1 DA Ao A 0 0
A3
step 15 A1 DAyl Az [La®A3|A1DA AaB A3 A1DA 0 A1BLo| Ay Aq 0
[CYAN'Y (YA
step 16 A1 DA A1 BA Az |AePAZ AR ABAZ| AT DA, 0 A1 BLy| Aoy Aq
DA3 (YA DA3
step 17 ALDAY A B A1 DAY Ag NoBA A1 DA AoDAZ|A1BA, 0 MDAy Lo
DA3 [GYANY DA3
Step 18 AZDAY AT BAY L 1DLA1DAg| Az [Aa®AZA1DAABA3| A 1B, 0 A1 DAy
DAy DA3 DA3 DA3
step 19 |a1@asas@nysi@agai@ns]ai@ny o5 |ss@as|ai@nsssens|aien, 0
SL3D (VAN BAg YA BA3
AsDLg
step 20 D DAG| DDA A3BAY D1 DOY A1 DA A1 DA Ay DDA A1DA| DAL DAY
DL3B | DAs DA DAg [CYAY:]
N5DAg
Step 21 AYyBAs| AyBLG| A 1B AZBAY L1 DAY L 1BL A 1PN Az |LaBA3|A1BLABAS)
DA7 DPAZD | A5 DAg3 DA3
NV
step 22 Do BAZ A BAE AL A1BA AZBAY A 1BLY A1BL A1 BLS| Az |LoBA3A1BLS
SL4B | Ay DA3D | BAs DA3 DA
N YN N5Dlg
(YA 4
DAg

From Table 1, we notice that at the end of the 22th step, the difference at
S522(10) is Ag @ Az. From the above description of Ay and A3z, we know that

No@ N3 = ((yx8°5B) WG (S°(5) @ (v x S7°(5B) o WG'(57°(5))) @
(v x S°(2) @ WG'(S°(2)) @ (v x S"(2) e WG'(S7°(2)))  (3)

S



It shows that the value of Ay @ A3 is determined by k17, 24, kag,
IVZSI),..,,%a IV9 24 1V 56

From the keystream generation of WG, we notice that the first keystream
bit is generated from $?2(10) (after the key/IV setup, the LFSR is clocked, and
the S23(11) is used to generate the first keystream bit). If Ay ® A3 = 0, then
the first keystream bits for IV’ and IV" should be the same. This property is
applied in the attack to determine whether the value of As @ Ag is 0.

Assume that the value of Ay @ Ag is randomly distributed, then Ao A3 =0
with probability 272°. We thus need to generate about 22° pairs (Ag, A3) in
order to obtain a pair satisfying Ay @ Az = 0. Note that the key is fixed and
that S"0(2) & §"°(2) = S°(5) ® S”°(5) must be satisfied. There are 3 bytes of
IV and one-byte difference can be chosen, so there are about 224 x 255/2 ~ 231

pairs of (Ay, AA3) are available. Thus there is no problem to generate 22° pairs
of (AQ, Ag)

Then we proceed to determine which pair (Ag, As) satisfies Ao @ A3 = 0. For
each pair (Ag, Az), we modify the values of IV/ g and IV{’ g, but we ensure
that IV] ¢ =1V’ 4. This modification does not affect the value of Ay & As,
but it effects the value of § 22(10). We generate keystream and examine the first
keystream bits. If the values of the first keystream bits are the same, then the
chance that Ay @ Az = 0 is improved. In that case, we modify the I'V/ ¢ and
IV{' ¢ again and observe the first keystream bits. This process ends when the
first keystream bits are not the same or this process is repeated for 40 times.
If one (Ag, A3z) passes the test for 40 times, then we know that Ay @& Az =0
with probability extremely close to 1. (Each wrong pair could pass this filtering
process with probability 274°. One pair of 229 wrong palrs could pass this process
with probability 2711.) Thus with about 2 x 229 x El 1 % = 2% chosen IVs,
we can find a pair (Aq, Ag) satisfying Ay @ Az = 0. Subsequently according to
Eqn. (3) and Ay & Az = 0, we recover 24 bits of the secret key, ki7_. 24 and

/
645 IVQ,.A.,24

.....

The above attack can be improved if we consider the differences at $%2(7) and
S22(8). The differences there are both A1 @® Ao Ag. If the value of AjAs® Az
is 0, then the third and fourth bits of the two keystreams would be the same. If
we only observe the third and fourth keystream bits, the k7. 24 and kig, .. 64

. 20 ,
can be recovered with 2 x 2% x 377 (5h — &) x i = 2394 chosen IVs.

In the attack, we observe the first, third and fourth keystream bits, then
recovering k17, 24 and kg, . 64 Tequires about 2 x 228 5 2113 — 930-1 chogen IVs
(the value 2113 is obtained through numerical computation).

By setting the difference at S°(3) and S°(6) and observing the second and
third bits of the keystream, we can recover another 24 bits of the secret key,
kos.... .40 and Kes,... 72. We need 230-4 chosen IVs.

So with about 230-1 4 2304 —= 92313 chogen IVs, we can recover 48 bits of
the 80-bit secret key. It shows that the key/IV setup of WG stream cipher is
insecure.



2.2 Attacks on WG with key and IV sizes larger than 80 bits

The WG ciphers with the key and IV sizes larger than 80 bits are all vulnerable
to the chosen IV attack. The attacks are very similar to the above attack. We
omit the details of the attacks here. The results are given below.

1. For WG with 96-bit key and 96-bit IV, 48 bits of the key can be recovered.

2. For WG with 112-bit key and 112-bit IV, 72 bits of the key can be recovered.

3. For WG with 128-bit key and 128-bit IV, 72 bits or 96 bits of the key can
be recovered.

2.3 Attacks on WG with 64-bit IV size

We use the WG with 80-bit key and 64-bit IV as an example to illustrate the
attack. For the WG cipher with 80-bit key and 64-bit IV, the key and IV are
loaded into the LFSR as follows:

S1,..16(1) =Fk1,.. 16 S1...16(2) = k17,32
S1,...16(3) = k33, 4s S1...16(4) = kag,.. 64
S1,...,16(5) = Kes,....80 S1,...,16(9) = k1, 16
S1,...,16(10) = k17 32 ® 1 S1,...16(11) = ka3, 48
S17,...04(1) =1V . s S17,...24(2) = IV, . 16
S17,..204(3) =IVi7, . 24 S17,...04(4) =IVas . 32
Si7,...24(5) = IV33 40 Si7,...,24(6) = IVy1,. us
Si7,...24(7) =1Vag 56 Si7,...24(8) =IVs7, 64

In the attack, we set the differences at S(2) and S(5), we can only generate about
223 pairs of (Az, A3) since we can only modify IVy 16 and IVa3 . 40. Thus we
can obtain a pair (Ag, As) satisfying Ao @ Ag =0 or Ay @& Ay @ Az = 0 with
probability 27°. Once we know Ay @ Az = 0 or 2\ @ Ny @ Az = 0, we can
recover 29-bit information of k17 32 and kes,.. go. It shows that 29-bit infor-
mation of the secret key could be recovered with probability 27°. This attack
requires about 22%! chosen IVs.

The attack on WG with 96-bit key and 64-bit IV is similar to the above
attack. We can set the differences at S(2) and S(5) or at S(3) and S(6). In
the attack 29-bit information of k17,32 and kes,.. g0 can be recovered with
probability 27°, and another 29-bit information of kss . 4s and ksi . ¢ can be
recovered with probability 27°.

The attack on WG with 112-bit key and 64-bit IV is also similar. The result is
that 29-bit information of k17, 32 and kgs,... g0 can be recovered with probability
275, 29-bit information of ks33,... 48 and kg1, ... 96 can be recovered with probabil-
112 can be recovered with

..........

probability 27°.

The attack on WG with 128-bit key and 64-bit IV is also similar. The result
is that 29-bit information of k17, 32 and kes,... 80 can be recovered with prob-
ability 275, 29-bit information of kss3,... 48 and kgi,.. 96 can be recovered with



probability 275, 29-bit information of kao,...64 and ko7 ... 112 can be recovered
with probability 27°, and 29-bit information of ksa,... 80 and ki13,... 128 can be
recovered with probability 27°.

3 Conclusion

It was shown in this paper that the key/IV setup of stream cipher WG is vulnera-
ble to the chosen IV attack. The only exception is the WG cipher with 32-bit IV.
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