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Dragon [1] is a word-based stream cipher operating on words of 32 bits. It is
constructed using a non-linear feedback shift register modified by a non-linear
filter function. Dragon, as submitted to ECRYPT, has two forms: Dragon-128,
which specifies use with a 128-bit key and a 128-bit IV; and Dragon-256, which
specifies use with a 256-bit key and a 256-bit IV.
Englund and Maximov [2] describe a distinguishing attack attack against
Dragon-256, under the assumption that the cryptanalyst can obtain an enormous
amount of keystream from a single key-IV pair, in violation of the designers’
restriction on the maximum length of keystream to be produced before rekeying.
Both variants of the distinguishing attack require 2155 words of keystream.
The first has an operational complexity of 2187 and uses 232 words of memory.
The second variant trades off memory for time with the resultant complexities
of 2155 and 296 for time and memory respectively. For both variants, the operational complexity is below the 2255 effort suggested by the design strength of the
Dragon-256 cipher, but much greater than exhaustive search for the Dragon128 cipher. Thus the Dragon-128 cipher is immune to this distinguishing attack. Even against Dragon-256, the complexity of the distinguishing attack is
extremely large, making it infeasible in any practical sense. Note also that the
keystream requirement for the distinguishing attack is in violation of the Dragon
designers’ recommendation. As stated in [1]:
To protect against unknown future attacks, and against attacks that
require large amounts of keystream, [Dragon] should be rekeyed at least
once for every 264 bits of keystream generated.
The distinguishing attack described by Englund and Maximov is possible only if
the designers’ restriction on keystream length is relaxed to allow the generation
of enormous amounts of keystream under a single key-IV pair. The amount of
keystream required is 297 times the 264 bit maximum recommended.
The designers concur that the distinguisher does occur with the probabilities
stated by Englund and Maximov. Dragon uses a repeated 32 × 32 mapping constructed from two 8 × 32 s-boxes in such a way that only 16% of the outputs are
accessible. This leads to the keystream bias theoretically detected and empirically measured by Englund et al. at 2−74.515 . While of some theoretical interest,
it seems unlikely that this distinguisher can be turned into a key recovery attack
with a complexity less than that of a brute force attack.

Dragon-128 is immune to the distinguishing attack proposed by Englund
and Maximov, as is Dragon-256 as specified for ECRYPT. That is, if the designers’ restriction on the maximum keystream length permitted before rekeying
is respected. Thus, although of some theoretical interest, we don’t believe the
keystream bias noted by Englund and Maximov represents a significant weakness in the Dragon cipher, nor can that bias be exploited in a key recovery
attack. We do not believe that the distinguishing attack endangers the security
of the Dragon cipher and consequently we are happy for Dragon to remain in
ECRYPT.
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